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The fast growth in the number of Android smartphone users and the lack of suitable
malware detection techniques for these devices attract vicious minds to infect users
with malicious software. The fact is that today, after more than seven years of initial
Android release, there are still malwares spreading in official Android markets. It is
necessary to mention that not only the number of users are being increased, the user’s
data becoming more and more sensitive. Nowadays, a typical smartphone can
contain contact information, private messages, location information, emails or even
credit card numbers. Previous studies reported that the initial detection rate of a
newly created Android virus is less than 5%, which indicate that the available
products in the market are not really effective. Considering the sharp increase in
number of mobile malwares and the ineffectiveness of current malware detection
solutions, Android users are facing a great problem.

In this research, we propose a behaviour-based analytical malware detection
framework for Android smartphones (which in known as Nestor). This framework
has three main models. The first model is in charge of keeping the primary dataset up
to dated. Then the analyser model, MODroid, utilises behaviour-based malware
detection approach to obtain the behavioural factors and generate a signature for
every application. This signature is generated based on the system call requests by
application and then normalised with median and z-score for generating more
accurate and effective signature. It then uses Spearman's rank correlation coefficient
to identify similar malware signatures in a previously generated blacklist of
malwares signature. The result of all these processing appears in a safe Android
market that the end user can download Android application without worrying about
malware infection.

The outcome of the M0Droid accuracy measurement experiment against malware
dataset indicates 60.16% positives malware detection, 39.43% false-positives and
0.4% false-negatives with choosing Spearman correlation coefficient rank of 0.90 as
the threshold. This threshold is directly proportional to the false-negative rate while it
is inversely proportional to positive and false-positive rates.



Moreover, to compare our result with a similar model, we employed the same
evaluation method as Crowdroid used to test MODroid. The result represents an
improvement in detection rate since Crowdroid were able to detect 97% of malwares
while MODroid detect all malwares in test environment.

It is notable, that the novelty of this work and the most effective factors in obtaining
these results are due to employing Linux Monkey for mimicking the user input, z-
score for signature normalisation and Spearman's rank correlation coefficient for
signatures comparison. We hope this research can be a stepping stone for
improvement in Android malware detection techniques and development of safe
Android markets which eventually increase the security of end-user devices.
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Bilangan pengguna telefon pintar Android yang semakin meningkat dan kekurangan
teknik mengesan malware yang sesuai untuk peranti ini telah menarik minda-minda
jahat untuk menyebarkan perisian berbahaya kepada pengguna. Hakikatnya setelah
lebih tujuh tahun pengeluaran Android bermula, masih ada malware yang menular di
pasaran rasmi Android. Andalah penting untuk dinyatakan bahawa bukan sahaja
bilangan pengguna telah meningkat malah data peribadi pengguna juga semakin
sensitif. Dewasa ini, telefon pintar biasa mengandungi maklumat perhubungan,
mesej peribadi, maklumat lokasi, e-mel malahan nombor kad kredit.

Kajian sebelum ini menunjukkan kadar pengesanan awal bagi virus Android yang
terbaru adalah kurang daripada 5% di mana ini menunjukkan produk yang sedia ada
di pasaran adalah kurang berkesan. Mempertimbangkan penambahan bilangan
malware peranti mudah alih yang semakin galak dan ketidakberkesanan penyelesaian
pengesan malware yang ada, pengguna Android sedang menghadapi masalah yang
serius. Dalam kajian ini, kami mencadangkan rangka kerja berasaskan analisis
tingkah laku pengesan malware untuk telefon pintar Android (dikenali sebagai
Nestor).

Rangka kerja ini mengandungi tiga model utama. Model yang pertama
bertanggungjawab untuk mengekalkan set data utama sentiasa di kemaskini.
Seterusnya model analisis, M0Droid, menggunakan pendekatan pengesan malware
berasaskan tingkah laku untuk mendapatkan faktor perlakuan dan menghasilkan
identifikasi untuk setiap aplikasi. Identifikasi ini dihasilkan berasaskan permintaan
sistem panggilan dari aplikasi dan kemudian dinormalkan dengan median dan z-skor
untuk menjanakan identifikasi yang lebih cepat dan berkesan

Ia kemudiannya menggunakan pekali kolerasi kedudukan Spearman untuk mengenal
pasti identifikasi malware yang sama dalam senarai hitam identifikasi malware yang
dihasilkan sebelum ini. Hasil daripada semua pengolahan ini dapat dilihat dalam
pasaran Android yang selamat di mana pengguna boleh memuat turun aplikasi
Android tanpa khuatir tentang jangkitan malware. Hasil kajian ketepatan ukuran
MODroid terhadap set data malware menunjukkan 60.16% positif pengesanan
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malware, 39.43% palsu-positif dan 0.4% palsu-negatif dengan memilih pekali
kolerasi Spearman pada kedudukan 0.9 sebagai ambang.

Ambang ini berkadar terus dengan kadar palsu-negatif sementara ianya berkadar
songsang dengan kadar positif dan palsu-positif. Di samping itu, untuk
membandingkan hasil kajian kami dengan model yang hampir sama, kami
menerapkan kaedah penilaian yang sama seperti Crowdroid gunakan untuk menguji
MODroid. Hasil kajian ini menunjukkan peningkatan dalam kadar pengesanan sejak
Crowdroid berjaya mengesan 97% malware sementara M0Droid mengesan semua
malware dalam ujian persekitaran.

lanya ketara bahawa pembaharuan kerja ini dan faktor yang paling berkesan dalam
mendapatkan keputusan adalah dengan menggunakan Linux Monkey untuk meniru
input pengguna, z-skor untuk penormalan identifikasi dan pekali kolerasi kedudukan
Spearman sebagai perbandingan identifikasi. Kami berharap kajian ini dapat menjadi
batu loncatan kepada peningkatan teknik untuk mengesan malware di dalam Android
dan juga perkembangan pasaran Android yang selamat dan akhirnya meningkatkan
tahap keselamatan peranti pengguna.
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CHAPTER 1
INTRODUCTION

The fast growth in the number of shipped smartphones raised the number of attacks
to users through different techniques. According to the prediction of Juniper
networks annual report, it is estimated that 1 billion Android based smart phones will
be distributed in 2017 ("Juniper Networks Third Annual Mobile Threats Report,"
2013). Besides, the improvements in technology of smartphone brought huge
processing power and vast amount of storages; this makes the smartphone capable of
handling and containing ultra-sensitive information (i.e. banking information or
emails). The incredible usefulness of smartphones made them a primary target for
vicious minds and Android as a leading platform in smartphone operating systems,
attracts a huge load of malicious activities.

One of the major concerns of Android smartphones security is malware (malicious
software) infection as it facilitates automated attack to millions of users with
minimum supervision (Vidas et al., 2011) The penetration of malicious software into
the official app (application) markets and utilising the most complicated approaches
to evade anti-malware solutions made this problem a complicated confound. To
make the matter worse, Imperva assessment of antivirus effectiveness reports that
“The initial detections rate of a newly created virus is less than 5% (Imperva, 2012)
which indicate that the available products in the market are not really effective. The
fact is that today, after more than seven years of Android initial release, there are still
malwares spreading in Android official markets. The third annual Mobile Threat
Report from Juniper Networks indicates that a 614% increase of mobile malicious
software growth from March 2012 to March 2013 ("Juniper Networks Third Annual
Mobile Threats Report," 2013).

In this research, we propose a behaviour-based analytical malware detection
framework for Android smartphones. This framework consists of a model for
collecting and classifying a malware dataset in the first place, a model for measuring
the accuracy of the malware detection method, and a model for offering a safe
Android market to the end user.

This model comprise of different methods such as the main method for identifying
the behavioural attributes of any given app (MODroid), a method for gathering
malwares from available dataset, a method for collecting malwares from users’
submissions, a method to collect goodware (good software) from Google play
(Android official market), a method for processing the safe market app submission,
and finally a method for user access to the safe market.

We begin with a theoretical explanation of our framework and included models and
techniques; and then provide details of implementing the framework in a test
environment. Finally, the usefulness and accuracy of our framework are shown using
real world malwares and goodwares.



In this chapter, we first describe the research gap we aim to fill and the outcomes of
this research. Later we discuss the scope of this research and finally we explain the
arrangement of this thesis.

1.1. Problem Statement

It is a known fact that popular technologies draw the attention of malicious minds to
take advantage of the end users (Mansfield-Devine, 2012). Android smartphone as
one of the main trends is not an exception to this fact. Even though the academic
community is showing more interested to Android malware detection techniques
(Burguera et al., 2011; A. D. Schmidt, Bye, et al., 2009; Shabtai et al., 2012; Zhou &
Jiang, 2012), there is still room for more research.

Reports indicate that the number of unique malwares for Android increased from
47% in 2011 to 92% in 2013 ("Juniper Networks Third Annual Mobile Threats
Report," 2013). This rapid increase shows this matter is pretty hazardous for the
Android platform. Figure 1 shows the growth in share of Android malware samples
in comparison to other platforms from December 2011 to March 2013.

DECEMBER 2011 MARCH 2013
530/0 Other Platforms 80/_0 OtherPlatforms
Windows Mobile - JAVAME 47%0 Android Windows Mobile - JAVAME 92°/0 Android
BlackBerry - Symbian BlackBerry - Symbian

7

Figure 1 — A comparison of unique malware sample from 2011 to 2013

Preparing an effective solution for defeating the discussed wave of malware is
absolutely a necessity with the mind blowing growth of Android users. This solution
should not put the end user at risk of infection. Thus from a strategic point of view
the malwares should be filtered right from the source (app stores). Researches result
show regular scanning of Android app stores, but these frequent scans seem to be
ineffective due to a lack of helpful malware detection technique (Enck et al., 2011).

Crowdroid is one of the available solutions for Android malware detection with 97%
detection ratio (Burguera et al., 2011). This novel approach collects system call
requests of Android applications and forms a signature which can be used for
comparison with a blacklist. The main problem with this solution is that it can not



integrated with Android markets and supports only the end user device. On the other
hand, the 97% detection ratio is not enough for Android market because the users
need to be sure that the Android market provides only benign applications. In
addition, Crowdroid employs server base architecture without securing the
communications which makes it vulnerable to man in the middle attacks.

In this research, our proposed framework is able to solve these problems by
providing a model for malware analysis, a model for maintaining the malware
analyser sources and a model for benefiting the user through a safe Android market.

1.2. Research Objectives

The proposed framework as a solution to the insecurity of the Android app markets
fills the gap between behaviour-based malware detection on the server and the end
user Android Smartphone. Therefore our research objectives are as follow:

1. To propose a model for collecting and normalising malware samples obtained
from different sources. Once these malwares’ character is confirmed, they will be
used for updating a signature blacklist.

2. To propose an effective behaviour-based malware analysis model for Android
smartphones.

3. To propose a safe app store model for delivering reliable apps to the end users.
The app store will be accessible through website or the mobile app as well.

1.3. Research Scope

Our research is limited to design and implement a framework for detecting malwares
in Android smartphones. It is important to highlight that the framework only supports
Android applications and does not support other smartphone platforms. Additionally,
as this framework is based on official Android emulator on a server, the performance
of the system is completely influenced by the processing power of the server.

The framework supports BYOD (Bring Your Own Device) environments where the
organisational policies restricted downloading and installing app from any
unauthorised app store. Mainly because the framework security strategy is to provide
a safe source for app downloads; therefore the user should not be allowed to
download applications from any other app store.

1.4. Research Contributions

The key point for assessing the usefulness of a research is its contributions to the
body of knowledge. Pursuing the primary objectives of this research results in
proposing a behaviour-based malware detection. This framework is based on a server
(cloud) that removes the main load of malware analysis from users’ side. The main
contributions of this research are as follow:



1. A model for collecting and characterising malware samples. As this framework
relies on having a blacklist, made by unique behavioural signature of the
malwares, we needed to design a model for characterising collected malwares
and generating a database of malware signatures. This database should remain
updated by collecting and analysing new malwares continuously.

2. A model for analysing malwares with lowest false negative rate possible. We
devised MODroid and implement it using Python scripts. Behaviour based
malware detection is proven to be more effective than static malware detection.
Unlike static malware detection techniques that uses static attributes of the file,
behaviour-based techniques use behavioural attributes such as requests for
reading files or network access.

3. A model for delivering reliable apps to the end users. As the final phase of our
framework, it was required to deliver the final goods to end users and help them
benefit from the system. This model ensures that the users have access to reliable
and safe applications through our secure Android app store.

1.5. Thesis Organisation

In this research, we study previous researches and related works in Chapter 2. This
chapter contains previous related studies on malware analysis, malware propagation,
malware types and smartphone malwares. The main objective of this chapter is to
obtain a comprehensive view on the area of the research, the problems researchers
are dealing with, and similar solutions to what we are about to propose in other
chapters of this research.

Chapter 3 demonstrates details of how we planned this research. This chapter
concerns the research methodology we used for studying the literature of the area
and discover the challenges of the area, designing the main framework to conquer the
challenges, developing a system for the designed framework, evaluating the
implemented framework, refining the weaknesses of the framework and finally
documenting the results.

Next, we propose our solution in Chapter 4. This chapter includes the details of the
three main models of the framework and methods used to build it. MODroid, as the
core model of the framework is explained all the way through malware collection
and characterisation model, malware analysing model and our Android safe market.
It is notable that technical details provided in this section might require precise study
of the literature review and having background of mathematics and statistics.

In Chapter 5, we demonstrate the evaluation plans for testing the implemented
framework. We explain what variables we used to make the required environment for
developing and examining our framework. Basically, there are three different test for
evaluating the implemented framework: Testing the accuracy to figure out the
statistics of detecting malwares, missing malwares or false detections. Testing
compatibility to discover whether the framework can work on different Android



versions. Testing the scalability to find out whether the framework can produce the
same accuracy statistics under a heavy load or not.

At the end, we conclude the research in Chapter 6. In this chapter, an overview of the
research is followed by getting to the point where the reader can decide whether the
outcomes of the research are achieved or not. In Chapter 7 we argue possible future
works. We discuss the possible future works for next generation of researchers,
hoping that it may become a motivation for a greater research and further knowledge
generation.

1.6. Summary

In this section we provide an introduction to our research. We discuss the problem
that motivate this research and then describe our objectives and contributions. The
scope of this research is also defined in this section. At the end we present the
organisation of this research as literature review, research methodology, Nestor
framework, experimental results, conclusion and future works.
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