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Chair: Wan Azizun Wan Adnan, PhD

Faculty: Engineering

The rapid development of internet and digital image editing softwares facilitated the

access and illegal usage of digital images. Digital watermarking emerged as a unique

tool to protect the authenticity of the image. It is a technique of insertion of a message

into a cover media imperceptibly.

In this thesis, the main objective is to design and develop a watermarking system

for image authentication. A semi-fragile watermarking system using content-based

techniques is proposed in this work to solve the problems with the previously

proposed methods which are not robust against normal image processing operations

such as rotation, scale, translation, noise addition and JPEG compression. The

Zernike moments and Sobel edge map are used as watermarks to provide malicious

attack classification and locating tampered area. The Zernike moments are chosen

due to special characteristics such as robustness against rotation, scale, translation

(RST) and noise. Also an image can be reconstructed from the extracted Zernike

moments. These watermarks are generated from the approximation component of

discrete wavelet decomposition in third level. The Sobel edge map is fused in wavelet

coefficients of the corresponding component, and Zernike moments vector is fused

ii



© C
OPYRIG

HT U
PM

in Sobel edge point of the original image. A comparison between recovered Zernike

moments and generated Zernike moments form watermarked image at receiver

determine the authenticity of the image. In case of authenticity failure, a comparison

between recovered Sobel edge map and recently obtained Sobel edge map from

the watermarked image detect the location of tampered areas. The results from

the test show that the proposed algorithm has good performance in discriminating

the malicious from non-malicious modifications which is the main character of an

image authentication algorithm. This work significantly improves the robustness

of semi-fragile characteristics of watermarking. It accepts scale, translation, noise

pollution, rotation and JPEG compression modifications on the watermarked images,

so it can solve the problem with previous methods with flaw of discrimination

between malicious and non-malicious attacks. The adding or replacing a portion

of the image is regarded as malicious attacks and rejected by this algorithm. Using

two different watermarks lead to a good classification of incidental and malicious

modifications and locating the tampered areas. Experimental results showed that this

algorithm achieves better bit error rate against JPEG compression, rotation, scale

and noise attacks in comparison with other reviewed schemes in this work. A great

improvement is also achieved in the capacity of the watermarking system as shown in

chapter Four. This scheme also offers better classification of malicious modifications

over the other reviewed schemes in this work.
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai
memenuhi keperluan untuk ijazah Master Sains.

PENGESAHAN IMEJ MENGGUNAKAN TERA AIR ZERNIKE MOMENT

Oleh

HAMID SHOJANAZERI

Julai 2013

Pengerusi: Wan Azizun Wan Adnan, PhD

Fakulti: Kejuruteraan

Perkembangan pesat internet dan perisian pengubahsuaian imej digital telah

memudahkan akses kepada dan penggunaan imej digital secara haram. Tera air

digital telah muncul sebagai alat yang unik yang boleh melindungi kesahihan

imej. Konsep tera air digital adalah dengan penyisipan mesej ke media pelindung

menyebabkan kemerosotan yang ketara pada imej. Teknik ini dapat menangani

masalah tersebut dengan penyulitan kehadiran maklumat dalam media penutup

selepas penyahsulitan. Objektif utama tesis ini ialah untuk merekabentuk dan

membangunkan sistem tera air untuk pengesahan imej. Satu sistem separa-

rapuh yang menggunakan teknik berasaskan kandungan dicadangkan dalam kajian

ini untuk menyelesaikan masalah dengan kaedah yang dicadangkan sebelum ini

yang tidak teguh terhadap operasi pemprosesan imej biasa seperti putaran, skala,

terjemahan, penambahan bunyi dan pemampatan JPEG. Moments Zernike dan

Sobel edge map digunakan sebagai tera air untuk memberi klasifikasi serangan

berniat jahat dan mencari kawasan yang diganggu. Moments Zernike dipilih kerana

memiliki cirri-cirri khans seperti keteguhan terhadap putaran, skala, terjemahan, dan
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hingar. Imej juga boleh dibina semula dari Zernike moments yang telah diekstrak.

Tera air ini dihasilkan daripada komponen anggaran penguraian wavelet diskrit di

peringkat ketiga. Sobel edge map ditanam di dalam pekali wavelet dalam komponen

yang sama, dan vektor Zernike moments ditanam di titik pinggir sobel imej

asal. Perbandingan antara Zernike moments yang didapati dengan yang dihasilkan

daripada imej yang melalui proses tera air pada penerima akan menentukan

kesahihan imej. Dalam kes kegagalan kesahihan, perbandingan antara sobel edge

map yang didapati dengan yang baru diperoleh dari imej yang telah melalui proses

tera air dilakukan begi mengesan lokasi kawasan yang diganggu. Keputusan dari

ujian menunjukkan bahaw algoritma yang dicadangkan mempunyai prestasi yang

baik dalam membezakan pengubahsuaian yang berniat jahat dan yang bukan berniat

jahat yang merupakan watak utama dalam sesuatu algoritma pengesahan imej.

Kajian ini meningkatkan keteguhan cirri-cirri semi-rapuh tera air dengan ketara.

Ia menerima besaran, terjemahan, pencemaran bunyi, putaran dan pengubahsuaian

mampatan JPEG imej tera air.Penambahan atau penggantian sebahagian imej

dianggap sebagai serangan berniat jahat dan ditolak oleh algoritma ini. Penggunaan

dua tera air yang berbeza membawa kepada klasifikasi pengubahsuaian sampingan

dan berniat jahat yang sangat baik dan mencari kawasan yang diganggu. Keputusan

ujikaji menunjukkan algoritma ini mencapai kadar ralat bit yang lebih baik terhadap

pemampatan JPEG, putaran, skala dan serangan hingar di bandingkan dengan lain-

lain skim yang dikaji dalam kajian ini supaya ia boleh menyelesaikan masalah ini

dengan kaedah sebelumnya dengan kelemahan diskriminasi antara serangan berniat

jahat dan bukan berniat jahat. Satu peningkatan yang besar juga dicapai dalam

kapasiti sistem tera air seperti yang ditunjukkan dalam hasil kajian. Skim ini juga

menawarkan klasifikasi pengubahsuaian berniat jahat yang lebih baik berbanding

skim lain yang dikaji dalam kajian ini.
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CHAPTER 1

INTRODUCTION

1.1 General Overview

Development of internet and image processing softwares ease illegal manipulation

of images. Encryption emerged as solution for protection of multimedia materials.

The flaw of encryption system is with respect to unprotected data after decryption.

It means, encryption can only provide the security during the transmission. Digital

watermarking can be the solution since it can provide the security after decryption

of data. Many applications such as copyright protection, broadcast monitoring,

fingerprinting and content authentication etc. exploits digital watermarking

techniques to achieve their goals.

Today, in digital world image authentication becomes an important research

area. Digital images are being transmitted over the networks and stored on different

storages, manipulations on these images such as tampering can be considered as

attacks. Hence, watermarking is reputed as a unique tool aims to protect the images

against illegal modifications.

The aim of a watermarking system is to fuse a subliminal message into the cover

media such as image, text, video or audio signal. It must satisfy imperceptibility,

1
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robustness, capacity and speed. There is trade off between these requirements

which depends on the application. A robust scheme needs more information to be

fused which affects the imperceptibility of the image. For example, in copyright

protection application, it needs to be robust to any attacks in order to protect the

fused information. On the other hand, image authentication focuses more on fragile

or semi-fragile to detect the tampering rather than robust techniques.

The classification of digital watermarking can be performed from different view

of points such as host media, visibility, fused domain, robustness of algorithm and

type of detection, as shown in Table 1.2.

Table 1.1. The Classification of Watermark Techniques
Host Signal Fusion Domain Detection Robustness Visibility Watermark data

Image Spatial domain Blind Robust Visible Noise
Audio Semi-Blind Fragile Image
Video Frequency domain Non-Blind Semi-fragile Invisible Authentication
Text Information

Table 1.2. The Classification of Watermark Techniques

This thesis explores the content-based image watermarking as envisioned by

[1] which uses the perceptual features of images as watermark. A comparison

in receiver between recovered watermark and current features of the watermarked

image validates the received image. Different features have been used in this content-

based approaches as will be discussed in the Literature Review found in Chapter

Two. Image moments are region based descriptors. Their names correspond to the

specific polynomial that image is projected on. Orthogonal moments addressed the

problem with geometric moments in redundancy of information. Zernike moments

which were introduced by [4] are orthogonal moments and defined on a unit disk.

The Zernike moments have special characteristics such as robustness against rotation,

scale, translation (RST), and noise [4, 5]. Additionally an image can be reconstructed

from the extracted Zernike moments. These properties are exploited by researchers

2
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to develop RST robust watermarking systems. Furthermore, the RST invariance of

Zernike moments can be used for authentication of images due to their ability in

discrimination of malicious from non-malicious modifications [1, 6].

1.2 Problem Statement

The motivation behind this research is the importance of image authentication in new

digital paradigm.Due to the vast developments in internet and image editing software

any image can be easily forged or altered maliciously today, so this can violate the

privacy of people. Sometimes an image is a critical piece of evidence in a legal case

and it must be authentic hence an image authentication watermarking system can

prevent illegal modifications of an image. Many image authentication approaches

have been developed using watermarking in different domains such as spatial and

frequency with their respective strengths and weaknesses. The previously developed

schemes usually are capable of detecting the tampered areas. However, they are not

capable of discriminating between malicious and non-malicious modifications [7, 8].

As a result, every modification is considered as malicious attack even after normal

image processing operations. Therefore, these approaches can not fulfil image

authentication system requirements which should have the following characteristics

namely:

• blind detection

• discrimination between malicious and non-malicious attacks

• tamper location detection

3
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1.3 Objectives

The main aim of this study is to design and develop a semi-fragile watermarking

system to authenticate the images. A semi-fragile watermarking as a remedy for

image authentication are more robust than fragile watermarking. These approaches

are less sensitive to incidental modifications. The non-malicious attacks such as

rotation, scale, translation, noise and JPEG compression should be different from

a malicious manipulation like adding or removing a significant portion of a image.

Therefore, the objectives of this study are:

• to develop an image authentication watermarking system that can discriminate

between malicious and non-malicious attacks.

• to evaluate the performance of the developed watermarking system based on

its accuracy, capacity and attack discrimination.

1.4 Scope of Work

The scope of this study only involves image authentication watermarking. A

semi-fragile content-based watermarking is proposed by exploiting the invariant

moments theory. The Zernike moments are employed to represent the image

features. The implementation of Zernike moments computation is done in Matlab

software. The five standard test images in this work are selected from the website

www.imageprocessingplace.com. The test images are Lena, Baboon, Cameraman,

Peppers, and Jetplane which are frequently used by researchers in this area.

4
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1.5 Outline of Thesis

This thesis consists of five chapters. Chapter One (this chapter) presents a brief

introduction to principle terms of problems related to this research. It also discusses

the scope of this study and the objectives of this work.

In chapter Two, a survey on existing image watermarking methods is done and

watermarking domains are classified. The concept of content-based watermarking

and categorization of its techniques is covered in this chapter as well.

Chapter Three explains the methodology used in this research. This chapter is

organized into three parts where the first part provides tools used in this work and

the process flow of the system. The second part includes feature selection, the flow

of watermarking system and authentication process. The evaluation of the system,

different tests and metrics are discussed in third part.

Chapter Four presents the results of proposed watermarking system as discussed

in chapter Three. In this chapter, the feature selection results are presented. The

proposed watermarking scheme tested under different malicious and non-malicious

attacks using the standard images is also presented. The performance results

of images fidelity after watermarking, accuracy of recovered watermarks, and

categorizing of attacks are presented in this chapter. The last part of this chapter

performs a comparison between the proposed work and other schemes.

Finally, chapter Five concludes the study, and a further work is suggested.

5
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