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Block ciphers play a key role in many cryptographic protocols that provide
communications security in modern society. The security of such cryptographic
protocols is depending basically on the underlying block ciphers that are being used. In
order to achieve a secure block cipher, it is important to have a good understanding in
how to design and analyse such block cipher. However, the current level of
understanding has still not reach the peak, and the progress is active to improve our
understanding of how to design and analyse them. Evaluating some common and
important mathematical primitives will provide more optimization of block cipher
design and analysis.

The main objective of this thesis is to analyse the mathematical primitives used in the
design of many block ciphers and point out which primitives are essential and
important in the fulfilment of confusion and diffusion properties.

The findings of the thesis can be divided into the following main contributions: an
overview of the different types of block ciphers primitives are given, the block ciphers
are explored in terms of their underlying algebraic structure operations, and the
algebraic primitives used in block ciphers design are evaluated from their security and
efficiency aspects and then compared with random substitution boxes (S-boxes). The
main focus is to measure how algebraic primitives are exhibited to meet diffusion and
confusion properties. After that, the requirements of Boolean functions and S-boxes are
discussed. In addition, an analysis of several Boolean functions and S-boxes is
presented in terms of the desired cryptographic properties, and the comparison is drawn
in order to show the different strengths and weaknesses.
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Blok sifer memainkan peranan penting dalam banyak protokol kriptografi yang
menyediakan keselamatan komunikasi dalam masyarakat moden. Keselamatan
protokol kriptografi itu bergantung pada dasarnya di blok sifer asas yang digunakan.
Dalam usaha untuk mencapai blok sifer selamat, ia adalah penting untuk mempunyai
pemahaman yang baik dalam bagaimana untuk merekabentuk dan menganalisis blok
sifer tersebut. Walau bagaimanapun, tahap semasa persefahaman masih belum
mencapai puncak, dan kemajuan yang aktif untuk meningkatkan pemahaman Kkita
tentang bagaimana untuk mereka bentuk dan menganalisanya.

Objektif utama projek ini adalah untuk menganalisis primitif matematik yang
digunakan dalam reka bentuk tulisan blok sifer banyak dan menunjukkan yang primitif
adalah penting dan penting sebagai memenuhi kekeliruan dan resapan hartanah.

Hasil tesis boleh dibahagikan kepada sumbangan utama berikut: gambaran keseluruhan
pelbagai jenis sifer blok primitif diberi kita meneroka blok sifer dari segi operasi
struktur algebra asas dan menilai primitif. Fokus utama adalah untuk mengukur
bagaimana primitif algebra dipamerkan untuk memenuhi sifat penyebaran dan
kekeliruan. Selepas itu, kami menganalisis moden primitif blok sifer berdasarkan
keperluan fungsi Boolean dan S-kotak dan membandingkan mereka dari segi sifat-sifat
kriptografi dikehendaki.
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CHAPTER 1

INTRODUCTION

In the modern era, communication has become an important pillar in our social life.
With rapid development in communication, information security has become a general
concern. The transmission of information from one place to another could be exploited
by eavesdropping, modification or changing path. For instance, when a bank user gives
an online order to transfer a specified amount of money, the user expect no entity other
than bank has known the order, the amount has not changed, and the order delivered to
the correct recipient bank. These three concerns are equivalent to confidentiality,
integrity, and authenticity respectively. Eventually, the need of modern secret writing
techniques, or cryptology, has been arisen.

Cryptology is the science that concern with security solutions such as confidentiality
between users, data integrity, and data origin authentication. Conventionally,
cryptology can be divided into cryptography and cryptanalysis. While cryptography
deals with design new algorithms and application, cryptanalysis concerns with possible
attacks on cryptographic algorithms.

To achieve confidentiality of messages, the used cryptographic algorithm has to be
secure. The security of cryptographic algorithms is based on practical method. It is
measured by estimating the computing power that is necessary to break the algorithm.
This measure can be done by exhaustive search or by known attack on such algorithm.
Even the security of cryptographic algorithm is the main criterion; it is not enough to
evaluate cryptographic algorithms based on security criterion only. The performance of
algorithm is also one of the most important concerns. Typically, slow cryptographic
algorithms are useless in term of encryption even they are very secure.

It is customary to categorize cryptographic algorithms into three types based on the
number of used keys: symmetric key (or secret) cryptography, asymmetric (or public
key) cryptography, and hash functions. In symmetric key cryptography, one key is
being used for encryption and decryption, while in asymmetric cryptography one key
used for encryption and the other for decryption. Furthermore, symmetric key
cryptography can be categorized into block ciphers and steam ciphers. The main
difference between block and steam ciphers is the steam ciphers are time-varying and
based on small units like bits, while block ciphers encryption are fixed through time
and typically based on large units like bytes. Hash function techniques are typically
keyless and concerned with data integrity; it guarantees no modification has done on
hashed data.

In this thesis, we narrow our interest to block ciphers cryptographic algorithms.
Typically, symmetric modern block cipher is a process of encrypting a block of
plaintext into a block of ciphertext using secret key, the decrypting is identically the



inverse process using the same key. Moreover, block ciphers can be seen as a
permutation determined by secret key from input to output bits.

Problem Statement and Objectives

Block ciphers today are used in many commercial and military applications: credit
cards, wireless network connections, secure voice devices etc. The security of
applications is depending basically on the underlying block ciphers that being used.
The most widely accepted principles in block cipher design are confusion and diffusion
due the terms of Shannon [1]. For that matter, many block ciphers have been designed
since 1970s. Several ciphers used some aspects of mathematics to satisfying Shannon
principles and overcoming new types of attacks. Motivations for all design choices are
based on resistance against known types of attacks.

However, the current level of understanding has still not reach the peak, and many gaps
in block cipher design have to be bridged. In particular, the balance between security
and performance is still an active research. In addition, many block ciphers are
suffering from arbitrary components that are lacking mathematical analysis and
justification. Furthermore, block cipher primitives based on mathematical description
need to be formalized to achieve high standard of security.

In this context, we give much attention to analyse existing mathematical primitives. By
this way it is worthy to benefit from existing successes and failures. This thesis
presents a study of block cipher from mathematical point of view. It follows these
mathematical aspects and investigates the strength and weakness of them from security
and performance perspectives. We define our hypothesis: that indeed constructing a
good cipher based on well-defined mathematics primitives will tend to a better
understanding, easy to analyse and provable security.

The main objectives of this thesis are:

e To analyse the mathematical primitives used in design of many block ciphers
and point out which primitives are essential and important in fulfilment
confusion and diffusion properties.

e To explore block ciphers in terms of their underlying algebraic structure
operations and evaluate the primitives from their security and efficiency
aspects, and to examine how primitives exhibit to meet diffusion and
confusion properties.

e To analyse modern block cipher primitives based on the requirements of
Boolean functions and S-boxes and to compare them in terms of desired
cryptographic properties.

Therefore, it helps to get a better understanding, and participates in developing fast and
secure block ciphers. Additionally, we aim to open more insights toward constructing
rigorous mathematical models in the future.

Outline and Main Contributions

The block cipher design philosophy is briefly presented in Chapter 2. First, the block
cipher configuration is defined. Then, the components of block cipher design are
addressed on the whole. Whereas the upper and low level structure is described, the

2



small primitive operations are also instanced. We contribute by studying five block
ciphers in term of elementary operations they are used, the comparison are summarized
in Table 2.1. Finally, a historical journey of block ciphers development is reviewed.

In Chapter 3, we study several varying block cipher primitives based on operations of
three common algebraic structures: groups, rings, and fields. We examine how block
cipher primitives exhibit to meet diffusion and confusion properties using algebraic
structures operations. Finally, we give analysis on primitive based on finite
field GF (2™). Our original work for this chapter consists of exploring several ciphers,
to construct the underlying algebraic structure operations and then evaluate them from
security or performance prospective at the end of each studied primitive. Moreover, we
write our program to generate 100 samples of random substitution boxes (S-boxes) and
compare the result with S-box realised by inversion in Galois field. The results are
summarized in Table 3.2, Table 3.3, Table 3.4, and Table 3.5.

The aim of Chapter 4 is to analyse modern block cipher primitives based on the
requirements of Boolean functions and S-boxes. In the first part of this chapter we
study Boolean functions from cryptography point of view. Then, we show the relation
between Boolean function properties and S-box quality with fair analysis of modern S-
boxes. Our original work for this chapter consists of analysing several Boolean
functions and S-boxes that are being used in recent block. Then, we compare them in
term of desired cryptographic properties. The results of Boolean functions analysis are
summarized in Table 4.2, Table 4.3, and Table 4.4 where the results of our analysis of
cryptographic properties of several block ciphers S-boxes are summarized in Figure
4.1, Figure 4.2, Figure 4.3, Figure 4.4, Table 4.5, and Table 4.6.

Finally, we end this thesis with conclusions and present some open research area in the
future.
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