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As Malaysian children continue to spend a lot of time online, they are exposed
to unknown undesirable experiences. Testing an integrated model of online
protection behaviour using three theoretical approaches, namely the parental
mediation model (Livingstone, Haddon & Gorzig, 2012); protection motivation
theory (Rogers, 1975); and the health belief model (Janz & Becker, 1984; Glanz &
Rimer, 2005), this study aims to suggest a way to reduce online risks for children.
Online risk to children is measured using a 39-item scale adapted from two
national studies in Europe (EU Kids Online; 2006-9) and the US [(Youth Internet
Safety Survey-1 (YISS-1), 2000; YISS-2, 2005; YISS-3, 2010)]. A quantitative
survey was conducted among 420 school children and one of their respective
parents/guardians; structural equation modeling-partial least squares (SEM-
PLS) was applied using SmartPLS (Version 3.2.1) to test the proposed model.
The results of this study suggest that children with higher perception of the
severity of risks, higher self-efficacy, and who are mediated to a higher degree
by their parents, are less exposed to the risks they are encounter online, and that
children with higher digital literacy are also more exposed to those risks. Direct-
indirect mediation analyses reveal that those children with a higher perception
of the severity of online risks are less at risk if they have higher digital literacy
and practice more privacy protection.

This study found that the risks categorized in European countries and the US
are less common in Malaysia. As predicted, parental mediation strategies were
a significant factor in reducing online risks for children as well as children’s
Internet self- efficacy. Parents are therefore advised to become more engaged
with their children’s Internet use since this study found that the parental
mediation reduces the online risk for children. Children need to be advised to
improve their Internet self-efficacy and how best to cope with risky situations
online. They must be conscious of the possible risks to them and learn how to be
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safe while using Internet. Hence, as this study suggested if a child’s online
protection behaviour occurs in conjunction with parental mediation, children in
the Malaysian context would encounter fewer online risks.

The results offer a model of Internet risk protection that could not only be
practiced by Malaysian families, but also be applied by society, policymakers,
and practitioners. There are a number of limitations to this study, such as a lack
of definition of online risks and topic sensitivity, both in the Malaysian context.
Overall, the modified model proposed in this study was confirmed. However,
further investigation is required in order to classify online risks to children and
offer more solutions to reducing the online risks faced by Malaysian children.
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TALIAN TERHADAP KANAK-KANAK
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Kanak-kanak di Malaysia banyak menghabiskan masa mereka menggunakan
Internet. Perbuatan ini menyebabkan mereka terdedah kepada perkara-perkara
yang tidak diingini dan tidak memberi manfaat. Kajian ini dilakukan bagi
mendapatkan satu cara berkesan untuk mengurangkan risiko atas talian
terhadap kanak-kanak dengan mengaplikasikan model bersepadu
“Tingkahlaku Perlindungan atas talian” melalui tiga pendekatan teori, iaitu
Model Mediasi Ibu bapa (Livingstone, Haddon & Gorzig, 2012); Teori
“Protection Motivation” (Rogers, 1975); dan Model “Health Belief” (Janz &
Becker, 1984; Glanz & Rimer, 2005). Risiko atas talian untuk kanak-kanak diukur
menggunakan skala 39-item yang diadaptasikan daripada dua kajian: iaitu di
Eropah oleh “EU Kids Online”pada tahun 2006-2009 dan di Amerika Syarikat
oleh “Youth Internet Safety Survey” (YISS) pada tahun 2000, 2005 dan 2010. Satu
kajian kuantitatif telah dijalankan di kalangan 420 kanak-kanak sekolah dan
salah seorang daripada ibu bapa/penjaga mereka; “Structural Equation
Modeling-Partial Least Squares” (SEM-PLS) telah digunakan (SmartPLS versi
3.1.7) untuk menguji model yang dicadangkan. Hasil kajian ini mendapati
kanak-kanak yang mempunyai persepsi yang tinggi terhadap bahaya risiko atas
talian, mempunyai jatidiri yang tinggi, dan menerima mediasi daripada ibu
bapa adalah kurang terdedah kepada risiko atas talian. Kajian ini juga
mendapati kanak-kanak yang tinggi literasi digitalnya lebih terdedah kepada
risiko atas talian. Analisis mediasi secara langsung dan tidak langsung kajian
menunjukkan bahawa kanak-kanak dengan persepsi yang tinggi terhadap
bahaya risiko atas talian adalah kurang berisiko jika mereka mempunyai literasi
digital yang tinggi dan mengamalkan lebih perlindungan privasi.

Hasil kajian ini juga mendapati risiko atas talian yang dikategorikan di negara-

negara Eropah dan Amerika Syarikat kurang berlaku di Malaysia. Seperti

ramalan, strategi-strategi mediasi ibu bapa merupakan faktor penting bagi

mengurangkan risiko atas talian untuk kanak-kanak serta meningkatkan

keberkesanan jatidiri terhadap Internet oleh kanak-kanak. Oleh itu, ibu bapa
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dinasihatkan untuk lebih melibatkan diri dalam penggunaan Internet anak-anak
mereka. Kanak-kanak perlukan nasihat ibubapa untuk meningkatkan
keberkesanan jatidiri mereka terhadap Internet dan bagaimana menangani
risiko atas talian. Mereka harus sedar akan risiko yang bakal dihadapi dan
belajar cara menggunakan Internet secara selamat. Oleh itu, dalam konteks
Malaysia, kajian ini mencadangkan jika perlindungan atas talian terhadap
kanak-kanak dilaksanakan melalui kewujudan mediasi ibu bapa, kanak-kanak
akan kurang menghadapi risiko atas talian.

Hasil kajian ini menyediakan satu model perlindungan risiko Internet yang
tidak hanya boleh diamalkan oleh keluarga di Malaysia, tetapi juga digunakan
oleh masyarakat, pembuat dasar dan pengamal media baru ini. Terdapat
beberapa limitasi dalam kajian ini dari konteks Malaysia, seperti kekurangan
definisi risiko atas talian dan mengenai perkara-perkara sensitif tentang risiko
atas talian. Secara keseluruhannya, kajian ini telah mengesahkan model yang
dicadangkan. Walau bagaimanapun, kajian lanjut perlu dilakukan untuk
mengklasifikasikan risiko atas talian untuk kanak-kanak dan menawarkan lebih
banyak penyelesaian untuk mengurangkan risiko atas talian yang dihadapi oleh
kanak-kanak Malaysia.
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CHAPTER 1

INTRODUCTION

Until relatively recently, television and film was the only audio-visual medium
to which most children were exposed (Clark, 2011). The risks associated with
children’s television viewing were primarily limited to their being exposed to
sexual and violent materials, the nature of which were known and easy to
control. Today, children are surrounded by a variety of digital media, which
exposes them to enormous risks that have not yet been fully identified or
quantified. Within the academic literature, although studies defining the risks of
online activity for children have risen substantively, it is difficult to get a clear
picture of online risk and harm (Slavtcheva-Petkova, Nash, & Bulger, 2015).

From media studies, much research proposes the necessity of parental assistance
in guiding their children’s media usage in the prevention of the negative
experiences (Clark, 2011; Nikken & Jansz, 2011). In prior studies, television was
the preferred topic of discussion and investigation. Newer studies still consider
traditional parental mediation styles to be applicable for Internet use. However,
given that children tend to use the Internet alone (Buckingham & Willett, 2013),
parental mediation has been more challenging, since parents are unable to
constantly monitor, control, and supervise children’s online activities. In addition
to parental involvement, it is necessary for children to be aware of the risks they
may be exposed to while they are using the Internet, and how to protect
themselves when they are faced with those risks.

Although there is not a “golden key” to keeping children safe online, especially
given that the online landscape is rapidly evolving, it is possible to diminish
unpleasant consequences with educational strategies, parental involvement, and
teaching of self-protection techniques. While no theory yet specifies the
determinants of online safety, the researcher has borrowed constructs from
theories that focus comprehensively on health behaviour in order to generate a
model promoting safe online behaviour.

1.1 Problem Statement

Nowadays, the Internet is gradually becoming an essential part of young users’
lives in Malaysia. While there are various benefits of using the Internet, there is
also an increasing number of negative aspects to it, such as exposure to
pornography, inappropriate and undesirable conduct and content (Liau, Khoo
& Ang, 2008). Despite the high possibility of online risks in Malaysia, there has
been little research into the risks associated with Malaysian children’s online use
(Soh Chin Hooi, 2010; Baboo, Pandian, Prasad, & Rao, 2013). A Malaysian
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national survey shows that 83% of school children are exposed to different types
of online risks; more specifically, 70% of children had been exposed to online
harassment, and 64% had received/send inappropriate message/image online
(DiGi CyberSAFE, 2014). Meanwhile, only one-thirds of them take a high level
of online safety action, and most of them (70%) were not concerned with the
invasion of their privacy. In the meantime, 70% of parents still believe that their
children are safe when they are connected to the Internet (DiGi CyberSAFE,
2014).

Children’s Internet usage is shaped by a multitude of factors, including social
mediation factors (actions of teachers, parents, sibling, and peers), in which
parents play a vital role (Livingstone et al., 2012). However, in practice, it is
difficult for parents to mediate their children’s online activities due the
individualization of Internet usage (Lee, 2012). A report by the International
Telecommunication Union (ITU, 2009) shows that there is an alarming gap
between what parents think and children know; even though 92% of parents are
confident to establish rules for their children’s online activity, only 66% of
children think the same. While most parents consider the Internet as a beneficial
sources for children to facilitate their learning and creativity (Livingstone &
Bober, 2009), While 90% of children are exposed to negative experiences online,
only 40% of parents are aware of what their children are doing or what they are
accessing during the time they spend online (Ismail, 2011).

Parents’ involvement in monitoring their child's Internet safety use is very
important (Chhachhar, Qureshi, Maher, & Ahmed, 2014). Malaysian DIGI
Cyber-Safe revealed that while 40% of parents have never taught their children
how to practice safety, 27% of parents have talked to their children about online
safe practice, (“Internet Safety for School Children,” 2013). Furthermore, only
30% of parents monitor their children’s Internet use (“1-in-3 Malaysian kids
victims of cyber-bullying,” 2012).

Most Malaysian students are still unaware of the potentially negative use of this
technology (Raman, 2011). While Lallmahamood (2008) believes that 92.4% of
Malaysian adults are very concerned about privacy matters when using the
Internet, younger users are not (Shafie et al., 2011). Children’s awareness of the
severity of the potential risks associated with Internet use, as well as their belief
that they are themselves able to perform risk-reducing behaviours, will help
them to protect themselves from online risks (Youn, 2009). Empirical research
on the effects of protection motivation constructs (e.g. self-efficacy, perceived
severity, and susceptibility) and safety behaviour to reduce risks is inconclusive.
While it was found that self-efficacy associated with protective behaviour by
some researchers (Chai, Bagchi-Sen, Morrell, Rao, & Upadhyaya, 2009; Feng &
Xie, 2014), others have found the opposite (Mohamed & Hawa, 2012).

Considering the problems outlined, along with increasing the time children
spend online, they are more exposed to risks associated with the Internet. cyber-
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related risks such as cyber-bullying, disclosure of private/personal information,
visits to X-rated websites, and exposure to violent content have increased in
Malaysia (Chan, 2012; Azizan, 2013). Meanwhile, little is known about how
parents monitor children’s online activities to avert negative exposure. The lack
of Malaysia-specific research about the online risks children’s are exposed to, as
well as parental monitoring of children’s Internet usage, and children’s online
protection/self-regulation, have been detailed as a problem of the scope of this
current study.

1.2 Research Questions

Based on the aforementioned issues, this study aims to address the following
research questions:

1 Whatis the level of online risk that children are exposed to?

2 Is ‘online risk” effected by ‘parental mediation’; ‘perceived severity of
(and susceptibility to) online risk’; ‘Internet self-efficacy’; ‘digital
literacy’; and “online-privacy concerns’?

3 Is the relationship between “perceived severity of (and susceptibility to)
online risk” and ‘online risk” mediated by ‘digital literacy’ and ‘online
privacy concerns’?

1.3 Research Objectives

The general objective of this study is to test an integrated model of online
protection behaviour and parental mediation on the online risks associated with
children’s Internet usage.

The specific objectives are:

1 To identify the level of online risk that children are exposed to.

2 To determine the effects of ‘parental mediation’, ‘perceived severity of
(and susceptibility to) online risk’, ‘Internet self-efficacy’, ‘digital
literacy’, and “online privacy concerns’ on ‘online risk’.

3 To determine the mediation effect of ‘digital literacy” and ‘online privacy

concerns’ on the relationship between ‘perceived severity of (and
susceptibility to) online risk” and “online risk’.



1.4 Significance of the Study

This study contributes to the literature that examines the issues associated with
Internet usage among children. It also could help to increase children’s
awareness of the possible threats of online activities, as well as to improve their
online protection and safety skills. The study also contributes to parents to re-
evaluate their mediation approaches and to comprehend the nature of new-
media usage. In addition, this study will present updated data on the risk pattern
of Internet usage among Malaysian children.

Furthermore, the results of the current study could also be employed in the
creation of new strategies and policies around safer Internet usage among
children. Since 2010, multiple events have aimed at educating Internet users
about the online privacy and identity protection that have been running in
Malaysia by bodies such as the Malaysian Communication and Multimedia
Commission (MCMC); Cyber Security Malaysia; the Women Family and
Community Development Ministry; and other stakeholders authorized to
increase awareness of information security and online safety among families
(e.g. Safer Internet Day (SID)!; Cyber Safe Programs; Cyber 999 Help Centre; "Be
Aware, Secure and Vigilant; Cyber Security Awareness Week; DiGi Cyber-safe
Program; Child Online Protection Seminar) (Cyber Security Malaysia, 2011).
Meanwhile, the Malaysian government is particularly concerned about the
negative impacts of the Internet on children, and has already implemented
actions such as censorship of Internet content, restricting and banning
cybercafés, as well as using filters to block online pornography websites (Liau et
al., 2008).

In terms of theoretical approaches, this study contributes to what extent the
Parental Mediation Model (PMM) extends the sufficiently of the Protection
Motivation Theory (PMT) and Health Belief Model (HBM) to predict reducing
online risks to children. The theoretical contribution of this study is integrating
PMM into PMT and HBM to promote online protection behaviour among
children, since parental involvement has been found as one of the most
influential factors effect children’s Internet usage (Clark, 2011). Health
behaviour and health promotion theories have been applied to identify factors
influence individual’s healthy behaviour adoption. These theories being
proposed to explain the behavioural change for an individual (e.g. PMT and
HBM) (Glanz & Rimer, 2005; Prentice-Dunn & Rogers, 1986; Rogers, 1975). The
PMT is suggested to be one of the most representative and influential of risk
learning theories, to identify how people choose to behave when faced with
various threats (Lwin, Li, & Ang, 2012). Health belief model is also emphasizing
the individuals” perception about the threats or an action to prevent the threats
(Janz & Becker, 1984; Ronis, 1992; Rosenstock, 1974). However, this study

Thttp:/ /www .saferinternetday.org/web/malaysia/home
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contributes these theories needed to be integrated with parental mediation to be
applicable in the case an online protection research, especially when the children
are the subject of research.

This study uses instruments developed through a mix- method of quantitative
and qualitative research design. However, the instruments have not been
validated within Malaysian context using the quantitative method. Hence, in
this study, quantitative survey used to confirm the validity of the instrument of
this study.

Furthermore, previous study about online risks were used the classical
measurement approaches to estimate the relationship among latent constructs.
Unlike the classical measurement approaches, which measure a latent variable
by effective (reflective) indicators, today’s researchers deal with the latent
constructs which are involved causal (formative) indicators. The application of
causal indicators as formative measures has become a solution for researchers
who are struggling with the implications of reflective indicators. In this study,
the researcher measured online risks latent variables by formative indicators
since (i) the indicators are cause of constructs, (ii) indicators are characteristic
explaining construct, and (iii) indicators are not interchangeable (Hair, Hult,
Ringle, & Sarstedt, 2014). For example, for measuring “personal data misuse”
indicator “have you ever been hacked” cannot be changed by indicator “have
you ever lost money online”. Hence, this study contributes the application of
Partial Least Squares to proceed the statistical analyses for this study.

This study therefore aims to identify the influence of children’s self-protection
techniques against online risks, in an attempt to contribute to a deeper
perspective of the nature of the risks associated with Internet usage among
children in Malaysia.

1.5 Scope of the Study

The scope of this thesis is limited to primary and secondary school-age children
between the ages of 9 and 16 in Malaysia, Selangor and their parents/guardians.
The study was limited to the one state, namely Selangor, which has the highest
number of Internet users in Malaysia (Household Use of the Internet Survey
2010, MCMC). This study focuses on the parental role and children’s self-
protection when it comes to children’s exposure to online risks. The definition
of online risks is limited to Western measurements, due to the lack of Malaysia-
specific research about them. Topic sensitivity, time, and budget limitations, lack
of national research, and sampling complexity were some of the limitations to
this study, all of which will be discussed in more detail in the final chapter.



1.6 Construct Definition

In this study, online risk to children is defined as a set of wanted or unwanted
inappropriate activities by children (as an actor, a receiver, or a participant),
which includes (1) Unwanted exposure to pornography, such as requests to be
exposed to unwanted sexual activities/sexual talk/divulging sexual
information against their will; (2) Risky sexual online behaviour, in which
children participate in sexual behaviour online; (3) Sexting, which refers to
sending/receiving sexual images/videos/texts online; (4) Potentially harmful
user-generated content, where children are exposed to online violent content
such as self-harm, suicide, pro-anorexia, drugs, hate/racism (5) Personal data
misuse, whereby children’s information is misused or they are a victim of
Internet fraud or theft (6) Cyber bullying, which refers to children being the
victim of aggressive behaviour in the cyberspace (Faryadi, 2011; Hasebrink,
Gorzig, Haddon, Kalmus, & Livingstone, 2011; Marwick, Diaz & Palfrey, 2010;
Livingstone, Haddon, Gorzig, & Olafsson, 2011a, 2011b; Wolak, Finkehor &
Mitchell; 2008).

Parental mediation is defined as the strategy parents use to monitor, co-use,
limit, and restrict their children’s online activities, which include: (1) Parental
active mediation of Internet use, whereby when the parent is present, they
remain nearby and discuss the child’s online activities with them; (2) Parental
active mediation of Internet safety, which is when the parent explains about
safety and suggest ways for the child to behave safely over the Internet in case
of difficulty; (3) Parental technical mediation refers to the use of software by a
parent to control or to filter a child’s Internet use; (4) Parental monitoring
mediation, whereby a parent monitors the records of the child’s online activities
afterwards; and (5) Parental restrictive mediation, which refers to a parent
setting rules to control a child’s Internet use of certain applications, activities, or
provision of personal information.

In this study, online protection behaviour (motivation) is referring to risk
perception and protection action. Risk perception is defined by two concepts: (1)
Perceived susceptibility to online risk: Refers to a child’s perception of the
potentiality of harm or abuse and (2) Perceived severity of online risk: Refers
to a child’s perception of how serious an online risk and its consequences are
(Glanz, Rimer 2005). Protection action is defined by three concepts: (1) Online
safety concern: Refers to when a child knows how to protect themselves from
the potential risks posed by the Internet, and has the basic knowledge and skills
to protect themselves during their online activities; (2) Internet self-efficacy: A
child’s perception of how capable they are of understanding the risk caused by
the Internet and their ability to take protective action against negative outcomes;
and (3) Digital literacy: A child’s knowledge about and capability of using the
Internet and dealing with possible risks.



In this study, the respondents are referred to as “children”, since this refers to
anyone under the age of 18 (based on Convention on the Rights of the Child and
Malaysia’s Child Act 2001?). The terms “online” refers to when children are
connected to the Internet from any digital devices.

1.7 Summary of Chapter One

This study was initially formed due to the researcher’s interest in the negative
consequences brought about by children’s online activities. In the early stages,
the researcher reviewed available research conducted in Malaysia regarding the
risks that the Internet exposes children to. It was found that, along with
increasing the time children spend online, they are more exposed to risks
associated with the Internet has increased. As discussed earlier in this chapter,
it is reported that cyber-related risks such as cyber-bullying, theft/fraud,
disclosure of private/personal information, visits to X-rated websites, and
exposure to violent content have increased in Malaysia (Chan, 2012; Azizan,
2013). Meanwhile, little is known about how parents monitor children’s online
activities to avert negative exposure. The lack of Malaysia-specific research about
the online risks children’s are exposed to, as well as parental monitoring of
children’s Internet usage, and children’s online protection/self-regulation, have
been detailed as a problem of the scope of this current study. To fill the
knowledge gap regarding these issues, this study aims to test an integrated
model of parental mediation and online protection behaviour in reducing online
risks to children through a quantitative survey.

This study therefore uses a multi-national definition of online risks to children
developed by the European Kids Online project and Youth Internet Safety Survey
(US), the parental mediation model (PMM), the Protection Motivation Theory
(PMT), and the Health Belief Model (HBM), developed by a group of US Public
Health Service social psychologists, as the basis of an integrated model to reduce
online risk to children. The model proposed for this study is based on constructs
from PMT and HBM, namely perceived severity of (and susceptibility to) online
risk, Internet self-efficacy, online privacy protection behaviour, and digital
literacy, together with five constructs from PMM, namely parental mediation of
Internet use/safety, parental technical monitoring/restrictive mediation.

2 http:/ /www.uniteagainstabuse.my /learn/facts#sthash.LizqHrb9.dpuf
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