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By
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May 2015

Chair: Ali Dehghantanha, PhD
Faculty: Computer Science and Information Technology

In today's modern world, the growing use of smartphones with the Internet access
supported increasing deployment of cloud storage applications to access data
anywhere, anytime. It provides a sharp increase of the possibility of malicious activities
to abuse the cloud storages. One of the emerging challenges regarding digital forensic
research investigations is cloud storage, as well as increasing use of cloud storage
applications on mobile devices. The overlap of these two growing technologies further
cyber criminals opportunities to conduct malicious activities such as identity theft,
piracy, illegal trading, sexual harassment, cyber stalking and cyber terrorism. This has
made mobile devices as an important source of evidence in digital investigation.

Not knowing where the data may reside can impede the investigators, as it could take
considerable time to contact all potential service providers to determine if the data is
stored within their cloud service. Current mobile forensic analyzer tools, procedures
and methods are able to extract valuable information from VoIP, Social Networking,
Mail Applications on smartphones; however, the mobile forensic analyzer tools cannot
acquire enough valuable information from cloud applications on smartphones.
Therefore, there is a forensically sound need for a digital forensic framework focusing
on analysis phase of smartphones to identify potential data on cloud storages. In this
thesis, a framework for investigating client cloud storage applications on smartphones
is proposed.

Using the framework, we seek to analyze and determine the data remnants from the use
of five popular cloud client Apps of OneDrive, Box, Mega, GoogleDrive, and Dropbox
on the popular smartphones that use operating systems of Android and iOS. A variety
of circumstances have been considered, including methods to upload, download, delete
and share files in the cloud storage clients to determine residue data on client devices.
Moreover, in terms of evidence preservation, possible modifications in files content
and metadata that may affect preservation of evidence from these platforms are
examined.

A variety of artifacts were detected from different users’ activities such as login,
upload, download, delete, and sharing files. Moreover, the cloud client applications in
the Android device did not cause any alteration to the content of the files. However, the



files’ timestamps were changed from the original sample files, and this needs to be
considered when forming conclusions in relation to examination of times and dates of
the files within the cloud client applications. The findings may assist forensic
examiners and practitioners in real world examination of cloud client applications on
Android and i0S platforms.
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DIGITAL FORENSIK RANGKA KERJA UNTUK MENYIASAT PELANGGAN
CLOUD PERMOHONAN PENYIMPANAN PADA TELEFON PINTAR
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Dalam dunia moden hari ini, perkembangan penggunaan telefon pintar yang disokong
oleh akses internet, telah meningkatkan penggunaan aplikasi storan awan bagi
mengakses data di mana sahaja tempat dan pada bila-bila masa. Ia mungkin
menyebabkan penyiasatan potensi mendadak dalam aktiviti berniat jahat untuk
menyalahgunakan storan awan. Salah satu cabaran yang baru muncul berkaitan dengan
kajian penyelidikan forensik digital adalah storan awan, serta peningkatan penggunaan
aplikasi storon awan pada telefon pintar. Perkembangan kedua-dua teknologi dalam
satu masa yang sama, telah menyebabkan penjenayah siber berpeluang untuk
menjalankan aktiviti berniat jahat seperti pencurian identiti, cetak rompak, perdagangan
haram, gangguan seksual, ugutan siber dan keganasan siber. Ini telah membuatkan
telefon bimbit sebagai sumber penting bagi bukti-bukti dalam siasatan digital.

Tanpa mengetahui di mana data tersebut disimpan, ia akan menghalang penyiasat,
ianya akan mengambil masa yang agak lama untuk menghubungi kesemua pusat servis
yang berpotensi untuk memastikan sama ada data tersebut tersimpan di dalam storan
awan mereka. Oleh itu, terdapat keperluan berbunyi forensik rangka kerja digital
forensik yang boleh diterima di mahkameh berkaitan dengan telefon pintar bagi
mengenalpasti data yang berpotensi di dalam storan awan. Di dalam tesis ini, satu
rangka kerja telah di usul untuk melakukan siasatan ke atas aplikasi storan awan di
telefon pintar pelanggan.

Dengan menggunakan rangka kerja ini, kami berusaha untuk memeriksa dan
menentukan sisa data daripada penggunaan lima aplikasi popular pelanggan awan iaitu
OneDrive, Box, Mega, GoogleDrive, dan Dropbox pada telefon pintar yang popular
yang menggunakan sistem beroperasin Android dan iOS. Pelbagai keadaan telah
dipertimbangkan, termasuklah pelbagai kaedah untuk memuat naik, memuat turun,
memadam dan berkongsi fail dalam storan awan pelanggan bagi menentukan data sisa
pada peranti pelanggan tersebut. Selain itu, dari segi pemeliharaan bukti, kemungkinan
pengubahsuaian pada kandungan fail dan metadata yang mungkin memberi kesan
pemeliharaan bukti dari platform ini akan diselidik.
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Pelbagai artifak telah dikesan daripada aktiviti pengguna yang berbeza seperti login,
memuat naik, memuat turun, memadam, dan perkongsian fail. Selain itu, aplikasi
pelanggn awan dalam peranti Android tidak menyebabkan apa-apa perubahan kepada
kandungan fail. Walau bagaimanapun, cap waktu fail yang telah diubahsuai dari fail
sampel asal, dan ini perlu dipertimbangkan apabila membuat kesimpulan berhubung
dengan pemeriksaan tarikh dan masa fail dalam aplikasi pelanggan awan. Hasil kajian
boleh membantu pemeriksa dan pengamal forensik dalam penyiasatan dunia sebenar
untuk aplikasi pelanggan awan pada platform Android dan iOS.
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CHAPTER 1
INTRODUCTION

1.1 Background

There are vast varieties of factors that have a great influence on our daily life, but just
like the two sides of a coin they offer both benefits and drawbacks, and cloud
computing is not an exception. In today's modern world, digital storage associated with
computer resources is increasingly shifting toward cloud computing, which provides
digital data storages using a set of infrastructure over the Internet or internally over a
private corporation network. National Institute of Standards and Technology (NIST)
introduced the definition of cloud computing as a model intended for empowering
ubiquitous, easy and on demand access over a network to a shared pool of digital
resources which can be quickly launched with minimum management attempts (Hogan
et al.,, 2011). Although, Mason and George (2011) stated that the significances
regarding acquiring and preserving evidence in digital format for the resolution of civil
disputes along with the criminal activities prosecution might be considerably
influenced in the future with cloud computing. Furthermore, Martini and Choo (2012)
indicated that the increased use of cloud storage services brings an easier way for
criminals to store their incriminating files such as child exploitation, illicit drug, and
terrorism materials, however, it might be extremely challenging for investigators to
seize these files.

On the other hand, Barmpatsalou et al. (2013) mentioned that the technology regarding
mobile devices has shown revolutionary development over the past few years. Al-
Hadadi and AlShidhani (2013) highlighted that the availability of high speed Internet
connections by using 3™ Generation (3G) and 4™ generation (4G) technologies made
the smartphones essential in our lives everyday. In contrast, smartphones grew to
become subjects to the same or even greater vulnerabilities as computers. According to
Samet et al. (2014), from year 2009 to 2014 there is a dramatic increase in the rate of
mobile cloud computing usage, approximately 88% per year. However, the growing
use of smartphones with the Internet access makes the easy accessibility of the cloud
storage services by the users. Moreover, it provides a sharp increase of the possibility
of malicious activities to abuse the cloud storages. As Barmpatsalou et al. (2013)
stated, criminal activities on smartphone is vital in crime prevention and more scientific
research and methodologies are required to assist digital forensic investigators to
manage the collected data from the smartphones. Additionally, there are various types
of cloud storage providers such as OneDrive®, Box Inc., Mega Ltd., GoogleDrive™,
and Dropbox™, which provide free cloud storage services on popular smartphones
such as Android and i0OS devices (Garcia-Arenas et al., 2011). Table 1.1 shows the
popularity of the cloud storage clients.

Therefore, one of the emerging challenges in digital forensics is investigation of cloud
storages. Further increase in the size of these storages amplified the problem. Muda et
al. (2014) defined digital forensic as the science of collecting, preserving, analyzing
and presenting evidence from computers for criminal investigations or civil disputes
that are sufficiently trusted in order to operate in court in a convincing way. On the
other hand, Taylor et al. (2011) stated that based on the difficulties in defining what
data stored on what specific devices, digital forensic investigation on cloud storages is
potentially more difficult for the digital forensic examiners to acquire and analyze



evidence compare to the same standards for traditional digital forensic investigation on
computers. In this connection, Zhu (2011) maintained that in terms of data acquisition
and preservation, smartphone forensic is dealing with many challenges to obtain data
without altering in forensically sound methods. While, Quick and Choo (2013a)
indicated that one of the most significant issues that digital forensic investigators are
facing is the identification of cloud storage providers and accounts that examination
and analysis of smartphones can solve the problem. Quick and Choo (2014) indicated
that it is of high importance to find out the type of data remnants left behind by users in
cloud storages on the devices. In terms of data integrity and data preservation, it is very
critical for digital forensic investigators to find out the file contents and timestamps
have not been altered using the different cloud services during uploading and
downloading the files (Oestreicher, 2014a). As a result, it is necessary to have a set of
procedures and methodology for performing digital forensic examination to be likewise
flexible and adaptable enough to assist investigators with existing and future cloud
storages on smartphones.

Table 1.1. Popularity of client cloud storage applications on smartphones (Garcia-
Arenas et al., 2011)

Cloud Storage Popularity Space for Mobile OS
Clients Free Support
OneDrive More than 250 millions users 7GB Android and i0OS
Box More than 70 millions users 10GB Android and i0OS
MEGA More than 70 millions users 50GB Android and i0S
Google Drive More than 400 millions users 15GB Android and i10S
Dropbox More than 100 millions users 2GB Android and i10S

1.2 Motivation

The motivation for conducting research into client cloud storage forensics preservation
and analysis can be summarized in the following points. Cloud storage is increasingly
being used by consumers, businesses, and government users to store growing amounts
of data. While, cloud client applications is increasingly being accessed with mobile
electronic devices. Criminals are embracing the opportunity to store illicit data in cloud
file hosting services, which contributes to difficulties in proving ownership and
interaction.

The use of cloud computing by criminals or their victims means that data of interest
may be virtualized, geographically distributed, and transient. This presents technical
and jurisdictional challenges for identification and seizure by law enforcement and
national security agencies, which can impede digital forensic investigators and
potentially prevent agencies from acquiring digital evidence and forensically analyzing
digital content in a timely fashion (Quick & Choo, 2014).

Taylor et al. (2011) explained that in legal terms, cloud computing systems will make it
potentially more difficult for the computer forensic analyst to acquire and analyse
digital evidence to the same standards as that currently expected for traditional server-
based systems, due to the difficulty in establishing what data was stored or processed
by what software on what specific computing device.

According to (Quick & Choo, 2014; Samet et al., 2014), from year 2009 to 2014 there
is a dramatic increase in the rate of mobile cloud computing usage, approximately 88%



per year and smartphones are becoming widely use to access cloud storage and it is
subject to store and distributes criminal data such as child abuse materials and
terrorism-related materials by cyber criminals. Furthermore, Sameera Almulla (2013)
indicated that there are already several cases of attacks conducted on information
stored in cloud computing. For instance, Google announced that its cloud single sign on
was being attacked. One issue facing forensic investigators is the identification of
service providers, accounts and data remnants, including usernames and passwords.
Therefore, the analysis of user mobile devices such as an Apple iPhone or Android
mobile phone may provide this information.

1.3 Problem Statement

In the recent researches, Zhu (2011) investigated a cloud client application of Dropbox
on Android version 2 and iOS version 4. Using XRY and Oxygen forensic tools, the
researcher found and extracted usernames and filenames on the devices, but the content
of the files could not be retrieved. Chung et al. (2012) proposed a process model for
digital forensic investigation of cloud storage applications such as Amazon S3,
Dropbox, Evernote and Google Docs on personal computers (PCs) and smartphones
including Android version 2.2.2 and iOS version 4.3.5. The proposed model was
designed only for the investigation from the backup files of the devices’ internal
storages in the steps of collection, analysis and reporting. Hale (2013) discussed the
digital artifacts that left behind from using Amazon cloud drive on personal computers
with Windows XP and Windows 7 operating systems. It was stated that there is a need
for detection of artifacts that left from different types of cloud storage applications.
Otherwise, the forensic investigators might overlook critical data during their
examinations. Quick and Choo (2014) proposed a digital forensic analysis cycle for
GoogleDrive cloud application on a virtual computer running Windows 7 and an
iPhone 3G with iOS version 4.2.1. In the case of i0S, XRY application was used to
extract a logical image of the i1OS device, and the inbuilt browser (Safari) was used to
access the GoogleDrive’s contents for the research’s experiments and analysis. In
addition, the authors have done the same analysis using the proposed analysis cycle for
SkyDrive application (Quick & Choo, 2013a) and Dropbox application (Quick &
Choo, 2013Db) on a virtual computer running Windows 7.

To identify the gap of the research, due to the relatively recent prevalence of the cloud
storage services for the smartphones, the researches of Hale (2013) did not provide a
digital forensic framework for the investigation. Chung et al. (2012) have proposed a
framework, however, the framework did not include the collection and analysis of the
internal memory and network traffic. Additionally, the preservation of the evidence
was not considered in that research. The proposed framework of (Quick & Choo,
2013a, 2013b, 2014) was developed as a cyclic framework. However, making a cyclic
framework shows only one round of the investigation. When the examiners need to
start a new investigation and continue the previous investigations at the same time, the
proposed framework should be iterative.

In terms of data remnants and artifacts, the content of the files in the research of Zhu
(2011) could not be retrieved through using the forensics tools. Chung et al. (2012)
indicated that the smartphones’ internal memory could possibly consist of important
information about users, such as IDs and passwords of the cloud storage services. In
this connection, Hale (2013) stated that a knowledge of the artifacts that left behind
using cloud storage applications prevents missing critical data during an investigation.



The researches’ experiments were done using the old version of Android and iOS
operating systems (OSs). The research of (Quick & Choo, 2014) was tied to certainly
not having the ability to install the GoogleDrive cloud client application on the iPhone
3G with 108 version 4.2.1.

In spite of the researches of (Zhu, 2011; Chung et al., 2012; Hale, 2013; Quick and
Choo, 2013a, 2013b, 2014), current mobile forensic analyzer tools, procedures and
methods are able to extract valuable information from VoIP, Social Networking, and
Mail Applications on smartphones. However, the mobile forensic analyzer tools may
not acquire enough and valuable information from cloud client applications on
smartphones (Zhu 2011; Quick and choo, 2013a). Consequently, in this research, the
objective 1 was defined to fill such gaps.

In terms of evidence integrity and preservation, Oestreicher (2014) mentioned that the
evidence might be altered during uploading and downloading actions, thus it is needed
to prove the originality of the evidence or the evidence are sufficiently similar to satisfy
the courts. The objective 2 of the research fills the gap regarding the evidence integrity
and preservation by analyzing the files hash values and timestamps comparison to
identify whether the downloaded files are sufficiently similar to the original files or
not.

1.4 Research Objectives

The research proposes a digital forensic investigation framework for smartphones
where forensics artifacts of cloud client storages would be detected. The objectives of
the research are provided as follows.

1. To develop a digital forensic framework focusing on the analysis phase for
smartphones namely Android and iOS platforms to assist the examiners and
investigators in conducting digital forensic investigations into cloud -client
applications of OneDrive, Box, Mega, GoogleDrive and Dropbox.

2. To propose a method in preservation phase to examine and verify the integrity and
the originality of the acquired data and evidence during downloading the files from
the cloud client applications within Android and iOS platforms.

1.5 Research Questions

This section introduces the research questions and hypotheses to achieve the planned
objectives of the research. For the purposes, a suitable methodology is pursued to form
the research, upon which the experiments are based. The research questions are defined
as follows.

1.5.1 Research Question 1
The first primary research question is:
Q1. What are the data remnants of using cloud client applications of OneDrive, Box,

Mega, GoogleDrive and Dropbox within Android and iOS platforms?
The question 1 leads to the following hypotheses:



HO. There are no data remnants using the cloud client applications within Android and
i0S platforms to determine the cloud service provider, username and password, or
uploaded, downloaded, deleted, and shared files details.

H1. There are data remnants of using the cloud client applications within Android and
i0S platforms to determine the cloud service provider, username and password, or
uploaded, downloaded, deleted, and shared files details.

The first primary question leads to the sub-questions given below.

Qla.  What data artifacts remain in the Android device’ internal memory of using
the cloud client applications?
QIb.  What data artifacts remain in the Android device’ internal storage of using the

cloud client applications?

Qlc.  What data artifacts remain in the Android device’ network traffic of using the
cloud client applications?

QIld.  What data artifacts remain in the iOS device’ Backup files of using the cloud
client applications?

Qle.  What data artifacts remain in the iOS device’ internal storage of using the
cloud client applications?

QIf. What data artifacts remain in the i10S device’ network traffic of using the
cloud client applications?

1.5.2 Research Question 2

The second primary research question is defined as follows:

Q2. Is there any forensically sound method available to preserve the data remnants by
using cloud client applications of OneDrive, Box, Mega, GoogleDrive and
Dropbox within Android and iOS platforms?

The question 2 leads to the following hypotheses:

HO. File downloading activities of the cloud client applications do not alter the internal
file data and the associated file metadata.

HI. File downloading activities of the cloud client applications alter the internal file
data and the associated file metadata.

H2. File downloading activities of the cloud client applications alter the internal file
data, but do not alter the associated file metadata.

H3. File downloading activities of the cloud client applications do not alter the internal
file data, but alter the associated file metadata.

The first primary question also leads to the sub-questions below.

Q2a.  Are the downloaded files during the downloading action using the cloud client
applications on Android platform are identical to the original files?

Q2b.  Are the downloaded files during the downloading action using the cloud client
applications on iOS platform are identical to the original files?



1.6 Research Contributions

1. A digital forensic framework for smartphones of Android and iOS platforms which
focuses on an analysis method to assist the examiners and investigators in conducting
digital forensic investigations into cloud client applications of OneDrive, Box, Mega,
GoogleDrive and Dropbox. To verify the framework, the data remnants of the most
popular cloud client applications of OneDrive, Box, Mega, GoogleDrive and Dropbox
within Android and iOS platforms are investigated.

2. Preservation method for the files contents and metadata during downloading the files
from OneDrive, Box, Mega, GoogleDrive and Dropbox within Android and iOS
platforms. Possible modifications in files content or metadata that may affect
preservation of evidence from these platforms are examined.

1.7 Research Scope

The research was undertaken using Android version 4.2 and iOS version 7.1.2 for
smartphones. Alternative operating systems and their versions may all have different
outcomes and data remnants. Additionally, the research was limited to the most popular
cloud client applications of OneDrive, Box, Mega, GoogleDrive and Dropbox at the
time of undertaking this study. However, any other application may have different
results and findings. Additionally, the research was undertaken using the proposed
forensics analysis method on the smartphones components of internal memory and the
internal storage. However, the network traffic of the devices was analyzed using the
existing forensics tools.

This research was limited to rooted Samsung Galaxy Tab II, 16 GB, and a jailbroken
iPad 4" generation (Wi-Fi + Cellular) with 32GB internal storage. However, non-
jailbroken devices may provide different outcomes and information. Android and i0OS
devices normally do not allow access to the system files. This means that the file
system is restricted and cannot be seen by the user. Therefore acquiring a physical bit-
by-bit image from the internal memory and internal storage of the devices is not
possible. Thus, to obtain these, it was necessary to root or jailbreak the devices first in
order to get access to the file systems. For the Android device in hand for this research,
the CF-Root method was used. The reason for choosing this method is that CF-Root
keeps the device’s firmware as close to stock as possible (Akmal, 2014). This means
that this method applies the least amount of modification to the device’s firmware and
file system. For the iOS device in hand for this research, the Pangu freeware was used.
The reason for choosing Pangu is that aside from Cydia, it does not install any other
third party application on the iOS device (Esposito, 2014).

1.8 Thesis Structure

The thesis consists of an introduction and follows the chapters which describe the
research in detail, and finally summarize the findings. The thesis also includes an
overall summary, acknowledgements, table of contents, list of figures, tables, and a
glossary of technical terms.

Chapter 1 introduces the overall topic, including background information regarding
cloud storage, Smartphones, digital forensic investigation, and the issues faced by
investigators. The problem statement of the research is discussed, and the objectives
are listed. To conduct the objectives, the two main research questions and associated



hypotheses are discussed. Then, the limitation of this research is explained. In the end,
the structure of the research is outlined.

Chapter 2 examines current literature focusing on cloud and smartphone forensic. The
first section outlines cloud computing, digital forensic analysis, smartphone digital
forensic and cloud storage implications. Issues relating to identification, preservation,
analysis, and presentation are outlined. Additional issues are generally described, and a
summary concludes the chapter.

Chapter 3 aims to clarify the research methodology applied to the thesis. The research
methodology for each research question is detailed and answered. Finally, a summary
concludes this chapter.

Chapter 4 outlines the proposed Digital Forensic investigation framework and the way
this can be applied to the forensic analysis of the cloud storage on the smartphones.
Each step of the framework has been explained (Commencement, Identification &
Preparation, Acquisition, Preservation, Analysis, Reconstruction, and Reporting).

Chapter 5 describes the procedures of the framework for the analysis of five popular
cloud storage services of OneDrive, Box, Mega, GoogleDrive and Dropbox. In each
case, the data remnants on the Android device are first examined using the proposed
framework. Next, the iOS device is examined to further assess the framework and to
determine the data remnants. The data remnants regarding the cloud client applications
are then explained and listed at the end of each smartphone examination. Then, the
preservation of the data remnants is explained.

Chapter 6 concludes the overall research. In the first section, the research is outlined
and the questions and hypotheses are listed, detailing the manner in which the
questions are answered and how the objectives and contributions achieved. Next, a
summery of the research and the areas for future research are then provided.
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