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With the exponentially spread of the Internet usage, information technology or cyber
security is now an issue for anyone. There is a range of different security threats
including hacking, intrusions, computer worms and viruses in the cyberworld. In order
to prevent these attacks, technologies such as firewall and intrusion prevention systems
depend on known attack signature. However, much less focus has been given to finding
new systems’ vulnerability that can lead to new attack signature. Honeypot is valuable
cyber security tool that can act as baits for intruders. It is an indispensable tool to
discover, explore and study new attacks with a low false positive rate. Preparing a
honeypot, however, is difficult, time consuming and expensive especially for High
Interaction Honeypot (HIH). It is because its deployment processes involves design,
installation and maintenance that require expertise and experience due to the high risk
nature of the honeypot especially for the HIH. Furthermore, incident data analysis of any
honeypot intrusion can be very costly in term of network bandwidth transfer due the
huge amount of incident data transfer. From the perspective of incident data analysis and
investigation, companies need to hire computer security and forensic analysis personnel
who have good knowledge of different aspects of computer security. These experts are
most probably located outside the company hence the data transfer for investigation are
necessary.

This study proposes and demonstrates a new paradigm of cyber defense in the form of a
honeynet architecture based on cloud computing which offers a fully managed
Honeynet-as-a-Service (HaaS). This system introduces a new and efficient technique to
serve honeynet for other networks without the need of physical installation. In fact by
using cloud computing to install different honeypots, it can provide an efficient service
for other organizations. The cloud-based honeynet would be connected to any network



by using a tunnel interface as a communication layer. It also introduces a new concept of
virtual crime scene (VCS) by enabling “live-recording” and *“snapshot” of intrusion
events. In “live-recording” almost all attacker activities is captured. Using “snapshot”
technique, the concept of forensic science namely Locard’s Exchange Principle is
applied to the virtual realm. The “snapshot” is a valuable technique for preservation of
evidence for the investigation process against any modification (removal or addition).

Based on the cloud nature of the proposed system, minimum intervention for its
installation, maintenance and analysis is required by the participated organization since
it is fully managed by the operator. For the participated organizations, unused IP
addresses are being used as IP addresses for the HaaS honeypots. The connections are
re-directed via virtual private network (VPN) to the cloud backend.

Specifically HaaS provided efficient bandwidth usage, cost and time. The cloud reduced
the amount of bandwidth transfer significantly especially for “live-recording” and
“snapshot” of incident data for further processing and analysis. For a single HaaS
honeypot “live-recording”, measurement in real experiment has shown that the size of
log files in this model is 5.4 times more (i.e. saving) than network traffic which is passed
into HaaS. For a single HaaS honeypot “snapshot” the saving is 68 times than the
physical honeypot. For multiple HaaS honeypots, these bandwidth saving will be much
more significant i.e. few hundred times saving. It is primarily because the recording and
logging are performed in the cloud side. Furthermore, a single HaaS honeypot
installation can be ready in five minutes which is a very short time compare to a single
physical honeypot’s installation. As a result of that, a single HaaS honeypot is 95 times
faster than physical honeypot installation. In addition, single HaaS honeypot installation
can also be roll backed by 4 minutes in comparison to single physical honeypot roll back
time which is 28 minutes in average i.e. 7 times faster.
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Dengan kepesatan penggunaan Internet yang semakin banyak, keselamatan teknologi
maklumat atau siber sekarang telah menjadi suatu isu untuk sesiapa sahaja. Terdapat
pelbagai ancaman keselamatan yang berbeza termasuk penggodaman, pencerobohan,
cecacing komputer dan virus dalam dunia siber. Untuk mengelakkan serangan ini,
teknologi seperti sistem pencegahan tembok api dan sistem pencegahan pencerobohan
bergantung kepada tandatangan serangan yang telah diketahui. Walau bagaimanapun,
tumpuan yang sangat kurang telah diberikan untuk mencari kelemahan sistem baharu
yang boleh menjana kepada serangan tandatangan baharu. Komputer madu adalah
perkakasan keselamatan siber yang berharga yang boleh bertindak sebagai umpan untuk
penceroboh. la adalah yang perkakasan yang amat diperlukan untuk menjumpai,
meneroka dan mengkaji serangan baharu dengan kadar positif palsu yang rendah.
Menyediakan komputer madu, bagaimanapun, adalah sukar, memakan masa dan mahal
terutamanya bagi komputer madu interaksi tinggi (HIH). Ini adalah kerana proses
penempatan yang melibatkan reka bentuk, pemasangan dan penyelenggaraan yang
memerlukan kepakaran dan pengalaman kerana sifat risiko komputer madu yang tinggi
terutamanya bagi HIH. Tambahan pula, analisis data insiden pencerobohan komputer
madu boleh menjadi sangat mahal daripada segi pemindahan jalur lebar rangkaian
kerana jumlah pemindahan data kejadian yang sangat besar. Daripada perspektif analisis
kejadian data dan penyiasatan, syarikat perlu mengupah pakar analisis keselamatan dan
forensik komputer yang mempunyai pengetahuan yang baik dalam pelbagai aspek
keselamatan komputer. Pakar ini berkemungkinan besar berada di luar syarikat tersebut,
justeru itu pemindahan data untuk penyiasatan adalah perlu.

Kajian ini mencadangkan dan menunjukkan paradigma baharu pertahanan siber dalam



bentuk seni bina rangkaian komputer madu yang diuruskan sepenuhnya berasaskan
pengkomputeran awan (HaaS). Sistem ini memperkenalkan teknik baharu dan berkesan
untuk menawarkan perkhidmatan rangkaian komputer madu untuk rangkaian lain tanpa
memerlukan pemasangan fizikal. Malah dengan menggunakan pengkomputeran awan
untuk memasang komputer madu berbeza, ia boleh memberi perkhidmatan yang cekap
untuk organisasi lain. Rangkaian komputer madu berasaskan awan akan berhubung
dengan sebarang rangkaian dengan menggunakan antara muka terowong sebagai lapisan
komunikasi. la juga memperkenalkan satu konsep baharu iaitu tempat kejadian jenayah
maya (VCS) dengan membolehkan "rakaman-langsung” dan “petikan" peristiwa
pencerobohan. Dalam "rakaman-langsung™ hampir semua aktiviti penyerang dirakam.
Prinsip Pertukaran Locard iaitu suatu konsep sains forensik telah diaplikasikan kepada
alam maya dengan menggunakan teknik "petikan". “Petikan” adalah merupakan ialah
suatu teknik yang berharga untuk pemeliharaan bukti untuk proses penyiasatan terhadap
sebarang pengubahsuaian (pembuangan atau penambahan).

Berdasarkan sifat awan sistem yang dicadangkan itu, campur tangan minimum oleh
organisasi yang mengambil bahagian untuk pemasangan, penyelenggaraan dan analisis
kerana ia diuruskan sepenuhnya oleh pihak pengendali. Untuk organisasi yang telah
mengambil bahagian, alamat IP yang tidak digunakan akan digunakan sebagai alamat IP
bagi komputer madu HaaS. Sambungan diarahkan semula menerusi rangkaian
persendirian maya (VPN) untuk pelayan di awan.

Secara khusus, HaaS menyediakan pengunaan lebar jalur yang cekap, kos dan masa.
Awan mengurangkan jumlah pemindahan lebar jalur secara ketara terutamanya untuk
"rakaman-langsung” dan "petikan™ data kejadian untuk pemprosesan dan analisis lanjut.
Untuk satu komputer madu “rakaman-langsung™ HaaS, pengukuran dalam eksperimen
sebenar telah menunjukkan bahawa saiz fail log dalam model ini adalah sebanyak 5.4
kali lebih (iaitu penjimatan) berbanding trafik rangkaian yangmelalui HaaS. Untuk
petikan satu komputer madu HaaS, penjimatan adalah sebanyak 68 kali lebih berbanding
satu komputer madu fizikal. Untuk berbilang komputer madu HaaS, penjimatan lebar
jalur akan menjadi lebih ketara iaitu beberapa ratus kali penjimatan. la adalah
terutamanya kerana rakaman dan penyimpanan dijalankan di bahagian awan. Tambahan
pula, pemasangan satu komputer madu Haas boleh disiapkan dalam masa lima minit
yang merupakan masa yang singkat berbanding dengan pemasangan satu komputer
madu fizikal. Hasil daripada itu, satu komputer madu HaaS adalah 95 kali lebih cepat
daripada pemasangan komputer madu fizikal. Selain itu, pemasangan satu komputer
madu HaaS juga boleh dikembalikan kepada asal dalam masa 4 minit berbanding
dengan satu komputer madu fizikal yang mengambil masa purata 28 minit iaitu 7 kali
lebih cepat.
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CHAPTER 1

INTRODUCTION

1.1 Background

The need of data security in the field of information technology (IT) assets at consumer
and business level was drawn into public when the Internet has been introduced in the
late 1980s. Innella [1] associate it with emergence of the first malware (Marris worm) in
1988, and explain: “In the autumn 1988, the first evidence of a threat in network security
had been seen. In that time, the first internet virus had infected all 60,000 computers that
were connected to the network and those were unable to work for at least two days.”

Previously, there were no actual threat, as the early Internet network was only shared
between some military organization and few universities for research collaboration [1].
It should not be looked at the security as an out-of-the-box solution. “It needs accurate
analysis of the environment before proposing a solution for prevention. It is a procedure
that needs a depth understanding of the system functionality and its limitation. No
system is 100% protected, the system security is as powerful as its weakest point” [2].

The security of the services accessible over these networks specially which connected to
the Internet directly show a huge threat to the IT companies. Every day, all kind of
known and unknown malwares (zero day malwares) are extremely threaten the IT
industries and business related to that with mission critical systems.

Different type of IT infrastructures are threaten every day with various techniques
ranges from intrusion to the systems, attack to computers, denial of service (DOS),
viruses, worms and more. Intruders take advantage of the Internet and other features to
use them as a transport system to spread their malware around the world and exploit
other remote services. Many different mechanisms and devices in computer security are
invited to provide various layers of security defense. It is because that if an intruder
bypasses one layer, other security layers protect the network and stay in front of that.

As Figure 1.1 shows, the two main categories of security tools are detection and
prevention tools. Intrusion detection in computer systems is the art of detecting the
malicious activities [3]. In cyber security the detection term means monitoring the
network for suspicious patterns that may threats our network. Then sending intrusion
data to security team for analysis. These kind of tools will not prevent attackers from
their illegitimated activities because they are considered to be passive-monitoring tools.
They monitor traffic behind the firewall or packets cross inside DMZ and based on their
signature or pre-defined configuration, they apply own rules. When malicious activity
has been detected, the detection systems send alarm to system administrator and record
that event. For example, antiviruses are based on some signature and patterns that can
inform client to put certain action on different situations. The development of intrusion
detection system has become an important tool for the security teams who are

1



responsible for patch the vulnerable system and protect production networks. These
techniques have ability to detect malicious traffic through public and private networks.
Furthermore, the advantage of detection system is that it does not interfere with normal
operation.

CE—
Security
Tools
Detection Prevention
Honeypot IDS Antivirus Firewall IPS

Figure 1.1: Security Tools Taxonomy

On the other hand, prevention systems are naturally active and with this ability they can
detect and stop suspect traffic from transmission. Prevention systems are commonly
based on some rules and pattern to block or allow types of traffic to flow. For example,
firewalls only pass specified traffics which are not restricted by plenty of pre-
configuration settings. Also, the disadvantage of prevention system is that it can
interfere with normal operation and impeding or reducing the system’s performance.

Detecting as many as possible attacks and having a few false positive alarm are some of
the performance criteria for a security tools. Today, unfortunately there is no one
comprehensive method to protect a whole system against every type of attacks based on
the network [4]. The 2013 Computer Security Institute/FBI Computer Crime and
Security Survey [5] reports 94% of respondents are using firewalls in their network.
However, still it is obvious that our network are not completely protected. Most of the
time, attackers use unblocked ports to attack. HTTP/HTTPS or SSH traffics are
examples of these type of allowed packets by firewalls especially to the company’s
DMZ. Web server traffic cannot be blocked by firewall to prevent attacks. However, it is
obvious that security holes like Shellshock (CVE-2014-6271) [6], Heart bleed [7] or
Poodle [8] which have been detected recently are using same allowed protocol rules in
firewalls. Actually those attackers have used allowed firewall’s ports. Because their
techniques was completely new, nothing could not detect that.



As a result, only a system that combines a variety of technologies to detect different
types of attacks can get provide comprehensive protection. To sum up, there is no any
ready to use or static solution to protect our assets.

As explained, there is a need for techniques to capture and study new attacks in order to
find malicious patterns for detection and prevention systems. By learning the tactics and
techniques used by malicious attackers, it can help to secure our IT assets and
infrastructure.

Honeypots are tools to investigate attacker’s tactics. It is greatly useful to know about
which intruders are able to gain from network resources along with different approaches.
Honeypot provides methods for gathering information for further analysis. A vulnerable
environment that seems to have useful resources is a key tool to get information about
attackers. Honeypot has no production value and they are always massively logged.
Compare to normal firewalls, honeypots have low false positive rate. As a matter of fact,
any connection to honeypot is suspicious and is a malicious interaction.

Honeypots singly and directly cannot tackle security problems like intrusion detection or
firewall systems, however they gather information about vulnerability holes in the
systems and helps system administrators to improve overall network security. The
honeypot’s output data can be entered to other systems to trigger prevention systems for
immediate action. One of the honeypots advantages in contrast with other intrusion
detection systems is that they produce low false-positive alerts. Detecting a legitimate
connection as a security breaches or an attack mistakenly called false positive. However
because of honeypot’s nature, all the traffic to honeypots are suspicious and need to be
analyzed carefully.

To improve the chance of capturing more data and distracting attacker from the main
servers, using of honeynets are more useful. Honeynets are two or more honeypots on a
network with the same goal as mentioned before. In the whole, a honeynet is used for
monitoring a large network with variety of honeypots sensors and provide more
comprehensive and realistic system trap. As they are consisted from a group of
honeypots, using them needs more consideration. Honeynets produce huge log files in
size. These information should be analyzed to extract useful data in order to know the
attackers’ behavior. Each honeypot needs to be cleaned after each attack. Hence almost
all the honeynet systems use a watcher mechanism to see when the attacking process
start and when it finishes, it is necessary to make the honeypot as clean as before attack.
All of these maintenance procedure plus deployment and analysis the log files are costly.
Here the mentioned cost associate with hardware cost, maintenance cost, human
resource for log analysis and time for both installing and cleaning the honeypot
environment.

On the other hand, cloud computing provides huge pool of computing resources as well
as large amount of data which are accessible from anywhere. By using cloud computing
technology, access to a variety of resources accessible anywhere with a low cost and on
a ‘pay-per-use’ principal is already prepared. Hence companies are not required to spend
so much money for installing and maintaining honeynet while cloud computing can
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reduce the costs. The aim of this research study is to present a method to utilize cloud
computing to improving the honeynet deployment, maintenance and distribution of log

files.

In this research, as Figure 1.2 shows, a honeynet system based on cloud computing is
proposed to build and provide robust virtual trap in order to improve the methodology to
learn, expose and discover APT tool and techniques. Our proposed solution is called
HaaS, combining honeypot/honeynet technology with cloud computing to overcome the
difficulties of honeynet installation and maintenance. At the same time, this solution can
comprehensively capture attacker’s activities ("live recording") and freezing the crime
scene in order to keep our incident environment intact for further investigation
("snapshot™). In addition, due to the nature of the cloud system being used, the amount
of bandwidth consumption for transferring "live recording” and "snapshot" data for
forensic and incident response can be significantly reduced.
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Figure 1.2: HaaS concept

1.2 Motivation and Problem Statement

There is a common problem with knowledge based tools such as firewalls and intrusion
prevention systems that they produce false alarm. False-positive is a widespread issue

4



that cause IPS/IDS to produce an alarm when no attack has been taken place. However,
in honeynet, because of its nature, most of network packets accessing honeypots are
suspicious to be illegitimated. For this reason, the rate of honeynet’s false-positive is
very low [9].

Next problem is related to Advanced Persistent Threat (APT) [10]. They are some kind
of network attacks which an unauthorized person gains access to a network and stay
there undetected for a long period of time. In some cases, a super malwares is supported
by an organization or a big company and they are very sophisticated for some specific
purposes. The two sophisticated malwares like Stuxnet [11] and recently discovered
Regin (Nov 2014) [12] are obvious examples of this kind of aggressive computer
worms. Some experts assume huge money also has been paid to antivirus companies to
ignore detecting them. It is a low probability that a malware can exist for a long period
as 6 years without disclosure. Or maybe by finding a new unknown malware sooner in
few days instead of few months, can decrease their damage or even prevent their
information theft. So if an organization wants to inspect all of its subsection, they
should buy hardware and install honeypot in different locations. It is because that their
branches are located in different geographic locations and in order to know their
enemies, it is necessary to have some sensors in each location. In this case the whole
system is depending on the availability of hardware, bandwidth and maintenance
experts.

The installation of honeynet needs not only good knowledge about Linux and Windows
operating system but also proper hardware should be devoted to them. This is one of
issues with honeynets that the installation of them is expensive. Moreover, honeypots
need to be maintained periodically. It means after each attack the whole system should
be clean and become ready for lure other attacker. It is obvious that this procedure is
also costly, too. Another problem with honeynet is that they have no immediate action
for to network security improvement, and companies assume they are not so much worth
efficient to invest. These are plenty of reasons why motivation for utilizing them is low.
Hence, Honeynet as a Service with all of cloud profit can make honeynets more
expendable.

Next problem is that honeypots always produce huge log files because they generate
detailed information about attack time and all happened stuffs in the systems. Honeynet
do not perform any direct action for network security. Companies which use honeynet
should send these log files to other third party company for analysis. The size of the log
files are depend on attack complexity and they are almost huge. Sending these type of
log files for investigation is not only a time consuming task but also need huge network
bandwidth for transferring. In this proposed model, all data included log files will be
stored on cloud computers and because of cloud’s features there is no need to send them
to other location for investigation. As nowadays the cost of bandwidth traffic in cloud
servers is much more expensive than storage, the HaaS can come with more efficiency
in order to final log file investigation.



These problems lead to have an expensive system. Their analysis and maintaining parts
need professional security team to analysis in order to propose security personal for
vulnerable parts. Also maintaining this system log files is essential.

To put it in a nutshell, since the installation, deployment and analysis of the log files of
the honeynet takes much time and need to devote hardware and bandwidth, the whole
procedure increase the costing. Therefore, the solution presented in this research should
speed up the whole procedure from installation to data analysis process, and save cost by
reducing the incident data transfer considerably.

1.3 Research Aim and Objectives

The main aim of this research is to design and implement a system to provide honeynet
service based on cloud computing technology. The focus, in this study, will be on a
system that customers just plug it into any desirable network and this proposed model
can provide a honeynet system for them to producing information about their intruders.
Moreover, saving total cost in different view during deployment and analysis of the log
files is another goal of this research.

Furthermore, another goal of this research is to reduce the probability of attack against
production servers and also increase time for penetrator to reach the main servers. This
can be similar to landmines analogy to bore enemy to progress. As Figure 1.3 is shown,
with some fake servers (honeypots) which are spread among the real production server,
the statistical probability of attack will be reduced by 50%. It means an intruder needs to
spend two times more time to find real production servers in a network’s system, or
maybe some sophisticated worms get trapped by this mines.
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Figure 1.3: Honeynet and land mines analogy
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From the mentioned problems, main objectives are specified and listed as the following:

e Design and implement a system to provide honeynet service based on cloud
computing technology that is easy to deploy and has easy maintenance

e Enable virtual crime scene investigation for discovering APT attacks

e Reduce the amount of bandwidth transfer for incident data (log files)

In this research, we proposed a new virtual crime scene (VCS) concept to keep all the
necessary evidence into specific files. It means that almost all of the attacker’s activities
during the intrusion inside the honeypots are stored in the files which can be either
analyzed or archived for more in depth investigation purposes if the need arises.

1.4 Study Scope

In this part, the scope of this research is clarified by explaining the type/number of
honeypots and test bed limitation. The total number of three honeypots are used to
implement a honeynet inside a cloud computing area. They consist of two HIH and one
LIH that are connected to a honeywall. All of these software are installed on two servers
as cloud compute hypervisors. Moreover, for testing purpose, one organization is chosen
to prove functionality of this system. The cloud computing environment is also isolated
from other part of network for privacy and security purposes. In addition, aim of this
research is not neither design a new honeypot sensor nor new tunneling technology for
connecting two networks. While there is some security devices for studying stream
attacks like DDOS, this research is mostly for investigating intruders’ behavior.

1.5 Thesis Organization

This research report is arranged in five chapters, including this first chapter which was
for introduction. The explanation of various kind of honeypots, different models of
honeynet implementation and analysis approaches will be explored and highlighted in
Chapter 2. Additionally, explanation of cloud computing, its components and related
previous works will be discussed in this chapter. Chapter 3 will define and explain used
methodology to assert the achievements of this research objectives with elaborate used
settings. At the end, an explanation of other two honeynet models for proving the
feasibility of proposed model is presented. After that, obtained results from those
experiments will be represented in Chapter 4. Finally, conclusion and future work of this
research will be defined in Chapter 5.
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