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ABSTRACT 

 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in 

fulfillment of the requirement for the Master of Computer Science 

 

MODELING OF POST-INCIDENT ROOT CAUSE ANALYSIS FOR  

CROSS SITE REQUEST FORGERY (CSRF) ATTACK 

 

By 

 

MOHD NAWAWI BIN MUSTAFA 

JULY 2015 

 

Supervisor  : Dr. Mohd Taufik Abdullah 

Faculty  : Faculty of Computer Science and Information Technology 

 

Abstract: With the advancement of ICT technology, especially on web 

technologies, people have changes their way of doing this. Online 

transactions have become more popular compared to physically going at the 

specific location to do transactions. However, the advancement of web 

technology has also introduced new security threats to the businesses and 

the clients. 

 

OWASP Top 10 security project has classifies web application security 

incident into ten categories of most commonly exploited vulnerabilities. Even 
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though the countermeasures for those vulnerabilities have been available for 

some time, the numbers of exploited web applications are increasing each 

year. One of the factors that contributes to the increasing number of ICT 

security incidents is failure to determine the root cause of an incident, thus 

allowing the attacker to repeat an attack on the system in the future by 

exploiting the same vulnerability. 

 

This study will propose a model for post-incident root cause analysis to 

determine the suitable countermeasures in rectifying the Cross Site Request 

Forgery (CSRF) vulnerabilities. The proposed model were consists of attacker 

component, countermeasure component and inference component.  

 

The proposed model will be developed using Colored Petri Nets. CSRF attack 

simulation was performed using Damn Vulnerable Web Application (DVWA) 

as the target machine and tested based on recommendations by the previous 

researchers.  

 

To test the effectiveness of the developed model, the result of the CSRF 

attack simulations were compared with results by other researchers in the 

same category.  

 

Hopefully, the proposed post-incident root cause analysis will benefit web 

application developers, security auditors and other related parties to identify 

and fix CSRF vulnerabilities on their web applications. 
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ABSTRAK 

 

Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia 

sebagai memenuhi keperluan untuk ijazah Sarjana Sains Komputer 

 

MODELING OF POST-INCIDENT ROOT CAUSE ANALYSIS FOR  

CROSS SITE REQUEST FORGERY (CSRF) ATTACK 

 

Oleh 

 

MOHD NAWAWI BIN MUSTAFA 

JULAI 2015 

 

Penyelia  : Dr. Mohd Taufik Abdullah 

Fakulti  : Fakulti Sains Komputer dan Teknologi Maklumat 

 

Abstrak: Selaras dengan kemajuan teknologi ICT, terutamanya teknologi 

web, masyarakat telah mengubah cara mereka melakukan kerja. Transaksi 

atas talian telah menjadi semakin popular. Walaubagaimana pun, kemajuan 

teknologi web telah memperkenalkan ancaman keselamatan baharu kepada 

perniagaan and para pelanggan. 

 

Projek keselamatan OWASP Top 10 telah mengklasifikasikan insiden 

keselamatan aplikasi web kepada sepuluh kategori kelemahan yang biasa di 

eksploit. Walaupun kaedah mengatasi kelemahan ini telah ada, bilangan 
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aplikasi web yang di eksploit terus meningkat setiap tahun. Antara factor yang 

menyumbang kepada peningkatan insiden keselamatan ICT adalah 

kegagalan mengenalpasti punca insiden tersebut yang membolehkan 

pencerobohan berulang ke atas sistem berkenaan pada masa akan datang 

dengan mengeksploit kelemahan yang sama. 

 

Kajian ini akan mencadangkan sebuah model bagi menjalankan analisa 

punca selepas insiden berlaku untuk mengenalpasti kaedah pengukuhan 

yang sesuai bagi mengatasi kelemahan CSRF. Model yang dicadangkan 

terdiri dari komponen penyerang, komponen pengukuhan dan komponen 

analisa. 

 

Model yang dicadangkan tersebut akan dibangunkan menggunakan Colored 

Petri Nets. Simulasi bagi serangan CSRF dilakukan menggunakan aplikasi 

DVWA sebagai sasaran serangan and di uji berdasarkan saranan oleh 

pengkaji-pengkaji yang terdahulu. 

 

Untuk mengkaji keberkesanan model yang dibangunkan, hasil simulasi 

serangan CSRF yang dijalankan dibandingkan dengan hasil kajian oleh 

pengkaji-pengkaji lain di dalam kategori yang sama. 

 

Adalah diharapkan model bagi menjalankan analisa punca selepas insiden 

berlaku yang dicadangkan ini akan dapat membantu pembangun aplikasi 

web, pengaudit keselamatan dan lain-lain pihak yang berkenaan untuk 

mengenalpasti and memperbaiki kelemahan CSRF pada aplikasi mereka.  
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CHAPTER 1 

INTRODUCTION 

 

 

1.1  Background 

 

This chapter discusses about the background of the research area problem 

statement, research objectives, scope of the study and thesis organization. 

 

CSRF is a website vulnerability which is less known to website developers so 

it is exist in many websites (Siddiqui, 2011). Many of the web application 

developers are not aware of the vulnerability. A successful exploit of the 

vulnerability will impact the integrity and non-repudiation of the company, thus 

might deter their clients as they have loss of reputation and confidence on 

their company’s services. Therefore, a root cause analysis model for CSRF 

attack will help to guide the web developers and security auditors to 

implement the right countermeasures on their web application to reduce the 

risk of CSRF attacks in the future. 

 

1.2  Problem Statement 

 

Based on OWASP report (OWASP, 2013), Cross Site Request Forgery 

(CSRF) is one of the commonly found vulnerabilities in a web applications. 

Detection of CSRF attack is currently difficult to do since each web application 
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behaves differently upon receiving requests from users. Automated detection 

techniques such as ModSecurity on Apache web server and scoring system 

used in CVSS are not be able to provide satisfactory level of accuracy 

(Hannes, 2015). CSRF attack can be easily launch by clicking a link in an 

email that contains a specially encoded link or a link that redirects a user to a 

vulnerable web site, which then executes the CSRF attack. Even though there 

are several researchers that suggest countermeasures for CSRF vulnerability, 

the existence of post-incident root cause analysis model has not been paid 

much attention (Tondel, 2014). 

 

The previous model developed by Philippe (2011) focused on developing 

client-side protection against CSRF attacks. Even though the solution able to 

provide protection against CSRF attack to the user, it would not be able to 

protect all users since the user need to install the developed add-on package 

for the Firefox browser on the client-side. Furthermore, the add-on might not 

compatible with the latest version of the web browser. 

 

The proposed model in the research focused on the server-side solutions, so 

that it can be benefited by all users and not limited by the additional protection 

for CSRF installed on their machine. 

 

1.3 Research Objective 

 

Drupsteen (2014) has identified that the intrusions of web application are due 

to the related person are not able to learn from the incident occurs. There are 
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cases on intrusion of web applications by exploiting the same vulnerability that 

was not properly addressed during the post-incident phase of incident 

management.  

 

The objective of this study is to propose a post-incident root cause analysis 

model for CSRF attack based on DFRWS investigative framework in finding 

the optimal countermeasures by focusing on the server-side solution. 

 

1.4 Research Scope 

 

This project focuses on developing a post-incident root cause analysis model 

for CSRF attack using Colored Petri Nets. The model would be able to 

determine the root cause of a CSRF intrusion and suggests countermeasures 

that can be implemented on the server-side that should be done by the web 

developers to reduce the risk of incident in the future.  

 

1.5  Thesis Organization  

 

This chapter discussed on the motivation of this study, problem statement, 

research objective and research scope. This thesis is organized into six 

chapters. 

 

Chapter 2 explains the literature review and related works regarding ICT 

security incident management, Cross-Site Request Forgery, Post-Incident 

Root Cause Analysis and Colored Petri Nets. 
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Based on the information grasp in literature review, the research methodology 

was proposed and discussed in Chapter 3. 

 

Chapter 4 discusses on the requirements for the implementation and 

simulation of the study. In this chapter, research parameters, topology, 

simulation and performance metric were discussed. Hardware and software 

requirements were also discussed to ensure there are no interruptions during 

the study. 

 

Result and findings of the research were recorded and discussed in Chapter 

5. Each of the findings has been analyses and discussed accordingly. The 

result of the study was compared with the previous researcher for 

performance analysis. 

 

Finally, the conclusion of the thesis and proposed future work of this thesis 

was tabled in Chapter 6. 
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