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The widespread use of IEEE 802.11 wireless networks demands enhancement in their 

security. One aspect of security is availability at which the network resources are accessible 

upon requests made from the authorized users. Persistent availability of the networks is 

essential particularly when it comes to critical areas such as healthcare centers, hospitals, 

police departments, military services, and airports. The main threats against availability of 

the networks are Denial of Service (DoS) and replay attacks. The attacks immediately 

shutdown the network and make it entirely unavailable for the authorized users. 

 

Despite the presence of different security protocols in wireless networks, such as WEP, 

WPA, and WPA2, wireless networks are extremely vulnerable to DoS and replay attacks. 

This vulnerability has never been addressed by IEEE 802.11 standard even in the latest 

wireless security protocol (WPA2). Protection offered by the IEEE 802.11 security 

protocols does not cover control frames. The wireless control frames are transmitted in 
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clear-text form and there is no way for recipients to verify their validity. The unprotected 

control frames can be exploited by the attackers to carry out DoS attacks.  

 

In order to prevent DoS attacks and guarantee wireless network availability, a new security 

framework is proposed which is called Authorized Control Frames (ACF). By considering 

the resource limitation in the wireless networks, the ACF is designed so that while it 

provides sufficient level of security and high efficiency, it avoids unnecessary overheads. 

The ACF framework comprises two distinct countermeasures called ACF-non-

cryptographic and ACF-cryptographic. The ACF-non-cryptographic countermeasure 

proposes a lightweight security model without involving cryptographic algorithms. The 

ACF-cryptographic countermeasure proposes four distinct models; two models are based 

on SHA1 and SHA2, and another two models are based on modified SHA1 and SHA2. 

Furthermore, a new replay attack protection mechanism with secure time synchronization is 

proposed and embedded in the all five proposed models. The proposed models prevent DoS 

and replay attacks by detecting and discarding forgery control frames belong to the 

attackers and thereby guarantee availability of the IEEE 802.11 wireless networks.  

 

In order to implement the models, two simulation environments were developed to 

represent the current model and the proposed models respectively. Seven distinct 

experiments were carried out to evaluate the proposed models. The experiments were used 

to determine reliability of the simulation tool, analyze behavior of the proposed models and 

determine their capabilities to prevent wireless DoS and replay attacks, determine detection 

accuracy of the proposed models, compare effectiveness of the proposed models, verify 
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lifetime overhead and security cost of the proposed models, and evaluate performance of 

the replay-preventing mechanism.  

 

The results of the experiments show that the five proposed models successfully prevent 

DoS and replay attacks. The proposed models provide 100% performance improvement for 

the wireless networks under the attacks compared to the current model. Comparing the 

proposed models with each other shows that the best performance of the wireless networks 

is achieved when utilizing the ACF-non-cryptographic countermeasure. When comparing 

the four proposed models of the ACF-cryptographic countermeasure, the results show 

better performance for the models that are based on modified SHA1 and SHA2.  
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Penggunaan rangkaian wayerles IEEE 802.11 yang meluas menuntut peningkatan dalam 

keselamatan mereka. Satu aspek keselamatan ialah ketersediaan sumber rangkaian yang 

dipohon oleh pengguna yang berizin. Ketersediaan rangkaian yang berterusan adalah 

penting terutamanya dalam kawasan kritikal seperti pusat kesihatan, hospital, jabatan polis, 

dan lapangan terbang. Serangan penafian perkhidmatan (DoS) dan ulangan adalah ancaman 

utama terhadap ketersediaan rangkain. Serangan ini akan dengan segera menutup rangkaian 

dan menjadikannya secara keseluruhan tidak tersedia untuk penguna.  

 

Walaupun terdapat protokol keselamatan yang berbeza dalam rangkaian wayerles seperti  

WEP, WPA, dan WPA2, rangkaian wayarles sangat rentan terhadap serangan penafian 

perkhidmatan. Kerentanan ini tidak pernah di beri tumpuan oleh piawai IEEE 802.11 

walaupun dalam protokol terkini, WPA2. Perlindungan yang ditawarkan oleh protokol 

keselamatan IEEE 802.11 hanya ke atas bingkai data. Namun begitu, bingkai kawalan 

wayerles dibiarkan tanpa sebarang perlindungan dan tiada cara bagi penerima untuk 
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mengesahkan kesahihan bingkai kawalan yang diterima. Bingkai kawalan yang tiada 

perlindungan dapat dieksploit oleh penyerang untuk melakukan serangan penafian 

perkhidmatan. 

 

Untuk mencegah serangan DoS wayarles dan memastikan ketersediaan rangkaian, kerangka 

kerja keselamatan baharu dicadangkan yang dipanggil Authorized Control Frames (ACF). 

Dengan mengambil kira keterbatasan sumber dalam rangkaian wayarles, ACF direka untuk 

menyediakan tahap keselamatan yang mencukupi dan kecekapan tinggi sambil mengelak 

overhed yang tidak perlu. Kerangka kerja ACF terdiri daripada dua tindakan pencegahan 

yang berbeza dipanggil ACF-non-cryptograhic dan ACF-cryptographic. Tindakan 

pencegahan ACF-non-cryptographic mencadangkan satu model keselamatan ringan. 

Tindakan pencegahan ACF-cryptographic mencadangkan empat model yang berbeza; dua 

model berasaskan algoritma cincang, SHA1 dan SHA2, dan dua model berasaskan SHA! 

dan SHA2 yang diubahsuai. Selain itu, mekanisme perlindungan serangan ulangan baharu 

dicadangkan dan dibenamkan dalam semua lima model yang dicadangkan. Model yang 

dicadangkan mencegah serangan DoS dan ulangan dengan mengesan dan membuang 

pemalsuan atau rangka kawalan ulangan milik penyerang dan dengan demikian menjamin 

ketersediaan rangkaian IEEE 802.11 wayarles. 

 

Enam eksperimen berbeza telah dijalankan untuk menilai model yang dicadangkan. Dua 

persekitaran simulasi telah dibangunkan masing-masing mewakili model semasa dan model 

yang dicadangkan. Eksperimen tersebut digunakan untuk menentukan kebolehpercayaan 

alat simulasi, menentukan kemampuan model yang dicadangkan dalam mencegah serangan 

DoS dan ulangan wayarles, menganalisis perilaku model yang dicadangkan, menentukan 
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ketepatan pengesanan model yang dicadangkan, membandingkan keberkesanan model yang 

dicadangkan, dan mengesahkan overhed masa hayat dan kos keselamatan model yang 

dicadangkan. 

 

Keputusan eksperimen menunjukkan lima model yang dicadangkan berjaya mencegah 

serangan DoS dan ulangan wayerles. Model yang dicadangkan memberikan peningkatan 

prestasi 100% untuk rangkaian wayarles dalam keadaan serangan berbanding dengan model 

semasa. Membandingkan model cadangan dengan satu sama lain menunjukkan bahawa 

prestasi terbaik rangkaian wayarles dicapai apabila menggunakan model ACF-non-

cryptograhic. Apabila membandingkan empat model cadangan ACF-cryptographic, 

keputusan menunjukkan prestasi yang lebih baik bagi model yang berasaskan SHA1 dan 

SHA2 yang diubahsuai.  
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