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Abstract

The rapid proliferation of Internet of Things (IoT) technologies has significantly
transformed smart home environments. Heterogeneity of various loT applications
generally leads to interoperability requirements that needs to be fulfilled along

with ensuring federated device configuration. In this paper, we propose a deep
learning-based Smart Home Energy Management System (SHEMS) that integrates
multimodal sensor data collected from diverse sources to resolve the management
of heterogeneous loT devices in smart homes. Here, all computations are done over
the edge, and online servers are used for managing the whole system remotely.

A prototype of the proposed system is built, and a comparative analysis is done

for predicting the energy consumption of the smart devices using EMA, LSTM and
ARIMA models over different Linux based SoCs which are used as local server. The
system uses EMA for predicting the next day’s power consumption, ARIMA for short
term and LSTM for long term power consumption prediction. MQTT protocol is used
as a performance metric for evaluating the reliability, speed and robustness of the
proposed model. Experimental results demonstrate that the proposed system not
only ensures robust and efficient energy prediction, but also facilitates scalable and
secure smart home automation. The integration of edge computing with multimodal
learning makes it a promising solution for future green and intelligent living
environments.

Highlights
- Using different prediction methods for different time spans improved forecast
accuracy.

«  Local processing kept monitoring and control available even when remote
services were disrupted.

- Lightweight communication supported reliable smart home operation with
modest hardware.

Keywords Internet of Things, Smart Home Energy Management System, Multimodal,
EMA, LSTM, ARIMA, MQTT protocol
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1 Introduction

Recent advancements in wireless communication and IoT technologies, enabled the
development of several consumer electronics devices that evolve around IoT-enabled
home automation systems [1-5]. IoT refers to the interconnection of everyday objects
such as sensors and embedded systems through the Internet, allowing them to commu-
nicate and exchange information seamlessly [6]. In smart home environments, IoT tech-
nologies aim to enhance immersion and pervasiveness by enabling smooth access to and
interaction among a wide range of household devices [7]. This growing connectivity is
expected to support the development of various applications that rely on the large vol-
ume of data generated by smart devices, while also offering improved services and user
experiences for residents. Figure 1 depicts the general smart home environment which
portrays the interaction of the home occupants with their home automation system and
regulate the settings accordingly for efficient functioning. In general, the smart home
consists of appliances, devices, and sensors that record data related to their respective
tasks, day to today activities of the home occupants and the utility consumption of the
devices. Each of these sensors captures a specific aspect of the home environment, and
their outputs represent distinct data modalities. Integrating these heterogeneous sources
results in multimodal data, which provides a more holistic and context-aware view of
household activities and energy usage patterns. Unlike unimodal systems that rely on
a single type of sensor signal, multimodal approaches can exploit the complementary
nature of different data streams to enhance learning accuracy and robustness.

However, efficiently processing and analyzing this multimodal data from different sen-
sors in real time remains a significant challenge. Edge type computation with machine
learning seems to be a better possibility in dealing with the massive multimodal data.
By shifting computation closer to the data source, edge computing enables low-latency
processing, reduces the reliance on cloud infrastructure, and enhances data privacy
by minimizing transmission of sensitive information. In the context of SHEMS, edge-
enabled solutions allow for rapid, localized decision-making based on real-time sensor
inputs [8]. Also, they will be able to get a detailed analysis of consumer usage and pat-
tern for using different appliances via personal phone or computer. Figure 2 shows the
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high-level architecture of the proposed SHEMS, which is easily scalable relies heavily
on the local server therefore making the system more robust and secure. Here the deep
learning layer which is used for power consumption prediction forms a part of the local
server rather than the cloud.

Rest of the paper is organized as follows. Section 2 discusses the related work followed
by the system architecture in Sect. 3. Software architecture and its implementation is
discussed in Sects. 4 and 5 respectively. Evaluation and testing phase is presented in
Sect. 6 with final conclusions drawn in Sect. 7.

2 Related works

Energy consumption prediction aid in efficient resource management. More and more
researches explore the combination of IoT infrastructure and Machine Learning (ML)
algorithms to achieve energy consumption monitoring. Long Short-Term Memory
(LSTM) has become a common method for energy consumption prediction in smart
homes due to its excellent time series modeling capabilities [9]. In [10], Malik et al. com-
pared various time series models such as Auto Regressive Integrated Moving Average
(ARIMA) and Seasonal Auto Regressive Integrated Moving Average (SARIMA). ARIMA
captures the timing and accuracy of time series data, SARIMA introduces external fac-
tors to enhance the accuracy of prediction. LSTM performs well in predicting energy
consumption due to its ability to capture complex temporal dependencies. Lu et al.
[11] predicted energy consumption with Temporal Kolmogorov-Arnold Transformer
(TKAT), an attention-based model that combines the strengths of Kolmogorov-Arnold
Networks (KANs) and Transformer architectures. TKAT draws on the Temporal Fusion
Transformer (TFT) structure and combines the attention mechanism to capture both
short-term and long-term dependencies. It simplifies temporal relationship modeling
through the KAN structure and combines energy prediction with XAI to provide a more
accurate and understandable prediction system for smart home energy management.
The accuracy rate is 5.6% higher than the baseline model. The application of optimiza-
tion algorithms in smart home energy management mainly focuses on equipment sched-
uling and energy efficiency optimization [12]. The application of optimization algorithms
in smart home energy management mainly focuses on equipment scheduling and energy
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efficiency optimization. Enhanced Northern Goshawk Optimization (ENGO) intro-
duces velocity ratio to dynamically adjust the search speed in different individuals and
different stages. Youssef et al. optimizes energy usage strategies with ENGO [13], allow-
ing users to reduce electricity bills without sacrificing comfort. However, ENGO cannot
relocate rapidly when encountering a dynamic environment. The self-adaptive capability
of Improved Bald Eagle Search (IBES) solved this problem well. The Gaussian mutation
mechanism in IBES dynamically adjusts the search strategy according to the feedback
during the search process, thereby maintaining search diversity and adaptability in a
changing environment. Youssef et al. proposed IBES algorithm for dispatching and com-
plex management to reduce electricity costs and peak load [14]. For the non-stationary
and nonlinear problems existing in smart home energy consumption data, Jrhilifa et al.
introduced Variational Mode Decomposition (VMD) [15]. It decomposes the original
power time series into several Intrinsic Mode Function (IMF) with different frequen-
cies. Each Intrinsic Mode Function (IMF) captures a specific oscillatory component of
the original signal, effectively separating noise and preserving essential information.
These IMFs are individually processed by Bidirectional Gated Recurrent Unit (BI-GRU)
networks, and their respective prediction outputs are aggregated to generate the final
power consumption forecast. This model was applied to electricity forecasting and
achieved an MSE of 0.0038. Federated Learning (FL) is a distributed learning method
that allows multiple devices to train on local data without uploading the data to a central
server. This has important application value in the field of smart homes [12]. Moraes et
al. [16] proposed a federated learning-based energy consumption prediction model. FL
combined with CNN-LSTM, multiple devices can jointly train the model while retain-
ing data privacy. The MAE of this method is verified to be 0.125 under low computing
resources, and it can still run efficiently under low computing power. Deep Reinforce-
ment Learning (DRL) is a method that combines reinforcement learning with deep
neural networks. It can continuously optimize strategies by interacting with the envi-
ronment in an uncertain environment. Aldahmashi et al. [17] proposed Proximal Policy
Optimization (PPO), which combined deep learning with the proximal policy optimiza-
tion framework to improve the stability of policy updates. Researchers models SHEMS
as a Markov decision process, PPO collects state, action, and reward data by interacting
with the environment, uses these experiences to estimate the advantage function, and
introduces a clipping mechanism to stabilize the update strategy. Experimental results
show that this method reduces electricity costs by 31.5% and improves the power factor
from 0.44 to 0.9. Nowadays, SHEMS has gradually evolved from single device control
to comprehensive optimization driven by user behavior modeling and multimodal data.
Dasappa et al. [18] proposed a multi-sensor data fusion framework Energy Management
for Smart Spaces (EMSS), which realizes human behavior modeling and personalized
energy-saving recommendations based on “micro-moments” by integrating multi-
source sensor data under the edge-cloud architecture. The system not only introduces
high-level, medium-level, and low-level data fusion strategies, but also designs a syn-
thetic data generator to support energy-saving scenario simulation and algorithm verifi-
cation under multiple building types, and provide users with personalized energy-saving
suggestions. But the limitations of this study are that it does not take into account user
privacy and security and lacks extensive validation on real user data. In this paper, we
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propose a novel secured platform that leverages multimodal sensing data for accurate
energy consumption prediction of IoT devices in smart home environments.

3 System architecture
Adhering to the aforementioned related works, the proposed system’s architecture is as
follows:

3.1 Home automation

+ Sensor data collected from the individual sensors and sent to the local server (SoC),
are forwarded to the centralized server.

+ The SoC processes the data before sending it to the cloud. It retains the backup of the
sensor data in the database and generate relevant results from raw data.

+ Platform independent local and remote device monitoring and control system is
required.

» Communication takes place using secure and lightweight protocols.

+ The application allows clients to view energy consumption reports and the status of
devices.

3.2 Home security

o Access restricted only the authorized person to enter the house using RFID
verification or their smart devices, followed by face verification.

« For communication between devices and the server, internally and externally, data
packets are encrypted.

+ Clients are alerted in case of an emergency and assisted to contact an emergency
service if needed.

3.3 loT device and sensors

IoT devices and sensors are configured in the home environment setting. Sensors for
temperature, humidity, light, current, voltage, PIR, LDR, RFID, camera, and ultrasonic
are integrated using different MCUs and are used for capturing real-time indoor data.
This environmental data is transmitted to SoC (local server) for processing, which is
later sent to the system configured within a built-in repository for further processing.
The system is complemented with a Python-based dashboard (PyQt) to monitor these
indoor data in real-time [19]. Indoor environmental data gathered by the sensors are
embedded on the chip and forwarded to the communication modules.

In this way, the proposed system is used for both monitoring as well as controlling the
devices of the building. Besides this, cameras are only used for face verification and not
to monitor activities inside the house as it may lead to privacy concerns. In addition to
these sensors, several relay modules are used for controlling the home appliances. A sin-
gle current sensor is used to determine energy consumption and generate more detailed

results using bespoke algorithm, which is tailored over the deployed dashboard.
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Table 1 Specification of micro-controller

Components Description

Memory 32 Mb Flash

CPU clock 80 MHz

Digital pins 13

Analog pins 1

Energy 33V

Communication UART, SPI, 12C, and Wi-Fi

Table 2 Specification of SoC

Processor RAM Clock
SoC 1 Quad core 1GB 14 GHz
SoC 2 Dual core 520 MB 650 MHz

3.4 MCU system
The core component of the proposed system is an MCU with 32 Mb flash memory. They
are used to control several IoT devices and send real-time data of different sensors to

SoC through wireless communication. Table 1 shows MCU specifications.

3.5 Local server

In a proactive home automation and security system architecture, Linux based SoC is
responsible for providing a gateway to all the sensors and micro-controllers. This helps
to gain access to the online servers for automation functionality and process the raw
data collected from sensors, thereby aids in optimal resource utilization. Users will be
able to interact with SHEMS via online and offline mode since all the functionalities are
implemented locally over SoC. Table 2 gives better insight for different SoC that are used
to deploy the SHEMS. A detailed comparative analysis in terms of speed and accuracy is
done in the later section of this paper.

4 Software architecture

The proposed system has four major modules which are as follows:

4.1 Data collection module

As discussed in the previous section, different sensors are used to monitor and capture
the multimodal indoor environmental data. Raw data is first processed and transmit-
ted to the online server to reduce delays and packet drop. Microcontrollers continuously
read sensor data and transmit the readings to the communication module using MQTT
protocol. Along with the published message, House ID, User ID, Device ID, Sensor
ID, and Sensor value are also published, which aids to trace and monitor them in case
of delays. The SoC publishes the control values for different actuators using the same
method, as stated above.

4.2 Communication module

1) MQTT

MQTT protocol is used for communication between the devices and servers. It is light-
weight, fast, and data can be sent using three QoS levels. For different application, dif-
ferent QoS level is used to send data. MQTT server is created on SoC. Microcontrollers

Page 6 of 17
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subscribe to the respective rooms they are controlling. They publish the sensor data and
parallelly read the data published by the SoC and work accordingly. SoC sends the data
to the online server where the users can control and monitor the devices. Users can also

perform the same task locally by connecting to the same network as devices.
2) Storage

The data is stored in local server as well as online server. Since the values are present in
both the servers, it helps the system to revert back to its previous state, in case of system

failures.

4.3 Prediction module

This module is responsible for predicting energy consumption using data from the cur-
rent and voltage sensors. It is implemented using LSTM and ARIMA techniques to
calculate the energy consummation for a week and the whole year. This module is also
responsible for pre-processing the raw sensor data.

4.4 User application module

Two modules are developed. One is deployed for an online server, while the other for
the local server. Both are platform independent. Qt designer is used for designing the
software and is further implemented on Python; thus, it can be run on any device that
supports Python. For those devices which supports C++, Qt also enables them to deploy
the application in C++. For online platform, it is deployed using standard web develop-
ment languages. An API key is required to authenticate the connection. Access to data
like energy consumption is provided to the administrator to calculate the bill and notify
users. Figure 3 shows the complete sequence diagram, which covers all the modules

described above.

5 Implementation

A prototype is designed, built, and tested in the lab to validate the architecture of the
proposed system. For predicting the power consumption of an individual household,
UCI dataset [20] is used. This dataset was gathered in a house located in Sceaux (7 km
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from Paris, France) between December 2006 and November 2010 (47 months). It con-
tains power consumption data with 9 attributes and respective dates with sampling rate
of 1s.

5.1 Next-day energy consumption
We have gathered the energy consumption data for each day and then used it for pre-
dicting the next day’s energy consumption. Standard averaging is computed by taking
mean of all the previous values, and output can be seen in Fig. 4.

Exponential Moving Average (EMA) is calculated using (1)

Xt+1 = EMAt = Y * EMAt_l + (1 + ’Y) * Xt (1)

where the initial value, EMA,=0 and the contribution of new value is decided by the
value of y. The result of EMA is portrayed in Fig. 5.

The simulation results of Figs. 4 and 5 reveal that, EMA predicts the next day’s energy
consumption with fairly a good accuracy. But when it comes to predicting the energy
consumption for multiple days, the values remain constant. To address this issue, stan-
dard averaging was used. But, since the experiments reveal that Mean square error
(MSE) of standard averaging is 0.0006, while that for EMA is 0.00024, EMA is found to
be optimal for predicting the next day’s energy consumption.

5.1.1 General trend

Since ARIMA is used for the short-term forecasting, the same data pre-processing
is used as described earlier. The data is divided into training dataset and test dataset.
The training dataset is trained for 159 weeks and the test dataset for 46 weeks. After
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training the model, the predicted model gave RMSE (Root Mean Square Error) of about
373.169 as shown in Fig. 6, and when the test dataset was computed for nine weeks,
RMSE was about 368.239 as shown in Fig. 7. When LSTM was deployed for the same
task, it produced RMSE of about 377.311, which higher when compared with ARIMA.
Figure 8 shows the actual and predicted active energy consumption. It can be inferred
from the graph, that ARIMA model does not give accurate predictions wherever peaks
are present.

In order to predict the energy consumption for the whole year, train data was consid-
ered for three years, while test data was considered for a year. The data was also scaled
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between 0 and 1. Prediction using LSTM had RMSE of 0.0457, while that of ARIMA
had RMSE of 0.0771, as shown in Figs. 9 and 10. Though this proves that LSTM model
predicts the peaks more accurately than ARIMA, the prediction of per hour data using
LSTM shows loss with the increase in training data (Fig. 11).
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5.2 User application and emergency services

All devices can be controlled using online and local server user interface. Users must
log in to their accounts to control and monitor their devices. Since the computations are
done on SoC, UI present in SoC has a feature to predict and generate graphs for energy
consumption. Apart from this, it has other basic functionalities that are used to display
the following: house occupants, emergency status and contact details, temperature and
humidity. This information will be sent to the emergency service in case of any disaster,
enabling them to retaliate and act. For instance, in case of gas leakage, Ul also has an
additional feature to enable the windows to open automatically and caution the users
and neighbors accordingly.

Figure 12 shows the main window of the smart Home Automation and Security Sys-
tem (HASS) application. It is designed using Qt designer and integrated with Python
using PyQt. It is lightweight and has all the features listed above. The UI on edge is kept
minimal as SoC used for implementation have limited resources. Moreover, executing
both prediction model as well as face detection model parallelly while running a high-
end application can cause overheating of the board, eventually damaging it and affecting
its performance. Figure 13 shows the energy consumption trend for a single household,
which is further compared against multiple households (Fig. 14). Remote application for
controlling the devices is portrayed in Fig. 15

6 Evaluation and testing
A set of criteria metrics were developed to evaluate the performance with respect to
scalability, speed, and security.

6.1 MQTT

To evaluate the latency, throughput, and packet drops, MQTT protocol was deployed
for network analysis. For relative assessment, consecutive packets in the range of 10, 100,
1000, 10,000, were sent to the local server with reliability of the following QoS levels:
QoS 0, QoS 1 and QoS 2. The packet loss for different QoS levels is tabulated in Table 3.
It is observed that mostly a very small number of packets are dropped using QoS-2, thus,
it is used only during critical operations like access to enter the home. QoS-1 is used in
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situations like sending emergency requests along with the acknowledgment of receipt.
QoS-2, in this case, will lead to delay in the transmission of multiple data, while QoS-0,
cannot assure the successful receipt of the request. For sending sensor data, QoS-0 is
deployed.

The proposed model is further improved by connecting all the microcontrollers to
SoC in order to reduce the number of connected devices. SoC combines the data and
then publishes it on the server. Moreover, it keeps the connection active for a certain
period for sending multiple data. This reduces the network overload, thus saving up to
242 bytes per transmission. The improved model is also robust to online server crashes,
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Table 3 Packets dropped for different QOS level

Packets
QoS 10 100 1000 10,000
0 0 0 0 0
1 0 0 0 0.016%
2 0 0 0.125% 0.0025%

by ensuring normal functioning of the local server. In case the user is not able to control
devices from a remote location, they will be able to get the complete control once they
are connected to the local network. The sensor data will be saved on the local server,
and once the server is back to operation, it can sync in with the sensor data stored in the

local server.

6.2 Prediction model
The prediction model is one of the core models that is implemented onboard. This model
aids in reducing the network overload thus ensuring optimal resource management.
Figures 16 and 17 shows the comparison between the CPU and RAM usage, respec-
tively, for face detection in SoC 1 and SoC 2. Comparison between the CPU and RAM
usage for energy consumption using ARIMA model in SoC 1 and SoC 2 is depicted in
Figs. 18 and 19. This infers that SoC 1 shows better results than SoC 2, as the former
has a better processor and RAM. While the implementation on SoC 2 is done using it
as SoC with no gate level coding, each process significantly consumes more time. For



Perumal et al. Discover Internet of Things (2026) 6:95

CPU Usage
100 T . T :

90

80

70

60

50

Percentage

40

30

20

10

Time(Sec)

Fig. 16 CPU performance comparison for different SoC for face detection

RAM Usage
400 T . T .

350

w

o

o
T

N

(42

o
T

Memory(MB)
N
o
o

=

(&)

o
T

100

0 Il 1 L 1 * L

0 5] 10 15 20 25
Time(Sec)

Fig. 17 RAM performance comparison for different SoC for face detection

40

Page 14 of 17



Perumal et al. Discover Internet of Things (2026) 6:95 Page 15 of 17

CPU Usage

60 T T T
| | \ N

s L. J ]

a0 1

SoC 2
SoC 1
30 2

20

Percentage

0 100 200 300 400 500 600 700 800
Time(Sec)

Fig. 18 CPU performance comparison for different SoC for ARIMA

RAM Usage
90 T T T
80 3|
70 i =
SoC2
60 SoC 1 -
)
S50
=3
s |
g 40 Il |
=3
30 =1
20r =1
10 8
0 L L 1 L | ] [
0 100 200 300 400 500 600 700 800

Time(Sec)

Fig. 19 RAM performance comparison for different SoC for ARIMA

Table 4 Total time taken for face recognition

Total time (including Lib import time) (sec) Encoding (sec)
SoC 1 6.4874 0.001611
SoC?2 9.5354 0.00262
Laptop 1.94472 0.0009942

Table 5 Total time taken for energy consumption prediction

Total time (including Lib import time) (sec) Encoding (sec)
SoC 1 511.66875 511.54790
SoC?2 735.89700 735.77322
Laptop 53.5244612 53.37189

some tasks when the overlay was created and integrated with Python, the performance
level improved drastically. Table 4 shows the total time taken for face recognition, while
Table 5 shows the time taken by the boards for predicting the energy consumption.
In this way, the proposed system has also resolved the issue of predicting power con-
sumption for short duration accurately by using LSTM based approach for long term

prediction.
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7 Conclusion

This paper presents a deep learning-based Smart Home Energy Management System
(SHEMS), which is optimized so that it could be deployed over a local SoC-based server.
The system integrates various environmental and device-level sensors to collect multi-
modal data, allowing for energy consumption prediction for the smart home environ-
ment using EMA, LSTM and ARIMA over different Linux based SoCs which are used
as local server. The proposed system uses EMA for predicting the next day’s power
consumption, ARIMA for short term and LSTM for long term power consumption
prediction. Experiments reveal that Exponential Moving Average (EMA) produced an
optimized output with MSE of 0.00024. Moreover, this algorithm uses fewer resources
and less time to compute as compared to other deep learning algorithms that were
implemented, and at the same time, fails for predicting the power consumption for mul-
tiple days. Whereas, LSTM, which was used for predicting energy consumption for a
year, had better accuracy with an RMSE value of 0.0457. This concludes that choosing
an algorithm based on the time duration gives better overall results. Thus, the proposed
system is efficient, secure, and responsive, making it well-suited for real-world smart
home environments where edge computing and multimodal sensing are essential.

In the future, we plan to extend this system by integrating user activity recognition
to further personalize energy control strategies. Additionally, incorporating deep rein-
forcement learning for dynamic scheduling and exploring privacy-preserving techniques
will help improve adaptability, scalability, and data security in multi-user smart home

scenarios.
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