
se secre 
GEORGE TOWN: A secret family password 
01, pl1rase ca11 l1elp spot scaffilners as AI 
voice-cloning technology l1as becon1e 
iI1c1,easingly 1·ealistic, said Universiti Putra 
Malaysia Facult_y of Con1pute1· Science a11d 
Int·orn1ation Technolog-y associate profes­
s01· Dr Nt1r Izura Udzir. 

".Just as ba11l<s t1se secu1ity questions, 
people can also J1ave a lJassword or pl11·ase 
kno,"111 only to tl1ei1· family n1embe1·s," sl1e 
told theSun. 

Sl1e said AI could no,,v prodt1ce voices 
tl1at sot1nd ren1arkabJy lil<e real people, 

ass 
copying not just tJ1e way tl1ey speal< but also 
tl1eir to11e, accent a11d en1otions. 

She said some systen1s could even n1in1ic 
bt'eathing patterns, n1aking it difficult for 
111.any people to tell tl1e diffe1,e11ce bet\ivee11 
a genuine \tqic,e a11d ~n(U-~~ne1·p.-ted1qne, 

Nur tzu1,a said altl10L1gh tJie tecnn:dlogy 
I1as ma11y legitin1ate t1ses in a1·eas s1tcl1 as 
education, e11tertai11n1ent a11cl cL1sto111er 
service, scam1ne1· a1·e fi11di11g ways to 
exploit it. 

''When tl1e voice sou11ds exactly lil<e 
son1.eone we know, we can easily beJieve it 

is con1i11g fron1 a trusted person. Anybody 
ca11 fall victin1 to tl1is.', 

Sl1e said voice-cloning tools a1~e becon1-
iI1g cheaper and easier to access, witl1 son1e 
available th1·ougl1 con1111e1~cial platfo1·n1s 
,and o,tl)ers t1i11·ough open-soLtrce software. 

Nu1, ]zu1·a said sca111n1e1,s do [lOt r·eJy on 
cloned voices alo11e as 1·eal-tin1e ,1oice-1nod­
ulating de,rices are also a,,ailable, aJlowi11g 
a l1t1man calle1· to alter l1is voice live clt11i11g 
a conversation to sound like son1eone tl1e 
victim k11ows. 

0 Tl1ey can also manipulate calle1· identi~ 

sca ___ n11ners 
ficatio11 S)1sten1s so tl1at calls appear to 
con1.e f1,01n a family 1nember, fr·iend 01, 

son1eone whose nan1e is aJ1·eady stored in a 
victin1's contact list.1' 

Sl1e said tl1e dange1· i11c1,eases wl1e11 
scamn1e1~s create panic by clainling that a 
loved one l1as bee11 kiclnapped. involved 111 

a11 accident or detained b_y autl101·ities. 
Sl1e added that son1e scan1me1~s are also 

usi11g AI syste111.s tl1at could 1·espond dt11·ing 
conversations, a110,1Ving tl1en1 to interact 
witl1 victims in real tin1c rather tl1an rel.\ri11g 
on {)re-recorded n1essages. - The S11n 


