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Description

Title of Invention : A METHOD FOR TCP CONGESTION IN
MULTIHOP WIRELESS NETWORK

FIELD OF INVENTION

[0001] The present invention relates to a method for managing congestion in a

wireless network protocol.
Background Art

[0002] The widespread deployment of multi-hop wireless networks (MWNSs) that
employ IEEE 802.11 as the underlying technology has attracted a great deal of
research attention in both academia and industry. Transmission control protocol
(TCP) is the most dominant reliable transport protocol that serves a large number
of applications including web (HTTP), file transfer (FTP), email (SMTP), and
remote access (Telnet) traffics. Currently, TCP carries more than 90% of today's
Internet traffic and 80% of the total number of the flows in the Internet. Therefore,
TCP becomes the natural choice for supporting reliable transmission over
wireless networks. As multi-hop wireless technology further proliferates, it is
expected that TCP will be used much more often over multi-hop wireless
networks. Although TCP has shown an efficient performance in wired networks,
its deployment in MWNSs suffers from extreme performance degradation and poor
bandwidth utilization. This is basically because the assumptions behind TCP

design were initially inspired by the features of wired networks.

[0003] In fact, wireless networks are characterized by limited bandwidth, half
duplex link, shared medium and random Bit Error Rate (BER). These
characteristics render wireless networks to be substantially different from wired
networks. Moreover, the resources available to wireless networks such as
bandwidth, buffers and power are limited compared to wired networks. This
problem is even more significant in MWNs as the absence of enough resources
for the nodes not only affects their own performance, but also, the performance of
other nodes due to forwarding property. Therefore, TCP protocol should be

improved to optimise these resources efficiently.
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[0004] It is well known that congestion control is one of the main mechanisms
of TCP which controls the amount of packets sent into the network. Although this
mechanism is tuned to perform well over traditional wired networks, the implicit
assumption that any packet loss is due to congestion is not valid for multi-hop
wireless networks. Unfortunately, wireless networks suffer from other types of
losses that are not related to congestion, such as medium access contention
complicated by the hidden and exposed terminal problems, shared path collision,
route failures caused by node mobility, unpredictable channel errors, and limited
wireless transmission range. When a packet is detected to be lost, TCP treats
this loss as a sign of network congestion. As a result, it slows down its
transmission rate or even experiences unnecessary timeouts. In addition, TCP is
not properly adapted to the high variability of latency caused by wireless

contention which often results in spurious timeouts.

[0005] Moreover, the congestion control mechanism of TCP cannot accurately
adjust the sending rate to suit the transmission rates of wireless and this may
cause either underutilized or overloaded bandwidth. In addition, the aggressive
window increase policy of TCP itself is considered one of the critical reasons for
poor TCP performance in multi-hop wireless networks. Due to the above factors,
TCP needs to have some effective means to determine these events accurately

so as to allow it to react appropriately.

[0006] Therefore there is a need for an invention within the framework which

can overcome the above congestion problem.
Summary of Invention

[0007] According to an aspect of the present invention, the present invention
provides a method for TCP congestion control in Multi-Hop Wireless Network
comprising: sending packets by a sender (100); characterized in that observing
RTT and IAT of TCP ACK value to estimate the current network conditions (200);
conducting increase-decrease of cwnd of the rate of TCP (300); and conducting
loss reaction mechanism whenever TCP detects the loss by duplicate ACK or
timeout (400).
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[0008] The above provision is advantageous as the present invention
efficiently estimates the network condition, distinguishes between losses, and

adaptively controls the data packet transmission is required.

Brief Description of Drawings

[0009] The present invention will be fully understood from the detailed description

given herein below and the accompanying drawings as follows:
Fig.1

[0010] [Fig.1] is a flowchart of a method for TCP congestion control of the present

invention.
Fig.2

[0011] [Fig.2] is a flowchart of the step of observing RTT and IAT of TCP ACK value
to estimate the current network conditions (200) of the present invention.

Fig.3

[0012] [Fig.3] is a flowchart of the step of conducting increase-decrease of cwnd of
the rate of TCP (300) of the present invention.

Fig.4

[0013] [Fig.4] is a flowchart of the step of conducting loss reaction mechanism
whenever TCP detects the loss by duplicate ACK or timeout (400) of the present

invention.
Description of Embodiments

[0014] As illustrated in FIG. 1, the present invention relates to a method for
managing congestion for TCP in Multi-Hop Wireless Network comprising: sending
packets by a sender (100); characterized in that observing RTT and IAT of TCP
ACK value to estimate the current network conditions (200); conducting increase-
decrease of cwnd of the rate of TCP (300); and conducting loss reaction
mechanism whenever TCP detects the loss by duplicate ACK or timeout (400).
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[0015] The step of observing RTT and IAT of TCP ACK value (200) as in FIG.
2 further comprising: determining current RTT once ACK returns to the sender
(201); determining minimum RTT once ACK returns to the sender (203);
determining IAT of ACK (205); and determining average time of receiving ACK in

normal state (207).

[0016] The step of conducting increase-decrease of cwnd of the rate of TCP
(300) further comprising: calculating RTT ratio on the receipt of an ACK (301);
normalizing the RTT ratio on a linear scale of 0 and 1 (303); and mapping
normalized RTT ratio to an increase-decrease action parameter or constant (305)
as illustrated in FIG. 3.

[0017] The step of conducting loss reaction mechanism (400) further
comprising: retransmitting corresponding segments and maintaining its cwnd
(401); keeping its cwnd if IAT of duplicate ACK is less or equals the average time
of receiving ACK (403); decreasing the cwnd if duplicate ACK is lesser than the
average time of receiving ACK (405); waiting for a second timeout to make a
decisionin window reduction whenever the event of timeout happens (407); and
reducing the cwnd (409). The above provisions are illustrated in FIG. 4.

[0018] The following detailed description of embodiments provides methods
that optimize TCP performance in multi-hop wireless network. The present
invention can be considered as a new TCP setup and will be called here in as
TCP with adaptive congestion control (TCP-ACC). Since TCP-ACC does not
seek any explicit feedback about the current network state, it maintains the round
trip time (RTT) and the inter-arrival times (IAT) of TCP ACK value to estimate the
current network conditions. Learning network state helps TCP-ACC to take
proactive measures of the congestion and contention levels in the network.
Moreover, TCP-ACC takes into account the delays that ACK packets are
subjected to, due to the delayed ACK mechanism at the receiver side. Unlike
most TCP variants, which increase and decrease their rate in several phases in a
deterministic manner, TCP-ACC has only one phase that adaptively increases
and decreases the rate of TCP using a mechanism called Adaptive Increase
Adaptive Decrease (AIAD). Moreover, TCP-ACC detects the loss by time-out or
duplicate ACK as in most TCP variants, but with a new mechanism of loss
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reaction. An extensive description of TCP-ACC mechanisms is provided in the
following subsections:

CAPTURING NETWORK CONDITION

[0019] To avoid the reliance on any explicit feedback about the network conditions
from either the underlying layers or intermediate nodes on the path, TCP-ACC
infers network conditions by observing both RTT and IAT values. The main
components of this part include estimation of RTT,minRTT, IAT, in order to
compute , , and mapping these values to parameters used to define actions to
be performed.

RTT Samples Collection

[0020] Note that RTT is mainly used to compute the retransmission timeout value in
the legacy TCP. However, TCP-ACC utilises the RTT values to learn the trends
in the changing network conditions, that is, whether the network is free from
congestion or getting congested. The key observation is that a long RTT
generally indicates congestion. Hence, TCP-ACC uses RTT values as it allows
accurate estimation of the network state which results in flexible and finer

updates in the .

[0021] An RTT sample is measured as the time difference between the point where
a packet is transmitted and the point where the associated ACK returns to the
sender. If the incoming ACK belongs to the same transmitted packet, RTT value
will be measured or it will be ignored otherwise. Since some TCP receivers may
not generate ACK for every data packet received (delayed ACK), RTT value then
will be measured as the average of number of packets that is covered by one
ACK. This collection process operates fairly well under normal situations.
However, a packet loss may inflate an RTT sample and consequently affect the
collection accuracy. Thus, TCP-ACC ignore the RTT sample when a packet loss
occurs. Equation (1) expresses the procedure of collecting RTT samples in TCP-
ACC.

[0022] [Math. 1]

tTi - ]
currentRTT = CurrentTime — SentTime ()

Seqno — Lastacked
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[0023] The CurrentTime is the time of receiving new ACK, while SentTime is the
time of sending the corresponding packets. The parameter Seqgno represents
the sequence number of the packet that the current ACK is acknowledged.
Where as, the parameter Lastacked is the sequence number of the previous
ACK. As several packets can be acknowledged by one ACK, the RTT is
measured as an average of the total time taken by theses packets until their ACK
is received over the number of these acknowledged packets.

Measuring Minimum RTT

[0024] For the first packet sent minRTT is equal to the RTT of that packet. Then for
each ACK received, TCP-ACC updates minRTT by the currentRTT<minRTT if .
Measuring minRTT is given by Equation (2).

[0025] [Math. 2]

CurrentTim e — SentTime iffirstpac ket
minRTT = currentRTT ifcurrentRTT < minRTT (2)
minRTT ifcurrentRTT > minRTT .

Measuring ackIAT and safelAT

[0026] For each ACK received, TCP-ACC measure the inter arrival time of ACK
ackIAT using Equation (3).

[0027] [Math. 3]

AckIAT = CurrentTime — LastackedTime "
Segno— Lastacked

[0028] This value is used to compute safelAT which is the average time of receiving
ACKs in the normal state. The safelAT is used to alleviate IAT variability and is

expressed in Equation (4).
[0029] [Math. 4]

safelAT = a*ackIAT + (1 — o) * safel AT (4)
[0030] A typical value used for a is 0.125, which gives a low weight to the current

and high weight to the historical average of |IATs represented by safelAT . Lower

a avoid an safelAT being skewed by any spikes in the measured IATSs.
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ADAPTIVE INCREASE ADAPTIVE DECREASE

[0031] As RTT values allow accurate estimation of the network state, it is possible to
determine the number of bytes by which the cwnd should be increased or
decreased by learning the congestion level in the network. The working
mechanism of AIAD is described as follows.

Calculating RTTRatio

[0032] On receipt of an ACK, TCP-ACC obtains the current level of congestion and
contention from currentRTT and minRTT values into RTTRatio parameter. As

shown in Equation (5), the RTTRatio is normalized on a linear scale of 0 and 1.
[0033] [Math. 5]

inRTT
RTTratio = ——"2 (5)
currentRTT

[0034] In summary, when RTT value is close or equal to minRTT , RTTRatio gets a
value close to 1. RTTs that resulted in such values for RTTRatio is called short
RTT. In contrast, the RTT values that are significantly higher than are called as
long RTTs. In this case, RTTRatio gets a small value close to 0. Long RTT is

usually caused by congestion or contention in the network.

Mapping RTTRatio to

[0035] As the network conditions can be learned from the normalized network
response parameter RTTratio , TCP-ACC defines Equation (6) to map RTTratio

to an increase/decrease action parameter called . When RTTrario is at the

maximum value (RTTratio = 1), n gets a value close to 1.

[0036] [Math. 6]

= Dk () —
n=2%*RTTratio—1 (6)

[0037] When RTTRatio is close to 0, n will get a value close to -1. The value of »

will be used to increase or decrease the cwnd. In summary, the parameter
reflects the number of bytes that TCP should increase or decrease its cwnd to

accommodate the network condition. » results in a flexible and finer updates in

the congestion window.



WO 2016/072836 8 PCT/MY2015/050119

Action Selection

[0038] The mechanism of increasing and decreasing cwnd in TCP-ACC has two

important features.

[0039] Finer and flexible update in congestion window: In TCP-ACC, the amount of
increase or decrease in cwnd is not fixed as in TCP. Because of this, TCP-ACC
overcomes the problems caused by the aggressive and deterministic nature of
TCP in updating the congestion window. When required, it can increase its cwnd
by more than one MSS and it can even decrease its cwnd by few bytes or even
keep it untouched.

[0040] Dynamic action selection: In TCP-ACC, the action selection (i.e., increasing
or decreasing cwnd ) is dynamic rather than deterministic. That is, when incipient
congestion is detected, TCP-ACC can decrease the congestion window even on
receiving ACKs. This directly helps TCP-ACC to take proactive measures to
counter the congestion and reduce the packet loss due to congestion. Using n

and g, TCP-ACC selects an action which is essentially an amount of increment

or decrement in the congestion window as in Equation (7). TCP-ACC maintains

£ and n for each session (or flow) separately.

[0041] [Math. 7]
cwnd = max(f*cwnd +n,1) (7
[0042] Like other TCP variants, TCP-ACC prevents buffer overflow at the receiver by
dynamically adjusting the number of packets which are ready to send ( win )
according to the minimum of advertised window (awnd ) and cwnd . It also

considered the unacknowledged packets which are still in flight as shown in
Equation (8).

[0043] [Math. 8)

win = min(cwnd ,awnd) + lastacked — seqno 8)
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LOSS AND RETRANSMISSION

[0044] In multi-hop wireless networks, the loss can be attributed not only to
congestion but also to wireless link errors, frequent route failures, fierce medium
contention, mobility and high BER. When a packet is detected to be lost, TCP
slows down the sending rate by decreasing its cwnd considering the loss is
caused by congestion. In contrast, congestive losses in TCP-ACC occur rarely as
it uses a proactive mechanism to reduce its cwnd to avoid congestion as early as
possible. In addition, TCP-ACC defines two other mechanisms to react to the
losses when it occurs either due to time-out or duplicate ACK. When a loss is
indicated, TCP-ACC retransmits the corresponding loss segment and maintains

its ewnd to avoid such losses using the following mechanisms.

Duplicate ACK

[0045] Duplicate ACK (duback) is triggered by receiving out of order packets. Each
duback contains the sequence number of the last packet received in-order.
Therefore, it is not beneficial to measure RTT in this case and thus TCP-ACC
sets n to zero. Instead, TCP-ACC uses IAT of TCP ACKs to learn the network

state. As the duplicate ACK is generated immediately after an out of order packet
is received, the IAT of duplicate ACK (dupackIAT ) can be measured using

Equation (9).
[0046] [Math.9]

dupackIAT = CurrentTime — lastackedTime )

[0047] In this case, TCP-ACC keeps its cwnd if dupackIAT is less or equal to the

safelAT , otherwise it will decrease the cwnd by computing £ as in Equation (10).
[0048] [Math.10]

1 dupackIAT < safelAT

- IAT
B =1 SUeIAT o ackIAT > safelAT .
dupackIAT

(10)
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Timeout

[0049] Time-out occurs if an ACK is not received within a certain time RTO. In MWNs,
ACK can be lost due to other reason not related to congestion. In this case, TCP
will experience timeout and retransmit not only the missing packet, but also all

the packet in the same window and invoke slow start by reducing its cwnd to 1.

[0050] To avoid such cases, TCP-ACC uses its AIAD mechanism to avoid
congestion and when the loss occurs, TCP-ACC considers it as a random loss.
Thus, it does not blindly reduce its cwnd for the first timeout. As TCP-ACC is not
able to use RTT or IAT due to the absence of ACK, it waits for a second timeout
to make a decision on window reduction. TCP-ACC use Equation (11) to

measure f.

[0051] [Math.11]

p=—1 an

noTimeouts

[0052] The value of g will reduce the cwnd by a ratio of the number of consecutive
time-outs (noTimeouts). However, this mechanism is used as a provisional
procedure since the proactive mechanism of TCP-ACC avoids such timeout as

early as possible.
TCP-ACC as a whole

[0053] In the normal state the value of » and g will be close to 1. In this case the
cwnd Wwill increase rapidly. If a congestion is sensed, the amount of that
congestion will be reflected in the n parameter. The cwnd will be decreased
based on the amount of the congestion unless the cwnd reaches its minimum
value of 1. TCP-ACC also uses the inter arrival time of ACK to measure the
safelAT in the normal state. This value will be used to measure the network state
at the occurrence of loss due to duplicate ACK. In this case TCP-ACC can
distinguish between random and congestive losses. If a congestion is sensed, the

cwnd Will be reduced using the parameter of 3.
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[0054] In the loss state, the lost packet is predicted using the timeout or duplicate
ACK mechanisms of TCP. TCP-ACC reacts to these events by setting the value

of # according to the network state and loss type. If the network state is sensed
uncongested, TCP-ACC keeps its ¢"nd unchanged. Otherwise, it reduces the

cwnd by computing B using Equation (10) in the case of duplicate ACK and
Equation (11) if the loss is due to timeout.

[0055] The invention has been described in a preferred form only and many
variations may be made in the invention which will still be comprised within its
spirit. The invention is not limited to the details cited above. The components
herein described may be replaced by its technical equivalence and yet the
invention can be performed. The structure thus conceived is susceptible of
numerous modifications and variations, all the details may furthermore be
replaced with elements having technical equivalence. In practice the materials
and dimensions may be any according to the requirements, which will still be
comprised within its true spirit.
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[Claim 1]

[Claim 2]

[Claim 3]

[Claim 4]

Claims

A method for TCP congestion control in Multi-Hop Wireless Network
comprising:sending packets by a sender (100);

characterized in that;

observing RTT and IAT of TCP ACK value to estimate the current network
conditions (200);

conducting increase-decrease of cwnd of the rate of TCP (300); and
conducting loss reaction mechanism whenever TCP detects the loss by
duplicate ACK or timeout (400).

A method for TCP congestion control in Multi-Hop Wireless Network as
claimed in Claim 1, wherein the step of observing RTT and IAT of TCP
ACK value (200) further comprising:

determining current RTT once ACK returns to the sender (201);
determining minimum RTT once ACK returns to the sender (203);
determining IAT of ACK (205); and

determining average time of receiving ACK in normal state (207).

A method for TCP congestion control in Multi-Hop Wireless Network as
claimed in Claim 1, wherein the step of conducting increase-decrease of
cwnd of the rate of TCP (300) further comprising:

calculating RTT ratio on the receipt of an ACK (301);
normalizing the RTT ratio on a linear scale of 0 and 1 (303); and

mapping normalized RTT ratio to an increase-decrease action parameter

or constant (305).

A method for TCP congestion control in Multi-Hop Wireless Network as
claimed in Claim 1, wherein the step of conducting loss reaction
mechanism (400) further comprising:

retransmitting corresponding segments and maintaining its cwnd
(401);keeping its cwnd if IAT of duplicate ACK is less or equals the

average time of receiving ACK (403);
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decreasing the cwnd if duplicate ACK is lesser than the average time of
receiving ACK (405); waiting for a second timeout to make a decision in
window reduction whenever the event of timeout happens (407); and
reducing the cwnd (409).
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