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Occupational safety within the oil and gas industry continues to face persistent behavioural and 
cultural challenges despite advances in engineering and management systems. Many existing 
digital safety systems are primarily structured around compliance-oriented functions, such as 
incident reporting, audit documentation, and checklist monitoring, with comparatively limited 
integration of behavioural reinforcement mechanisms and user engagement strategies. This study 
presents a behaviourally informed digital intervention framework for safety culture transformation, 
operationalised through the Behavioural Occupational Safety Culture Application (BOSCA). Using a 
six-step framework grounded in behavioural-change theory, BOSCA’s architecture was structured 
into four layers; Application, Control, Security & Integration, and Data Storage each ensuring secure, 
real-time interaction between users and the backend system. System functionality validation 
demonstrated stable performance, with accurate data processing, reliable notification triggering, and 
secure data handling observed under simulated operational conditions. Usability testing involving 
ten industry practitioners indicated high user acceptance, with participants reporting clear interface 
navigation, intuitive module integration, and effective motivational feedback mechanisms that 
supported continuous engagement. The BOSCA model represents a scalable digital framework that 
bridges behavioural science with safety management, transitioning from reactive compliance toward 
proactive, data-driven behavioural engagement in high-risk industrial environments.
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Occupational safety remains a critical concern in high-risk industries such as oil and gas, where human 
behaviour and organisational culture profoundly influence accident prevention and operational resilience1,2. 
Despite decades of investment in engineering controls and safety management systems, behavioural and cultural 
dimensions of safety continue to lag behind, often emerging as root causes in major industrial incidents3,4. 
Conventional safety training and compliance mechanisms typically delivered through audits, briefings, and 
paper-based reporting struggle to sustain worker engagement or translate safety awareness into consistent safe 
practices5. This gap underscores the pressing need for adaptive, behaviourally informed digital interventions 
capable of driving continuous participation and reinforcing safety values at all organisational levels. Many 
existing digital safety systems, including iSafe Work, Safety+, and e-Safety Training, are primarily structured 
around compliance-oriented functions such as incident reporting, audit documentation, and hazard tracking, 
rather than behavioural transformation6,7. While these systems are effective in supporting regulatory compliance 
and data documentation, previous studies have highlighted their limitations in sustaining user engagement 
and influencing long-term behavioural change within organisational safety culture. These tools also provide 
limited integration of motivational and cognitive constructs, resulting in short-term engagement and minimal 
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long-term impact on safety culture. In contrast, the growing success of mobile health (mHealth) applications 
in influencing health-related behaviour provides a relevant conceptual foundation for the development of 
behaviourally informed digital interventions8. mHealth platforms have demonstrated effectiveness in promoting 
sustained user engagement, facilitating real-time feedback, and reinforcing behavioural change through 
personalised and interactive features. These systems integrate behavioural theories into digital environments, 
enabling continuous monitoring, feedback, and adaptive intervention strategies. Drawing from these principles, 
the BOSCA framework adopts a similar approach by embedding behavioural constructs such as motivation, 
communication, and competency development within a mobile-based safety management system. In this study, 
behavioural science serves as the foundational framework guiding the design of the BOSCA system. Rather 
than functioning solely as a technological tool, the platform is structured to translate behavioural theories into 
actionable digital mechanisms. The Information–Motivation–Behavioural Skills (IMB) model and behavioural-
based safety principles are applied to define how information delivery, motivational reinforcement, and skill 
development can influence worker behaviour within organisational safety systems. This theoretical grounding 
ensures that each system component is purposefully designed to support behavioural engagement, rather than 
merely facilitate data collection or compliance monitoring. This alignment highlights how behaviour-change 
mechanisms successfully applied in health contexts can be translated into occupational safety settings to enhance 
safety participation and organisational engagement9. However, unlike conventional mHealth applications that 
focus primarily on individual health outcomes, BOSCA extends these principles to organisational safety culture, 
where behavioural change must occur across multiple levels of the workforce. This distinction underscores the 
novelty of the proposed framework in adapting behaviourally informed digital strategies to complex industrial 
environments.

Safety culture is widely recognised as a critical determinant of safety performance in high-risk industries such 
as oil and gas, where complex operations, hazardous environments, and human–system interactions increase 
the likelihood of catastrophic incidents10. A strong safety culture reflects shared organisational values, beliefs, 
and practices that prioritise safety over competing operational demands, thereby influencing how individuals 
perceive risks and respond to unsafe conditions11. Empirical evidence has consistently demonstrated that 
organisations with well-established safety cultures experience lower accident rates, improved compliance with 
safety procedures, enhanced communication, and greater workforce engagement in safety-related activities12. 
The core elements of safety culture typically include management commitment, safety communication, training 
and competency development, employee involvement, and safety ownership. These elements function as 
interconnected behavioural drivers that shape individual and collective safety practices within the workplace. 
For instance, visible management commitment reinforces safety priorities and accountability, while effective 
communication ensures timely dissemination of hazard information and promotes shared situational awareness13. 
Similarly, continuous training and competency development enhance workers’ ability to recognise and respond 
to risks, while safety ownership encourages proactive reporting and participation in safety initiatives. These 
components collectively influence worker behaviour through cognitive, motivational, and social mechanisms. 
When safety culture is strong, employees are more likely to internalise safety values, engage in safe work 
practices, and actively contribute to hazard identification and risk mitigation. Conversely, weak safety culture 
has been linked to unsafe behaviours, communication breakdowns, and increased incident rates14. Despite 
the recognised importance of safety culture, translating these behavioural constructs into practical, scalable 
interventions remains a significant challenge, particularly within digital safety management systems. This gap 
underscores the need for innovative approaches that operationalise safety culture elements into actionable and 
measurable components within digital platforms.

Problem statement
Despite the growing adoption of digital safety technologies, a critical gap remains in the integration of 
behavioural safety theory within digital safety management systems. Most existing platforms emphasise 
compliance monitoring and administrative reporting rather than addressing the behavioural determinants 
that shape organisational safety culture15. Consequently, many digital safety tools function primarily as data 
collection platforms rather than behavioural intervention systems capable of influencing worker motivation, 
engagement, and safety ownership. Within Malaysia’s oil and gas sector, this limitation is particularly significant 
due to complex operational hierarchies, diverse workforce composition, and the need for continuous safety 
communication across organisational levels. Although previous research has identified key behavioural 
determinants influencing safety culture in this industry, these insights have rarely been translated into practical 
digital interventions capable of supporting real-time behavioural engagement. Therefore, there is a need for a 
behaviourally informed digital framework that integrates safety training, communication, incident reporting, 
motivational reinforcement, and competency development within a unified mobile platform capable of 
strengthening organisational safety culture.

Study motivation and contribution
To address this gap, the present study introduces the Behavioural Occupational Safety Culture Application 
(BOSCA), a theory-driven digital framework designed to operationalise behavioural safety constructs within a 
mobile-enabled ecosystem16. BOSCA translates behavioural determinants identified in previous safety culture 
research into interactive digital modules that promote continuous engagement, feedback, and organisational 
learning. In this study, the mobile application serves as an implementation platform for translating behavioural 
theory into practice, rather than being the sole focus of the research. This study contributes to the literature in 
several key ways. First, it provides a theoretical contribution by operationalising behavioural science, specifically 
the Information–Motivation–Behavioural Skills (IMB) model and behavioural-based safety principles, into 
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a structured digital intervention framework for occupational safety. Second, it introduces a methodological 
contribution through the application of a Design and Development Research (DDR) approach to systematically 
translate behavioural constructs into functional system modules. Third, it presents a system-level contribution 
by proposing a multi-layered architecture integrated with real-time feedback mechanisms that enable continuous 
behavioural reinforcement. Finally, the study offers an applied contribution by demonstrating how behavioural 
pathways; cognitive, motivational, and behavioural skills can be embedded within digital safety systems to 
support proactive safety engagement rather than passive compliance monitoring.

Importantly, the BOSCA framework is conceptualised as a behaviourally driven safety intervention rather than 
merely a technological solution. The system operationalises key safety culture elements, including management 
commitment, communication, training, safety ownership, and reward mechanisms, into structured digital 
processes that directly influence worker behaviour. These safety interventions exert their impact through three 
primary pathways. First, cognitive pathways enhance safety knowledge and risk awareness through continuous 
training and real-time communication alerts. Second, motivational pathways reinforce positive safety behaviours 
through gamified rewards, feedback loops, and performance recognition. Third, behavioural skill pathways 
strengthen competency through structured audits, assessments, and practice-based learning modules. Through 
the integration of these pathways, BOSCA facilitates a shift from passive compliance toward active safety 
participation, enabling workers to engage in hazard identification, reporting, and continuous improvement. This 
behavioural reinforcement mechanism represents a critical advancement in translating safety culture theory into 
practical and measurable interventions within digital environments.

The innovative contribution of this study lies in its integration of behavioural science, digital system 
architecture, and real-time feedback mechanisms into a unified framework for safety culture transformation. 
Unlike conventional digital safety systems that primarily focus on compliance monitoring and data reporting, 
BOSCA embeds behavioural constructs directly within system functionalities, enabling continuous interaction 
between users and safety processes. This approach transforms digital safety tools from passive monitoring 
systems into active behavioural intervention platforms. Furthermore, the framework introduces a modular 
and scalable architecture that allows safety culture elements to be operationalised as measurable, interactive 
components within a mobile ecosystem. This integration provides a novel pathway for bridging the gap between 
theoretical safety models and practical implementation in high-risk industrial environments.

Assumptions and limitations
The present study focuses on the design and development of the BOSCA system architecture and the prototype 
interface. The platform was evaluated under simulated operational conditions with representative industry users. 
It is assumed that digital engagement mechanisms such as real-time notifications, gamified reward systems, and 
competency tracking can positively influence behavioural participation in workplace safety activities. However, 
the long-term impact of the BOSCA platform on safety performance, incident reduction, and organisational 
culture requires further validation through real-world implementation and longitudinal evaluation. Future 
research should therefore assess the effectiveness of the system in operational environments across different 
high-risk industries.

The objective of this study is to design, develop, and validate the BOSCA mobile application interface and 
system architecture as a functional model for digital safety transformation. Specifically, the study aims to (i) 
operationalise behavioural constructs such as motivation and communication into interactive digital modules, 
(ii) establish a secure, multi-layered architecture for continuous monitoring and feedback, and (iii) evaluate 
the system’s usability, functionality, and behavioural alignment. By merging behavioural science with digital 
innovation, BOSCA represents a new paradigm for strengthening safety culture in Malaysia’s oil and gas sector 
transitioning from reactive compliance monitoring toward proactive, data-driven behavioural engagement.

Results
The results of this study are presented in terms of system functionality validation and usability evaluation, 
reflecting the design and development scope of the BOSCA framework.

Conceptual framework of the intervention
The conceptual framework of the BOSCA intervention (Fig. 1) illustrates the theoretical underpinnings linking 
motivation, behavioural skills, moderating factors, and health outcomes. Grounded in the principles of behaviour-
change theory, the model emphasises that motivation and behavioural competence are precursors to sustainable 
safety culture transformation. Moderating factors such as leadership commitment, communication, and reward 
systems shape these behavioural outcomes, which in turn influence the overall health and safety performance 
within oil and gas organisations.

This conceptual framework served as the theoretical blueprint for the design and digital translation of the 
BOSCA system architecture. Each construct within the framework; motivation, behavioural skills, moderating 
factors, and health outcomes was systematically operationalised into functional modules within the mobile 
application. Motivational elements were embedded through gamified reward systems and real-time feedback 
notifications; behavioural skills were translated into interactive training and competency assessment features; 
moderating factors such as leadership engagement and communication flow were integrated through managerial 
dashboards and alert systems; while health outcomes were represented as measurable performance indicators 
within the user analytics layer. This theoretical-to-digital alignment ensured that every component of BOSCA 
was grounded in behavioural science and organisational safety principles, providing a structured pathway from 
conceptual understanding to practical implementation. The resulting multi-layered architecture thus embodies 
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the behavioural mechanisms illustrated in Fig. 1, enabling dynamic feedback loops and continuous monitoring 
that drive progressive improvement in safety culture across the oil and gas sector.

Software architecture description of BOSCA
The software architecture of the Behavioural Occupational Safety Culture Application (BOSCA) was developed 
using a structured architecture-description approach that integrates both functional and operational perspectives 
of the system. This approach combines a use-case view and a logical operation view to provide a comprehensive 
representation of system capabilities, user interactions, and runtime behaviour.

From a functional perspective, the use-case view (Fig. 1A) defines the core system functionalities and their 
relationships with different user roles. The BOSCA platform supports four primary user groups: employees 
(workers), safety officers, safety managers, and system administrators. Each group interacts with the system 
through a defined set of functions tailored to their operational responsibilities. Employees are primarily engaged 
in reporting incidents, completing audit checklists, accessing training modules, performing competency 
assessments, receiving safety alerts, and tracking rewards and achievements. Safety officers oversee operational 
safety activities, including reviewing incident reports, monitoring audit submissions, assigning training, 
and tracking employee participation. Safety managers utilise the system for higher-level monitoring, such as 
analysing safety performance, reviewing trends, and approving recognition and rewards. System administrators 
manage user access, system configuration, permissions, and audit trails to ensure proper system governance. 
The use-case model also illustrates functional dependencies within the system, where common functions such 
as user authentication (“log in”) and dashboard access are shared across multiple user roles. This structured 
representation ensures clarity in defining system boundaries and highlights how BOSCA supports end-to-end 
behavioural safety management through integrated user interactions.

From an operational perspective, the logical operation view (Fig.  2B) describes how system components 
interact dynamically during key processes. Two primary workflows are modelled: incident reporting and 
training and competency management. In the incident reporting workflow, the process begins with the 
employee initiating a report through the mobile application interface. The request is authenticated using secure 
authentication mechanisms (OAuth and role-based access control), after which the incident data are transmitted 
to the incident service for processing. The workflow orchestrator validates and coordinates the process before 
storing the report in the incident database. Subsequently, the notification service triggers real-time alerts to 
safety officers, enabling timely response and review via the system dashboard. In the training and competency 
workflow, users access training modules through the mobile interface, and content is retrieved via the training 
service. Upon completion of training, assessment results are processed by the competency service and evaluated 
by the workflow orchestrator. The resulting competency scores are stored in the database and used by the reward 
service to assign performance points or badges. These updates are reflected in the user dashboard, providing 
continuous feedback and reinforcing positive safety behaviour.

The interaction between system components demonstrates a coordinated flow of data and control across the 
application, supported by modular services and central orchestration logic. The architecture follows a service-
oriented approach in which individual functional modules (e.g., incident reporting, training, competency, 
and rewards) operate as interconnected services, enabling scalability, maintainability, and flexibility. Security 
mechanisms, including authentication, access control, and secure data handling, are embedded within the 
operational workflows to ensure data integrity and system reliability. Collectively, the integration of the use-case 
view and logical operation view provides a structured and reproducible description of the BOSCA architecture, 

Fig. 1.  Conceptual framework of the intervention model illustrating the relationship between motivation, 
behavioural skills, moderating factors, and health outcomes for enhancing safety culture in the oil and gas 
industry.
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clearly illustrating both the system’s functional capabilities and its runtime behaviour. This dual-perspective 
representation addresses previous limitations in architectural clarity and ensures consistency between system 
design, implementation, and user interaction.

Intervention outcomes and performance objectives
Table 1 presents the matrix of intervention outcomes, performance, and change objectives developed through 
the Phase 1 needs assessment. Each objective corresponds to specific requirements, expected behavioural 
changes, and anticipated outcomes aimed at improving safety culture. For instance, strengthening management 
commitment was linked to enhancing accountability, improving communication, and demonstrating visible 
leadership. Likewise, improving safety training and communication was intended to enhance knowledge retention 
and information flow, while the introduction of a digital reward system promoted positive reinforcement and 
safety ownership.

Wireframe design and module integration
Figure 3 presents the wireframe designs that guided the layout and workflow of BOSCA. The initial schematic 
was iteratively refined to ensure logical transitions between screens, minimal cognitive load, and visual 
clarity. The wireframe delineates eight primary interfaces: Login, Dashboard, Training, Audits, Rewards, Alerts, 
Enhancement, and Profile Management. The dashboard serves as a central hub linking all modules, while the 
profile interface summarises individual achievements, completed audits, and training scores. These components 
collectively reinforce behavioural engagement through continuous feedback loops.

Control-layer algorithm flow
The control-layer algorithmic flow (Fig.  4) comprises three integrated processes that translate user activity 
into automated system responses. The data collection and validation algorithm (Fig. 4A) captures behavioural 
safety inputs such as audits, incidents, and training records and verifies their completeness and accuracy before 
database storage. The automated feedback and notification engine (Fig. 4B) analyses validated data to generate 
real-time alerts and motivational messages, reinforcing user engagement and timely response to safety tasks. 
The scheduling algorithm (Fig. 4C) issues reminders for upcoming audits, training, and reporting deadlines, 
maintaining consistent participation across users. Together, these processes establish a continuous feedback 

Fig. 2.  Software architecture description of the Behavioural Occupational Safety Culture Application 
(BOSCA). (A) Use-case view illustrating the interactions between system actors (employee/worker, safety 
officer, safety manager, and system administrator) and the core functionalities of the mobile application, 
including incident reporting, auditing, training, competency assessment, communication, and system 
management. (B) Logical operation view depicting system workflows: (i) incident reporting workflow, showing 
the sequence of interactions from user input to data processing, storage, and notification; and (ii) training and 
competency workflow, illustrating content delivery, assessment evaluation, performance tracking, and reward 
allocation. Together, these views provide a comprehensive representation of BOSCA’s functional capabilities 
and operational behaviour.
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loop in which behavioural data inform training, communication, and recognition systems, fostering adaptive 
learning and accountability throughout all organisational levels.

BOSCA mobile application interface
The BOSCA mobile application interface (Fig.  5) integrates six core modules; Audit, Training, Reward 
Recognition, Incident Reporting, Competency, and Communication Alerts to support continuous behavioural 
engagement and organisational safety monitoring. The Audit module enables digital inspections and automated 
scoring; the Training and Competency modules deliver interactive learning and assess skill proficiency; the 
Incident Reporting module streamlines hazard and near-miss submissions with real-time notifications; the 
Reward Recognition module reinforces motivation through digital badges and points; and the Communication 

Fig. 2.  (continued)

Objectives Requirements Behavior Constraints Outcomes

Strengthening 
Management 
Commitment

Develop leadership-driven safety initiatives
Enhance accountability and communication between 
managers and staff

Demonstrate visible leadership 
in safety programs and respond 
to feedback proactively

Limited time commitment 
from management 
Hierarchical decision-
making

Improved safety leadership 
and communication culture

Enhancing Safety 
Commitment

Establish shared safety values and responsibilities
Encourage consistent participation in safety activities

Participate actively in reporting, 
safety talks, and audits

Low motivation and 
inconsistent engagement

Increased safety awareness 
and compliance

Promoting Safety 
Ownership

Encourage employees to take responsibility for workplace 
safety
Create self-reporting and monitoring mechanisms

Report hazards and unsafe acts 
promptly

Fear of blame or 
repercussions

Improved accountability 
and proactive reporting 
behavior

Improving Safety 
Training

Provide accessible, interactive digital learning content
Conduct periodic refresher modules

Complete in-app safety training 
and assessments

Connectivity limitations 
Time availability

Enhanced knowledge 
retention and training 
participation

Strengthening Safety 
Communication

Develop a real-time communication channel for safety 
alerts and notifications

Share information promptly 
and provide peer feedback via 
the app

Technological literacy 
Information overload

Faster information 
dissemination and improved 
situational awareness

Reward and 
Recognition System

Define measurable safety performance indicators
Implement digital recognition and reward badges

Engage consistently in safe 
practices and mentoring peers

Budget constraints Possible 
bias in recognition

Reinforced positive safety 
behavior and motivation

Supporting Safety 
Investment

Allocate resources for safety innovation and improvement 
programs
Track safety investments digitally

Record and update investment 
activities through the app

Limited organizational 
budget Bureaucratic 
approval delays

Increased transparency in 
safety investment tracking

Developing Safety 
Competency

Create competency-based safety assessments and matrix
Link training outcomes to performance metrics

Demonstrate skills improvement 
via assessment results

Variability in user 
participation Training 
fatigue

Improved skill competency 
and continuous learning 
culture

Table 1.  Intervention outcomes, performance, and change objectives matrix based on the needs assessment in 
Phase 1.
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Alerts module ensures timely dissemination of safety messages and updates. Collectively, these modules provide 
a user-friendly, interactive platform that transforms behavioural theory into practice, fostering proactive 
participation, accountability, and continuous improvement in workplace safety culture.

Discussion
This study introduces the Behavioural Occupational Safety Culture Application (BOSCA), a digitally integrated 
intervention designed to enhance safety culture in the oil and gas industry through a theory-driven behavioural 
approach. The system combines behavioural science, digital innovation, and organisational learning into a 
cohesive framework that supports motivation, skill development, feedback, and accountability. The contribution 

Fig. 3.  Wireframe designs for the behavioural occupational safety culture application (BOSCA). Note The 
wireframe illustrates the functional flow of BOSCA modules, including Login, Dashboard, Training, Audits, 
Rewards, Alerts, Enhancement, and Profile Management. Each module was designed to enhance behavioural 
safety engagement and compliance among oil and gas industry employees.
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of behavioural science within the BOSCA framework lies in its role as the underlying mechanism that shapes 
system design and user interaction. Unlike conventional digital safety systems that prioritise data collection 
and compliance monitoring, BOSCA integrates behavioural constructs into its functional architecture. Each 
module is designed to reflect specific behavioural principles: training and communication modules support 
cognitive engagement, reward and recognition systems enhance motivation, and audit and competency modules 
strengthen behavioural skills through practice and feedback. This integration enables the system to function as 
a behaviourally informed intervention rather than a passive monitoring tool, providing a structured pathway 
for influencing safety-related behaviour in high-risk environments. Importantly, the contribution of this study 
extends beyond conventional software or API design. While the BOSCA platform incorporates standard 
digital system components, its novelty lies in the integration of behavioural science principles into the system 
architecture and operational logic. Unlike typical application development studies that focus primarily on 
functionality and system performance, this study demonstrates how behavioural constructs can be systematically 
translated into interactive digital processes that influence user behaviour. This positioning distinguishes BOSCA 
as a behaviourally informed intervention framework rather than a purely technical solution, contributing to 
both the theoretical advancement and practical implementation of digital safety systems.

Compared with existing digital safety systems, BOSCA demonstrates a more comprehensive integration of 
behavioural principles within its design. Previous digital tools have largely focused on compliance monitoring, 
incident reporting, or training delivery, with limited emphasis on sustained behavioural engagement16–19. In 
contrast, BOSCA embeds motivational reinforcement, competency development, and real-time feedback 
directly into system functionalities, enabling continuous interaction between users and safety processes. This 
aligns with findings from behavioural safety research, which highlight that interventions incorporating feedback 
and reinforcement mechanisms are more effective in promoting long-term behavioural change compared to 
passive information-based approaches20,21. Early digital safety tools such as e-Safety Training, iSafe Work, and 
Safety+ were primarily designed for digital checklists, incident reporting, or compliance documentation, often 
neglecting intrinsic motivational factors that sustain behavioural change3,22. In contrast, BOSCA was developed 
to address this critical gap by embedding the motivational, cognitive, and contextual components of behavioural 
theory directly within its system architecture18. Similar to the mHealth intervention model, which employed 
intervention mapping to develop a hypertension self-management app, BOSCA aligns each digital function 
with the core constructs of the Information–Motivation–Behavioural Skills (IMB) framework. This theoretical 
grounding ensures that BOSCA not only delivers safety content but also facilitates active behavioural engagement 
through continuous feedback, reinforcement, and performance analytics. The significance of the BOSCA 
framework lies in its ability to transform workplace safety management from a compliance-driven approach into 
a behaviourally driven system. By integrating real-time feedback, continuous communication, and competency-
based learning within a unified digital platform, the framework enables organisations to actively influence 
worker behaviour rather than merely monitor safety outcomes. This shift is critical in high-risk industries 

Fig. 4.  Flowcharts of algorithms implemented in the control layer of the BOSCA application, where (A) 
presents the data collection and validation process for behavioural safety input; (B) describes the automated 
feedback and notification engine that reinforces user engagement; and (C) represents the scheduling algorithm 
that notifies users of upcoming training, audit, or reporting deadlines.
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Fig. 5.  BOSCA mobile application interface showcasing six core modules: (A) Audit, (B) Training, (C) Reward 
Recognition, (D) Incident Reporting, (E) Competency, and (F) Communication Alerts designed to promote 
proactive safety management, competency tracking, and real-time engagement within the oil and gas industry.
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such as oil and gas, where unsafe behaviours are a major contributing factor to incidents. The integration of 
behavioural mechanisms within BOSCA supports proactive hazard identification, increased reporting, and 
sustained engagement, ultimately contributing to improved safety performance and organisational resilience.

A clearer comparison between BOSCA and existing digital safety systems highlights its methodological 
advancement. Conventional systems are predominantly compliance-driven, focusing on incident reporting, 
checklist completion, and audit tracking, with limited integration of behavioural change mechanisms23. In 
contrast, BOSCA adopts a behaviour-driven approach by embedding behavioural science principles directly 
into its system architecture. This is achieved through the integration of cognitive (training and communication), 
motivational (reward and feedback), and behavioural skill (audit and competency) pathways, which collectively 
influence user behaviour. Furthermore, while existing systems often operate as static data collection tools, 
BOSCA introduces dynamic feedback loops through real-time notifications, performance tracking, and adaptive 
reinforcement. This distinction demonstrates that BOSCA is not merely an extension of existing digital tools, 
but represents a shift toward behaviourally informed and interactive safety management systems. The BOSCA 
system architecture’s four interconnected layers; Application, Control, Security & Integration, and Data Storage 
represent a major advancement in digital safety management. This multi-layered architecture enables seamless 
communication between users and the backend while maintaining high levels of data integrity and privacy24,25. 
The control-layer algorithm, with its automated feedback, notification, and scheduling mechanisms, transforms 
user activity into adaptive system responses that sustain engagement and accountability26. This continuous 
feedback loop parallels the real-time data validation and automated reinforcement systems used in validated 
health management applications but is uniquely adapted here for industrial safety operations. The architecture’s 
modularity also facilitates scalability, allowing BOSCA to be tailored for different operational environments 
without compromising functionality or security27. The interface and wireframe designs further demonstrate 
BOSCA’s emphasis on usability and behavioural reinforcement. The integration of six core modules; Audit, 
Training, Reward Recognition, Incident Reporting, Competency, and Communication Alerts creates a user-
friendly ecosystem that enables two-way communication between employees and management. By combining 
automated training, hazard reporting, and gamified recognition features, BOSCA promotes consistent 
behavioural participation while cultivating a shared sense of ownership in workplace safety. Such features 
address one of the key limitations identified in previous digital safety systems: low long-term engagement and 
poor data feedback mechanisms28. The use of real-time notifications and reward-based reinforcement enhances 
motivation, mirroring findings from mobile health studies where gamified engagement significantly improves 
adherence and task completion rates29,30.

In comparison with earlier digital interventions, BOSCA represents a paradigm shift from passive 
compliance monitoring to proactive behavioural transformation. Previous applications in industrial safety, 
including those developed for construction and manufacturing sectors, primarily served as reporting tools with 
limited behavioural analytics3,31. BOSCA, however, integrates data-driven feedback and competency-based 
reinforcement into its control logic, allowing organisations to monitor progress, identify gaps, and adapt training 
based on real-time performance metrics. This integration of feedback, analytics, and motivational psychology 
reflects an evolution toward personalised, adaptive digital safety systems aligned with Industry 4.0 objectives.

Beyond technical innovation, BOSCA contributes conceptually to the evolution of safety culture theory by 
demonstrating how motivation and behavioural skills can be continuously reinforced through digital feedback 
ecosystems. The dynamic interaction between the application’s modules replicates the cyclical nature of 
behavioural change where performance outcomes feed back into motivation and skill development. By converting 
these theoretical constructs into functional digital processes, BOSCA advances the practical implementation of 
behavioural safety interventions at scale. Overall, this study highlights the potential of behaviourally informed 
digital technologies to transform occupational safety management. BOSCA demonstrates that when behavioural 
theory, feedback algorithms, and user-centred design converge within a secure mobile platform, the result is 
a sustainable system that not only monitors safety compliance but actively cultivates a culture of continuous 
improvement. Future research should evaluate the system’s usability, longitudinal engagement, and measurable 
impacts on incident rates and workforce attitudes toward safety. With appropriate validation and cross-sector 
adaptation, BOSCA could serve as a model for developing digital interventions that merge behavioural science 
with data analytics to achieve safer, more resilient industrial work environments. Importantly, this study should 
not be interpreted as solely describing a mobile application, but rather as presenting a behaviourally grounded 
digital intervention framework. The BOSCA platform functions as a medium through which behavioural 
theories are systematically translated into operational mechanisms, enabling continuous feedback, user 
engagement, and safety performance monitoring within complex industrial environments. The integration of 
cognitive, motivational, and behavioural skill components provides a structured pathway for influencing worker 
behaviour an essential determinant of safety performance in high-risk settings. Through features such as digital 
reporting, automated feedback, and reward-based reinforcement, the system supports proactive participation, 
enhances communication across organisational levels, and promotes sustained engagement in safety practices.

From a broader perspective, BOSCA contributes to the evolution of digital safety management by embedding 
behavioural mechanisms within system architecture rather than relying solely on compliance-based functions. 
This enables a shift toward more dynamic and responsive safety systems capable of adapting to user interactions 
in real time. The framework aligns conceptually with socio-technical system principles, where individual actions 
trigger system-level responses through integrated feedback loops. Although not a simulation model, BOSCA 
reflects a similar logic in which user activities such as reporting, training, and audit participation; generate 
adaptive system responses that reinforce behavioural change. Its multi-layered architecture further supports 
modularity, scalability, and interoperability, consistent with contemporary approaches to complex industrial 
system design. From an evaluation standpoint, the present study focuses on system functionality and usability 
validation rather than empirical assessment of behavioural outcomes. The findings demonstrate that BOSCA 
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is technically robust and well accepted by users, indicating its feasibility as a platform for implementing 
behaviourally informed safety interventions. However, the extent to which these mechanisms translate into 
measurable behavioural change, improved safety practices, or reduced incident rates remains to be established. 
Future research should therefore prioritise longitudinal and real-world evaluations to assess the effectiveness of 
the framework in driving sustained safety culture transformation.

Open research questions and future directions
A key limitation of this study is the absence of large-scale empirical validation. The prototype was evaluated 
using a small sample under simulated operational conditions, which limits the ability to assess behavioural 
change, safety performance outcomes, and long-term user engagement. Future research should therefore 
conduct longitudinal and experimental studies to quantify the effectiveness of the BOSCA framework in real-
world organisational settings. Despite the promising design and functional capabilities of the BOSCA platform, 
several open research questions (ORQs) remain that warrant further investigation. First, while the current 
study demonstrates the feasibility of integrating behavioural safety theory into a digital application, the long-
term impact of such systems on safety behaviour, incident reduction, and organisational safety culture remains 
unclear. Future research should therefore conduct longitudinal studies to evaluate sustained user engagement 
and behavioural change over time in real operational environments. Second, the scalability and adaptability of 
the BOSCA framework across different industrial contexts represent another critical research gap. Although the 
system was designed for the oil and gas sector, its applicability to other high-risk industries such as construction, 
manufacturing, and transportation requires further validation. Future studies should explore cross-sector 
implementation and assess how contextual factors influence system performance and user adoption. Third, 
the integration of advanced data analytics and predictive modelling within the BOSCA platform presents an 
important opportunity for enhancement. Future research could incorporate machine learning algorithms to 
analyse behavioural patterns, predict safety risks, and generate adaptive interventions tailored to user behaviour. 
Such integration would enable the transition from reactive safety management to predictive and preventive safety 
systems aligned with Industry 4.0 principles. Fourth, user engagement and behavioural sustainability remain 
key challenges in digital safety interventions. While gamification and feedback mechanisms were incorporated 
into BOSCA, further research is needed to optimise these features and determine which behavioural strategies 
are most effective in maintaining long-term participation and motivation among users. Finally, issues related 
to data governance, privacy, and ethical considerations require further exploration, particularly in large-scale 
deployments involving sensitive organisational data. Future research should examine secure data-sharing 
frameworks, compliance with regulatory standards, and user trust in digital safety systems. Addressing these 
open research questions will not only enhance the effectiveness of the BOSCA platform but also contribute to 
the broader development of behaviourally informed digital safety systems capable of transforming occupational 
safety management across diverse industrial environments.

Despite its potential, the implementation of behaviourally informed digital safety systems such as BOSCA 
may face several practical challenges. These include variability in user engagement over time, resistance to 
technological adoption among workers, and organisational barriers related to leadership support and resource 
allocation. In addition, issues related to data privacy, system trust, and ethical management of behavioural data 
must be carefully addressed, particularly in large-scale deployments. These considerations highlight the need 
for careful implementation strategies and continuous evaluation to ensure the effectiveness and sustainability 
of digital safety interventions. Although the BOSCA framework incorporates established behavioural change 
principles, the current study does not include quantitative evaluation of behavioural outcomes. Future research 
should therefore assess the effectiveness of the system in producing measurable behavioural transformation, 
including changes in safety practices, engagement levels, and incident reduction over time.

Conclusion
This study presents the development of the Behavioural Occupational Safety Culture Application (BOSCA), 
a behaviourally informed digital framework designed to support occupational safety management through 
an integrated mobile platform. The system architecture was structured using a formal software architecture 
description approach, incorporating both use-case and logical operation views to represent system functionality 
and runtime behaviour. This structured representation enhances clarity, consistency, and reproducibility 
in the design of the application. The BOSCA framework translates key behavioural safety constructs into 
functional digital modules, including incident reporting, audit management, training, competency assessment, 
communication, and reward mechanisms. These modules are integrated within a coordinated system architecture 
that supports continuous interaction between users and management, enabling a structured approach to 
behavioural safety implementation. The contribution of this study lies in bridging behavioural safety theory 
with digital system design by providing a scalable and modular framework that can be adapted to different 
organisational contexts. The architecture demonstrates how behavioural constructs can be operationalised into 
a coherent digital ecosystem that supports safety engagement and communication. This study focuses on the 
design and architectural development of the BOSCA framework; therefore, comprehensive system evaluation 
and real-world implementation are beyond the scope of the current work and will be addressed in future research. 
Overall, the BOSCA framework provides a foundational model for integrating behavioural safety principles into 
digital platforms, supporting the advancement of technology-driven safety management systems.
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Methods
Study design and development framework
The development of the Behavioural Occupational Safety Culture Application (BOSCA) followed a Design 
and Development Research (DDR) framework, which is commonly used for the creation and evaluation of 
technology-based interventions. This approach allows systematic translation of theoretical constructs into 
functional technological solutions while ensuring iterative validation and refinement. The BOSCA development 
process consisted of six sequential stages: (1) needs assessment, (2) module matrix development, (3) theoretical 
framework integration, (4) interface prototyping and software development, (5) prototype implementation and 
usability testing, and (6) system functionality validation. Each stage was designed to ensure that behavioural 
safety constructs were effectively translated into operational features within the mobile application (Fig. 6).

Step 1: needs assessment
The needs assessment phase was based on findings from a previously published study that analysed stakeholder 
priorities for safety culture improvement in the Malaysian oil and gas sector using the Analytic Hierarchy 
Process (AHP)10. That study identified leadership commitment, safety ownership, and safety communication as 
the most influential behavioural determinants of safety performance. To contextualise these findings for digital 
implementation, structured consultations were conducted with fifteen industry practitioners, including safety 
managers, safety officers, and operational engineers working within oil and gas operations. Participants were 
selected based on their professional experience in occupational safety management. The consultations aimed to 
identify key functional requirements for a digital safety platform, including user interface expectations, reporting 
mechanisms, training accessibility, and communication features. The results were translated into system design 
requirements guiding the development of BOSCA modules.

Step 2: module matrices
The behavioural priorities identified during the needs assessment were subsequently translated into a structured 
module matrix to define the core functional domains of the BOSCA platform. This matrix served as a design 
framework that aligned behavioural safety constructs with corresponding digital functionalities within the 

Fig. 6.  Six-step framework illustrating the mobile application development and implementation process for 
enhancing safety culture in the oil and gas industry, integrating assessment, design, implementation, and 
evaluation phases.
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application. Seven key behavioural domains were identified: management commitment, safety commitment, 
safety ownership, safety training and sanction, safety communication, reward and recognition, and safety 
investment. Each domain was systematically mapped to specific behavioural objectives, performance indicators, 
and corresponding digital features embedded within the BOSCA system. This mapping process enabled the 
integration of behavioural safety principles into the application architecture and guided the development of 
interactive modules designed to promote proactive safety engagement, continuous learning, and organisational 
accountability within the mobile platform.

Step 3: theoretical and design application
The interface design of the BOSCA was guided by the Information–Motivation–Behavioural Skills (IMB) 
model together with the principles of behavioural-based safety. These theoretical foundations were used to 
translate behavioural safety constructs into functional design elements within the mobile application. Within 
the BOSCA platform, the information component of the IMB model was operationalised through interactive 
training modules and safety communication alerts that deliver safety-related knowledge and updates to users. 
The motivation component was incorporated through gamified feedback mechanisms, including reward badges, 
performance scores, and achievement indicators designed to reinforce positive safety behaviours and sustain user 
engagement. Meanwhile, behavioural skill development was supported through competency assessment tools 
and digital audit features that allow users to practice, evaluate, and improve safety-related skills in a structured 
manner. To enhance usability and ensure a consistent user experience, the interface design followed Material 
Design 3 guidelines, which provide standards for accessibility, layout structure, and visual coherence in mobile 
applications. In addition, colour-coded indicators were integrated to facilitate intuitive safety-related decision-
making within the application, where red represents hazard alerts, green denotes achievement indicators, and 
blue signifies training and informational content. These design elements collectively ensure that behavioural 
safety principles are effectively embedded within the BOSCA interface to support continuous engagement and 
learning.

Step 4: interface prototyping and program design
The interface prototyping phase began with the development of wireframe designs for the BOSCA mobile 
application using Figma (version 116.2.12). These wireframes were created to visualise the overall navigation 
structure, module interactions, and dashboard layout of the application before full system development. The 
wireframe prototypes enabled iterative refinement of the user interface by illustrating the logical flow between 
different modules and ensuring that the layout supported intuitive navigation and efficient user interaction. 
Following the prototyping stage, the final application prototype was developed using the Flutter framework 
with the Dart programming language, allowing the application to be deployed across multiple mobile operating 
systems, including Android and iOS. The backend infrastructure of the system was implemented using Firebase 
Cloud Firestore, which provides scalable cloud-based data storage and real-time data synchronisation between 
the mobile interface and the backend server. The BOSCA system architecture integrates several key development 
components, including a mobile front-end interface built using the Flutter framework, a backend database 
managed through Firebase Cloud Firestore, and a secure authentication mechanism based on the OAuth 2.0 
protocol. In addition, role-based access control (RBAC) was implemented to regulate user permissions within 
the system, ensuring that different categories of users can access only authorised functionalities. To safeguard 
data integrity and confidentiality, secure data transmission was implemented through end-to-end encryption, 
ensuring that all user interactions and stored data are protected within the BOSCA digital platform.

Step 5: prototype implementation and usability testing
The BOSCA prototype was pilot-tested with ten industry practitioners representing potential end users of the 
system, comprising safety managers, safety officers, and field engineers with experience in occupational safety 
operations. The testing sessions were conducted under simulated operational scenarios in which participants 
interacted with the application to perform typical safety management tasks, including reporting incidents, 
completing safety audits, accessing training modules, receiving safety alerts, and reviewing performance 
dashboards. The usability evaluation focused on three main criteria: navigation clarity, interface usability, and 
responsiveness of system features. Feedback was collected through structured questionnaires and observational 
checklists, allowing the research team to identify usability issues and make targeted refinements to improve the 
interface.

Step 6: system functionality and performance testing
To evaluate system reliability and functional performance, a series of validation tests were conducted during 
the prototype development phase. These tests included data processing validation to ensure that incident 
reports, audit results, and training records were accurately captured and stored within the database; notification 
system testing to assess the accuracy and timeliness of automated alerts generated by the scheduling algorithm; 
security validation to verify the effectiveness of user authentication, role-based access control, and encrypted 
data transmission; and system responsiveness testing to measure response time during user interactions and 
data synchronisation between the mobile interface and backend database. The results demonstrated stable 
system functionality under simulated operational conditions, indicating that the BOSCA platform is capable of 
supporting real-time behavioural safety monitoring and communication within organisational environments.
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