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Abstract

LUCELG and Cramer-Shoup are examples of
public key cryptosystem. LUCELG uses a
special grolip based on the Lucas function, also
known as second order linear recurrence relation
but the first practical Lucas function in a
cryptosystem  is LUC. Cramer-Shoup i3 a
practical public key cryptosystem provably
secure against adaptive chosen ciphertext attack
that requires a universal one-way hash function.
Based on LUCELG and Cramer-Shoup
cryptosystems, analogous systems based on
Lucas function and its extension are proposed
and analyzed.

Introduction

In FlGamal cryptosystem {3] proposed by Taher
Elgamal, the security relies on the difficulty of
computing discrete logarithms. Based on the
same difficult mathematical functions as
ElGamal, LUCELG uses the calculation of Lucas
functions instead of discrete logarithms. The
extended Lucas function is used to construct a
cubic analogue of the RSA [8].

In 1998, Ronald Cramer and Victor Shoup
extended ElGamal scheme and developed
Cramer-Shoup cryptosystem [1]. In Cramer-
Shoup, they introduced a random element into
the encryption process, such that a given
plaintext will produce a different ciphertext on
subsequent runs on the system. The consequence
is that, unlike ElGamal, Cramer-Shoup is not
susceptible to adaptive chosen ciphertext attack.

We extend the Cramer-Shoup cryptosystem to
the second and the third order analogues by
Sowtmg the key generation, encryption and
decryption processes. We will see how the
extended Lucas function and its extension
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periorm in  Cramer-Shoup and show sub
exponentiation instead of exponentiation.

LUCELG Cryptosystem

In 19954 [9], the following -cryptographic
application of Lucas function an analogue to
ElGamal cryptosystem was proposed.

The receiver chooses a prime p and the initial
values P, and (=1 which are publicized,
chosen such that P° —4Q mod p is a quadratic
non-residue, and such that Vo (P0) # 2mod p,
for all ¢>1 dividing (p+1). Let us say Alice

sends a message to Bob, so Bob (receiver) must
choose the private key x, and publish the public
key y=V (P.Q)mod p .

A message m is an integer satisfying
l<m<p-1. To encrypt a message, Alice needs
to choose a secret number k, which is an integer
satisfying 1<k < p—1, calculates

G=V,(y,Qmodp, ¢ =V, (P,Q)mod p

and e, = Gmmod p . The encrypted message is
the pair (¢,,¢,).

To decrypt the message, Bob needs to compute
Ve, Q) =V (V,(P.OLON) =V, (P.O)=Gmod p
and the inverse of G. Then Bob can find the
message m, because m=e,G ' mod p .

It s very important that Q is chosen so that
OU=tmodp: the recipient needs to know

O'mod p for the secret value & in order to
compute ¥ (P,0) from V (P.0} using
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V. .(P.OY =V, (K,(P,Q),Q") . This problem can be
solved by taking O=1mod p .

Let a:%(jn /p2_4g), and A=P-40.
Choose Legendre symbol (A/p)=-1, then

O, € F, . the finite field of p* element, via an

isomorphism that we denote by ¢, The
condition (A/p)=-1 is to make sure that one
is working in the finite field F, rather than F,,

Cramer-Shoup Cryptosystem

According to [1], we assume that we have a
group G of prime order g, the plaintext are
elements of G and use a universal one-way
family of hash functions that map long bit strings
to elements of Z, .

The receiver, Bob picks g,.g,€G,
X%, 0, Y,z €Z, and computes ¢ =g"g,",
d=g"g,*, h=g" . Next, a hash function H is
chosen from the family of universal one-way

hash  functions. The public key is
(g,9..¢.d, i, H)and the private key is

(X1, X2 V15 ¥as E)

Alice as the sender, chooses keZ and
calculates 5 =g*,u, =g}, e=Hm, a=Hu.u,e)

and v =c*d** . The ciphertext is (u,,u4,,e.v).

Before recovering the message, Bob computes
a = H(u,,u,,e), and tests if """
If this condition does not hold, the decryption
output is ‘reject’; otherwise, its output is

Xt}

u, = V.

We first verify that this is an encryption scheme,
in the sense that the decryption of an encryption
of a message yields the message. Since u, = g{

& k E kxy kX,
and u, = gt, we have wiuf =g’gy =cf.
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Likewise, #'u® =d*and uj =H". Therefore,
the test performed by the decryption algorithm

will pass, and the output will be = m .
Uy

Second Order Analegue of Cramer-Shoup

Analogous to Cramer-Shoup, we introduce a
cryptosystem that uses the Lucas functions [6].
The receiver chooses a prime p, the initial
alues P, P, and @ =1, Let us say Alice is the

sender and Bob is the receiver, so Bob must
choose the private key (x,,x,, ¥, V., 2} € F! > and

compute

c=V (R,D-V, (B.1) mod p,
d= VM(R,I)‘V‘_:(PIJ) mod p

and h=V¥_(P,1ymod p .

Here, Bob’s public key is (£, B.o.d.h, F;)z ) and

his secret key is (x,,x,, ¥, ¥5,2) -

To encrypt a message, Alice must represent her
message m as an integer such that 1<m < p-1,

choose a secret & such that 1 <4< p-1 and
calculates

u, =V, (P, 1ymod p, u, =V, (P JDmod p,
G=V,(h1)modp =V (V.(A,1),l)mod p,

e =Gmmeod p,

= H(u,uy,e), vV, (e,1)- 7, (d.1])mod p

then, Alice sends the ciphertext (u,,1,.e,v)10
Bob.

To decrypt the message, Bob use his private key
to compute

- e _ Gm
————mod p=———>
Vz(Mlﬂl) V:(ul!l)
I ACAGRINY
V.(V.(R.1).1)

m

mod p

-mmod p




Betore recovering the message, Bob must use his
private key (x,,x,,¥,,3,) and the ciphertext
(w11, ) to formulate an equation that is equal to

v. If this equation is not equal to v, the output is
‘reject’, otherwise we continue by calculating m.
This method is similar to Cramer-Shoup
cryptosystem.

Cubic Analogue of the Lucas Sequence

By analogy with the Lucas sequence, we
consider the cubic equation

C-P+0x—R=0

with roots @ , 3, v and integer coefficients P,O,R
and define the following sequences of numbers:

VPO RY=a" + 8" +y"
U(P.O,Ry=a"+of" +w*y"
W (P.O,Ry=a" +a" " +awy"

where @ = %(—1 ++3 } 1is a cube root of unity.

Then the sequences (V),,(U), and (#), all
satisfy the linear recurrence with characteristic
equation X, 5 =PX, ., —-0X,  +RX, . All the
¥, must be integers, as the first three of the
numbers are integers, that is

WEQR=3V(POR=P and K(EOR)=P-20.

We state some properties of the sequence (V),
which are straightforward consequences of the
definition. Proposition 2 is the rule for the
composition of powers for the third order
function. We omit the proofs.

Proposition 1 If «, f# and y are the roots of the
equation  x* —Px*+Qx-R =0, then
VAQ, PR, R*) = (aff)* +(ar)* +(Br)

Proposition 2 If a, 8 and  are the roots of the
equation x’ — Px” + Ox— R = 0, then

Vi(P.O.Ry=V (V,(P,Q,R).V,(Q.PR,R"),R")

Proposition 3 If a, f and y are the roots of the
equation x’ - Px’ +Ox— R =0, then
V(O,P )=V (P,0.1).

Corollary 1 If «,f and ¥ are the roots of the
eqguation x' - Px 4+ Q0x-R=0, then
Vnk(P,Q,l) = VH(V;((P,Q:I):V_;((P=Qa])11) .

Corollary 2 V,” =2V (P,0,)+ V. (P.0,1).

From Proposition 2, the term V,(P,(,R) can

be written as the d-f4 term of another sequence
of fumctions defined by integers V,(P,0,R),

V.(Q,PR,R*Y,and R* thatis
VPO R)=V,(V.(P,0,R).V.(Q,PR,R?), R¥).

If we let R=1 the expression can be simplified
o

Vu (PO =V, (V.(P,Q,1),VAQ, P,1),1)
= V.I(I/y(P,Qsl):V_g(P:Q:])aI)'

Third Order Analog of Cramer-Shoup

The receiver chooses a prime p, the initial
values B, P, , 0,0, and R=1. Let us say Alice is
the sender and Bob is the receiver, so Bob must
choose the private key (x,x,, ¥, yz,z)eF;: and

compute

c= f/—r‘ (ESQHI)'V;: (%:Q:,l) modp,

d=V (£,0,1)-¥ (F,0,,1) modp

and

B =V.(R,0,ymod p

hy, =V_(Q, R, 1ymod p.

Here, Bob’s public key is (R,F;,Q,Qz,c,d,h,F;)

and his secret key is (x,x,,¥,.¥,.2).

To encrypt a message, Alice must represent her
message m as an integer such that




1<m< p-1, choose a secret & such that
1<k < p—1 and calculates

1 =V,(R.Q.hmod ., =V (G, B.)mod p,

G=V,(h, b ymod p=F, (7B, 2, D.V.(Q, B, Hmod p,
e=Gmmod p,

a=H(u,wm,e), v=V(c,1)-¥, (d.)mod p.

Then, Alice sends the ciphertext (u,u,,e,v)l0

Bob. To decrypt the message, Bob use his
private key to compute

m=4_..,...€—._m0d m__,,,__Gﬂi_____mod
=V P T
— Vk(Vz(})HQI51)5V:(Q]91DI:E)31).m
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mod p .

Before recovering the message, Bob must use his
private key (x,,x,,».)) and the ciphertext

(#,,u,) to formulate an equation that is equal to

v. If this equation is not equal to v, the output is
‘reject’, otherwise we continue by calculating ns.
This method is similar to Cramer-Shoup
cryptosystem.

Conclusion

The proposed cryptosystems use the second and
third order linear recurrence relations in Cramer-
Shoup cryptosystem, which is similar to the
method to develop LUCELG. Our further
research will examine the security and the
efficiency of the proposed cryptosystems.
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