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INSTRUMENT DEVELOPMENT AND VALIDATION TO MEASURE
DIGITAL CITIZENSHIP OF SECONDARY SCHOOL STUDENTS IN
MALAYSIA

By

NUR ‘ATIKAH BINTI AHMAD

July 2023

Chairman : Prof. Aminuddin Hassan, PhD
Faculty : Educational Studies

The evolving digital landscape in education necessitates wellness and resilient practices
among students to navigate online risks while maximizing the benefits of digital
participation. The concept of digital citizenship, which promotes responsible behavior in the
digital space, is pivotal in this context. However, the lack of a valid instrument tailored to
secondary school students impedes comprehensive measurement and strategic intervention
in evaluating, fostering, and promoting digital citizenship within this vulnerable group. The
limited availability of instruments tailored to the Malaysian context, considering cultural
nuances, hinders the understanding of the extent of digital citizenship initiatives in
Malaysia. Consequently, the severity of digital issues experienced by secondary school
students in Malaysia may remain untraced and unresolved. Furthermore, the evolving
digital educational landscape presents new psychological-related online risks, underscoring
the need for an adaptive instrument. Hence, this study aims to develop and validate an
instrument (MyDCi) to measure digital citizenship among Malaysian secondary school
students through three main phases: Development, Pre-validation, and Validation. Drawing
on the Theory of Nine Elements of Digital Citizenship, psychological theories, and
Malaysia’s educational outcomes, 177 items were initially developed across nine constructs:
digital access, digital commerce, digital communication, digital etiquette, digital health and
wellness, digital law, digital literacy, digital rights and responsibilities, and digital security.
MyDCi was pre-validated for its first 80 items using 347 responses from Form Four
students obtained through purposive sampling. For its construct validation, involving 63
items, 232 responses from Selangor, Kuala Lumpur, and Putrajaya were obtained using a
multistage sampling technique. CVI analysis was employed to validate MyDCi’s content
with input from five experts and students, while the Rasch model was used for its construct
validation, and linear regression and correlation coefficients were used for criterion
validation. MyDCi achieved a satisfactory CVI value (0.78) and aligned with Rasch’s
assumptions, with unidimensionality improving from 37.5% to 40.7% in MyDCi's final
version. The final 56 items significantly predict holistic wellness with a 31% variance,
demonstrating that MyDCi is a reliable and valid instrument aligned with national
citizenship characteristics. The insights from this study contribute to enhancing
educational strategies, policy formulation, and the overall development of digital



citizens, both globally and in the Malaysian context. It offers a new option for a valid
and reliable instrument for future research, enriching the body of knowledge on digital
citizenship.

Keyword: Digital Citizenship, Instrument Development, School Students, Rasch
Model,and Malaysia Education.

SDG : GOAL 4: Quality Education, GOAL 3: Good Health and Wellbeing, and
GOAL 9: Industry, Innovation, and Infrastructure.
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai
memenuhi keperluan untuk ijazah Doktor Falsafah

PEMBINAAN DAN PENGESAHAN SKALA UNTUK MENGUKUR
KEWARGANEGARAAN DIGITAL PELAJAR SEKOLAH MENENGAH DI
MALAYSIA

Oleh

NUR ‘ATIKAH BINTI AHMAD

Julai 2023

Pengerusi  : Prof. Madya Aminuddin Hassan, PhD
Fakulti : Pengajian Pendidikan

Perkembangan pendidikan digital memerlukan amalan kesejahteraan dan ketahanan bagi
pelajar untuk menghadapi risiko dalam talian serta memaksimumkan manfaat keterlibatan
digital. Konsep kewarganegaraan digital penting dalam mempromosikan tingkah laku
bertanggungjawab dalam ruang digital. Walau bagaimanapun, ketiadaan skala yang sah dan
sesuai bagi pelajar sekolah menengah menghalang pengukuran yang komprehensif serta
langkah strategik untuk memupuk dan mempromosikan amalan kewarganegaraan digital
bagi kumpulan yang berisiko ini. Skala bersesuaian bagi konteks Malaysia dan budaya
tempatan masih terhad, menyulitkan pengetahuan tentang tahap kejayaan inisiatif
kewarganegaraan digital di Malaysia. Akibatnya, keparahan isu digital yang dihadapi
pelajar sukar dikesan dan diselesaikan. Tambahan pula, kewujudan risiko baharu dalam
pendidikan atas talian yang berkaitan psikologi, menekankan keperluan skala yang
menyentuh isu ini. Justeru, kajian ini bertujuan membangunkan dan mengesahkan skala
(MyDCi) untuk mengukur kewarganegaraan digital bagi pelajar sekolah menengah di
Malaysia, dengan tiga fasa utama: Pembangunan, Pra-pengesahan, dan Pengesahan.
Berasaskan Teori Sembilan Elemen Kewarganegaraan Digital, teori-teori psikologi, dan
matlamat pendidikan Malaysia, 177 item awal dibangunkan bagi sembilan konstruk (akses
digital, perdagangan digital, komunikasi digital, etika digital, kesihatan dan kesejahteraan
digital, undang-undang digital, literasi digital, hak dan tanggungjawab digital, dan
keselamatan digital). Pra-pengesahan konstruk 80 item melibatkan 347 maklumbalas
daripada pelajar Tingkatan Empat, disampel melalui persampelan bertujuan. Kemudian,
sebanyak 63 item melalui proses pengesahan konstruk yang melibatkan 232 pelajar dari
Selangor, Kuala Lumpur, dan Putrajaya disampel menggunakan teknik persampelan
berbilang peringkat. Analisis CVI digunakan dalam kesahan kandungan MyDCi yang
diperoleh daripada lima pakar dan pelajar, manakala model Rasch digunakan untuk kesahan
konstruk, dan regresi linear dan pekali korelasi untuk kesahan kriteria. MyDCi memperoleh
nilai CVI yang memuaskan (0.78) dan sejajar dengan andaian Rasch, dengan nilai
Unidimensionaliti meningkat dari 37.5% kepada 40.7% bagi versi akhir MyDCi. Sebanyak
56 item akhir adalah sah dan berkemampuan tinggi untuk meramalkan kesejahteraan
holistik dengan jumlah varians 31%. MyDCi terbukti sebuah skala yang boleh dipercayai
dan sah, yang turut mencakupi elemen kewarganegaraan negara. Kajian ini menyumbang
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kepada peningkatan strategi pendidikan, penggubalan dasar, dan pembangunan keseluruhan
warga digital, di peringkat global dan Malaysia. Ia turut menawarkan pilihan baharu untuk
instrumen yang berkualiti untuk penyelidikan masa depan, menyumbang kepada badan
pengetahuan tentang kewarganegaraan digital.

Kata Kunci: Kewarganegaraan Digital, Pembangunan Instrumen, Pelajar Sekolah, Model
Rasch, dan Pendidikan Malaysia.

SDG : MATLAMAT 4: Pendidikan Berkualiti, MATLAMAT 3: Kesihatan yang
Baik dan Kesejahteraan dan MATLAMAT 9: Industri, Inovasi dan
Infrastruktur.
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CHAPTER 1

INTRODUCTION

This chapter introduces the study purpose, its significance in filling the knowledge gap
on digital citizenship, and its limitations. Research objectives and questions are also
formulated to guide the entire study process.

1.1 Introduction

Sophisticated online technologies and smart Information and Communication
Technologies (ICT) equipment have been highly immersive in the present society.
Tremendous efforts have been made in diffusing various new online-based
technologies in education to prepare the youngster to learn, live, and cope with a future
complex hi-tech society.

Learning in these online-based environments leads to unique and increasing challenges
for today’s adolescents, which expose them to seamless online threats and a tendency
to be negatively affected (Livingstone & Helsper, 2010). Statistics also reported the
increment of unwelcomed digital issues, such as online misconduct, inappropriate
production of online content or footprint, identity theft, plagiarism, digital criminals,
cyberbullying, addiction, and sexting (Crimmins & Seigfried-Spellar, 2014;
Livingstone & Haddon, 2014; Waldo, 2014).

Excessive online device consumption and online media overload catalyse this
vulnerable group to fall into addiction with severe effects similar to substance
addiction, which lead to poor academic achievement and wellbeing (Hawi & Samaha,
2016; Kithn & Gallinat, 2015). Moreover, this situation raises wellness issues involving
poor health and posture, vision issues, obesity, and psychological wellbeing, such as
technostress, depression, social withdrawal, and online suicidal trend (Judi, Ashaari,
Zin, & Yusof, 2013; Lee et al., 2014; Tsitsika et al., 2014). Harmful online activities
form online misbehaviours, which may shape one’s identity negatively and turn to
culture itself (Helsper & Eynon, 2016; Hollandsworth, Donovan, & Welch, 2017).
Thus demand new set of positive online practices to leverage the opportunities of
online environment while remaining resilient to its risks.

1.2 Background of Study

Digital citizenship, defined as acknowledging the rights, responsibilities, and
opportunities in the digital world and engaging in safe, legal, and ethical behaviours
(ISTE, 2018), emerged in educational technology a decade ago. This concept aimed to
address digital issues by promoting appropriate, safe, ethical, respectful, and
responsible technology use. The widely introduced Nine Elements Digital Citizenship
theory encompasses digital access, digital commerce, digital communication, digital



etiquette, digital health and wellness, digital law, digital literacy, digital rights and
responsibilities, and digital security (Ribble, 2011).

Efforts to promote digital citizenship in education are on the rise globally. Australia
implemented a digital citizenship program alongside the 1-to-1 laptop initiative in
national secondary schools (O’Brien & Stavert, 2011). While US, New Zealand, and
Singapore, digital citizenship is a curriculum learning outcome, while Hong Kong
integrated it as an elective course at the tertiary level, covering the Nine Elements of
Digital Citizenship (Cheng & Chau, 2016; Ministry of Education Singapore, 2014;
NetSafe, 2016).

The significance of digital citizenship is also distinct in Malaysia education aiming to
foster positive internet usage, safety, vigilance, and responsibility among school
students. National initiatives like CyberSAFE and Klik Dengan Bijak ("Click Wisely")
emphasise internet safety for secondary school students. Malaysia's commitment to
digital citizenship is notably high compared to other countries, evident in its robust
cyber safety and privacy policies (UNESCO, 2016).

Although digital citizenship integration in education has gained global attention, its
measurement is overlooked (Chen, Mirpuri, Rao, & Law, 2021; Pérez-Sanagustin et al.,
2017). There is a scarcity of studies measuring the extent of digital citizenship
initiatives on positive online practices of the young generation, especially among
school students (ITU, 2014; UNESCO, 2016). This gap may be attributed to the overall
limited research on digital citizenship in the educational technology domain, tailored
for studying this age group (Atif & Chou, 2018; Kamaruddin & Jalil, 2019) (refer to
Appendix Al).

Even so, a few digital citizenship studies and instruments have been found in Malaysia,
including works by Nordin et al. (2016) and Mahadir, Baharudin, and Ibrahim (2021),
both of which focused on higher education contexts. Hence, the instruments' adaptation
to measure the digital citizenship of school students may not capture the specific
challenges within the Malaysian secondary education realm and limit their
effectiveness in the context of secondary school students.

Therefore, comprehension of this group's present digital citizenship practices remains
ambiguous, further complicated by divergent findings from a limited number of earlier
digital citizenship-related studies. The National Cybersecurity Awareness Survey
(NCSAS, 2016) assessed digital citizenship levels of 4,099 secondary school students
regarding risk-taking behaviours, finding that students demonstrated awareness of
online do's and don'ts. The 2015 National Survey Study CyberSAFE (NSSC) involving
18,000 students aged 13 to 15 reported that students were somehow resilient in
encountering online challenges. Similarly, Saharrudin et al.’s (2019) study of 400
Selangor youths showed low cyberbullying engagement. Another study (Ming, Shi &
Taha, 2020) involving 562 respondents aged 16 revealed high awareness of online risks
and minimal exposure to online risks and cyberbullying.



Conversely, other findings revealed that Malaysian adolescents’ cybercrimes awareness
remains low (Zain et al., 2015). Despite ranking second in reported cyberbullying cases
in Asia, recent research on 430 urban adolescents (ages 13 to 18) in Klang Valley
revealed a significant number involved in cyber victimisation and cyberbullying (Ipsos,
2018; The Star, 2022; Waheed, 2019; Yusuf et al., 2021). Statistics underscore that
three in 10 young Malaysians experienced cyberbullying, and many struggled to
protect themselves online (Digi Telecommunications, 2014; UNICEF, 2018).

Insufficient information about the present state of digital citizenship practices might
impede a precise understanding of the prevalent digital issues among Malaysian
students. A meticulously designed, comprehensive, valid, and reliable instrument
tailored for this group could facilitate a continuous and up-to-date examination of
digital citizenship practices. Such an instrument would play a crucial role in identifying
areas for improvement, paving the way for future Malaysia’s digital citizenship
initiatives.

1.3 Problem Statements

The escalating impact of digital issues on secondary school students in Malaysia raises
concerns about the country's future. The prevalence of psychological-related online
challenges, including a 17.1% rate of suicidal behavior among Malaysian teenagers
linked to cyberbullying, underscores the urgent need to fortify current digital
citizenship practices in this vulnerable age group (Basyir & Perimbanayagam, 2020;
Mohd Fadhli, Liew, Ab Halim, Ab Razak, & Ab Rahman, 2022; Selvam, 2022).
However, addressing these digital issues is hindered by the challenge of identifying
suitable constructs and practises to enhance their online wellness and resilience.
Limited research on digital citizenship in this group may contribute to the undetected
severity of the rising digital issues (Fernandez-Prados, Lozano-Diaz & Ainz-Galende,
2021; Kim & Choi, 2018).

Moreover, the limited availabe instruments (e.g., Choi, Glassman, & Cristol, 2017;
Jones & Mitchell, 2015), may inadequately align with the mission of Malaysia's
citizenship chracteristics and educational realm, which aims to foster the development
of value-driven citizens (Ahmad, Rahim, Pawanteh, & Ahmad, 2012). This stands in
contrast to Western education-based instruments that emphasise political literacy and
activism—activities prohibited for Malaysian students under the Malaysian University
and University College Act 1971. This mismatch potentially results in inaccurate and
threatens the validity of the measurement of digital citizenship (Mackenzie, Podsakoff,
& Podsakoff, 2011). Necessitating the development of a new, locally tailored
instrument to effectively address the specific online challenges, policies and national
standards, norms, and cultural sensitivity in the Malaysian educational landscape.

In addition, the insufficient definition of certain constructs in The Nine Elements
theory (Ribble, 2011), such as digital law, digital commerce, and digital health and
wellness, particularly in psychological aspects, creates ambiguity in understanding the
underlying digital citizenship constructs for secondary school students (Choi, Cristol,
& Gimbert, 2018; Kus et al., 2017) (Appendix A2). The Theory of Wellness and the



Theory of Resilience emphasise the importance of incorporating aspects like
spirituality for a holistically balanced individual (Hattie, Myers, & Sweeney, 2004).
This resilience factor is linked to positive adolescent outcomes, including mental health
(Dutta & Singh, 2017; Shabani, Hassan, Ahmad, & Baba, 2010; Shek, 2012; Yahaya et
al., 2012). However, it remains underexplored in previous literature or instruments,
with only one study linking spirituality with digital citizenship found (i.e., Lucey &
Lin, 2020). This gap may hinder digital citizenship initiatives from effectively
addressing emerging online psychological-related risks, such as addiction and suicidal
ideation, faced by secondary school students (Doumas & Midgett, 2023). This
underscores the need for a more nuanced conceptualisation.

Furthermore, the lack of well-established instrument specifically designed for K-12
students poses challenges in determining and measuring their digital citizenship
practices (Kamaruddin & Ab Jalil, 2019). While tertiary students have been
preferentially studied, leaving K-12 students less explored (Appendix A2)(Chen et al.,
2021). Additionally, the adaptation of instruments is incompatible by the ambiguity and
diversity of digital citizenship conceptualisation. For instance, Jones and Mitchell
(2016) define digital citizenship based on two constructs, while others use four (e.g.,
El¢i & Sari, 2016) and five constructs (e.g., Kim & Choi, 2018; Nordin et al., 2016).
Furthermore, some instruments lack theoretical underpinning, leading to erroneous data
and flaws conclusions (e.g., Alharbi & Alturki, 2018) (DeVellis, 2003) (see Appendix
A2). Thus, hinder the effectiveness in addressing digital citizenship needs and its
promotion, particularly within K-12 in the Malaysian context.

Additionally, the existing instruments face challenges in establishing reliable
psychometric properties due to inadequate development techniques and validation
procedures. These instruments lack a clear developmental model, leading to potential
validity issues (e.g., Martin et al., 2020)(Appendix A2). Some instruments exhibit
limited validation, lacking face and criterion validity (e.g., Isman & Gungoren, 2014).
Moreover, certain developed items fall below psychometric quality standards, such as
the double-barreled item in Al-Zahrani (2015) (e.g., “I place my keyboard properly and
make sure my forearms are horizontal and my wrists are straight”) and developed in
languages other than English and Malay (e.g., Phornprasert et al., 2020). This may
compromise validity if without a proper back-to-back translation and revalidation.
Moreover, the reliance on convenient sampling limits the instruments’ generalizability
(e.g., Choi et al., 2017) and existing instruments predominantly adhere to the Classical
Test Theory (CTT) potentially contributing to psychometric biases (e.g., Kim & Choi,
2018)(Furr, 2011). In contrast, a modern analytical approach, such as the Item
Response Theory (IRT), specifically the Rasch model, has the potential to address
psychometric issues and inaccuracies, providing more comprehensive evidence of
psychometric properties than CTT (Bond & Fox, 2015). Surprisingly, this analysis
method remains unexplored in the realm of digital citizenship studies, highlighting a
significant gap in the current understanding and application of measurement
methodologies.

In summary, the rapidly evolving digital landscape introduces new risks that existing
instruments may not effectively address, leading to concerns about prediction precision
and potential inefficiencies in interventions. The risk of faulty inferences heightens



when adapting items to different contexts, highlighting the imperative for a new,
specifically tailored instrument for secondary school students in Malaysia. This
instrument should be both valid and reliable, encompassing the necessary practices to
effectively address contemporary risks. Accurate predictions of digital citizenship
practice levels are crucial to equip students against Internet challenges, fostering a
positive online culture, ensuring a safer digital society, and optimising the benefits of
online learning and technology.

1.4 Objectives

The main objective of this study is to develop a valid and reliable instrument to
measure digital citizenship practices of secondary school students in Malaysia.
Specifically, the objective includes:

1. Develop a Digital Citizenship Instrument of Secondary School Students in
Malaysia (MyDCi).

2. Examine the psychometric properties of the Digital Citizenship Instrument of
Secondary School Students in Malaysia (MyDCi).

3. Evaluate the criterion validations of the Digital Citizenship Instrument of
Secondary School Students in Malaysia (MyDCi).

1.5 Research Questions

Research questions were formed as below, based on this study’s objectives:-

To fulfil the first objective:

RQI1. What are the items that reflect the constructs of the Digital Citizenship
Instrument of Secondary School Students in Malaysia  (MyDCi) ?

RQ2. What is the extent of content validation of the Digital Citizenship Instrument
of Secondary School Students in Malaysia (MyDCi) ?

To fulfil the second objective:

RQ3. What is the extent of psychometric properties of the Digital Citizenship
Instrument of Secondary School Students in Malaysia (MyDCi) based on the
Rasch model (Indices of Reliability, Fit, [tem Polarity, Unidimensionality, Local
Independence, Item Difficulty Level, Separation, Different Item Functioning
(DIF), and Scale Calibration) ?

To fulfil the third objective:
RQ4. What is the extent of criterion validations (predictive validation and concurrent

validation) of the Digital Citizenship Instrument of  Secondary School
Students in Malaysia (MyDCi) ?



1.6 Significance of Research

Assessing and fostering digital citizenship practices is essential for the comprehensive
development, well-being, and success of students in the current digital learning era.
This study introduces a new instrument crafted specifically for the Malaysian context,
considering the cultural nuances and distinct challenges experienced by secondary
school students in Malaysia. Aligned with the educational expectations set by Malaysia
and reflecting the insights gained from the country's digital citizenship initiatives, this
instrument acts as a reliable and valid means to uncover the extent of digital
educational outcomes and initiatives in Malaysia. This understanding is derived from
an examination of the digital citizenship practices exhibited by secondary school
students.

This study initiates discussions on a proposed digital citizenship concept, contributing
to the advancement of the existing digital citizenship theory (Ribble, 2011). Through
refining construct definitions and extending subconstructs, the research enhances the
accuracy of assessment items. It also delves into the cross-cultural reliability of
Ribble's theory, evaluating its applicability in the Malaysian context.

This study adds to the body of knowledge in educational research, specifically in the
realm of digital citizenship measurement. It provides insights that set the stage for
future studies and enhancements in evaluating the level of digital citizenship practices.
With the potential to offer a comprehensive understanding, the study incorporates
overlooked psychological perspectives. By integrating concepts like digital wellness,
digital resilience, and digital spiritual development, it introduces novel insights and
dimensions for a holistic measurement of digital citizenship. Furthermore, it enriches
the literature on digital citizenship and contributes to emerging fields such as
cyberpsychology, technogogy, and cybergogy.

This study plays a crucial role in empowering stakeholders to provide insightful
information for informed decision-making. It contributes to the body of knowledge,
offering a solid foundation and references with a reliable instrument to enhance and
design targeted interventions, addressing specific needs among secondary school
students and ensuring alignment with local requirements. This new instrument serves
as a catalyst, informing the development of digital citizenship promotion and
supporting a structured, effective approach to digital education in Malaysia. It fosters a
more accurate understanding of students' digital citizenship practices and guides the
crafting plans for integrating digital citizenship in formal educational settings. This
may influence educational policies related to digital citizenship in Malaysia.

This includes enhancing current digital curricula to address digital issues and preparing
future school leavers with the essential digital citizenship practices and living skills for
the future, which entails highly advanced technology-dependent professions and
society. Moreover, this study provides insights that enhance psychometric quality and
enrich the understanding of digital citizenship indicators through the application of
modern analysis techniques, specifically, the Rasch model. The potential of this
instrument extends to enhancing future research findings, assisting researchers in



interpreting their results for more valid and fair judgments and drawing precise
conclusions.

Consequently, these findings contribute to enhanced knowledge and understanding of
the elements of digital citizenship, shaping its conceptualisation in secondary education
in Malaysia. This study also encourages further research in the digital citizenship
domain in Malaysia, particularly involving secondary school students. In conclusion,
this study holds substantial significance by addressing the distinctive needs of the
Malaysian context. It contributes valuable insights to the global conversation on digital
citizenship education, especially in the area of measurement. Its significance lies on its
potential impact on local educational practices and its role as a valid and valuable tool
for future endeavors.

1.7 Scope and limitation

This study had a geographical focus to the school-based system in Malaysia without
specific consideration for varying age ranges of secondary school students.
Consequently, the indicators may not fully capture the digital citizenship levels of other
educational levels of different ages or those outside the national educational system.
Moreover, the instrument may be less suitable in other countries with distinct digital
learning outcomes and national educational missions.

This study encompassing nine constructs of digital citizenship, focuses on the
educational technology perspective rather than others such as political sciences. As a
result, the findings may have limited generalizability to other digital citizenship
perspectives and may provide a less reliable measurement for different research fields.

The specifically designed instrument in this study aligning with the current Malaysian
curriculum, philosophy, policy, norms, ethics, beliefs, societal values, and culture.
Thus, instrument needs to revalidated in other contexts of studies. Additionally, the
proposed conceptualisation or measurement of digital citizenship might be limited for
students in special needs education, such as learning disabilities, emotional or
behavioral disorders, mental retardation, autism, giftedness, and physical or health
disabilities. This study assumes the digital citizenship level based on students'
willingness and ability, preventing identification of whether the practices result from
other circumstances, such as unwillingness and inability, unwillingness but ability, or
willingness but inability to practice.

This study relies on cross-sectional analysis may limit this study's ability to draw
longitudinal conclusions, and the developed instrument that may not account for
potential changes in technology, practices, or students' behaviours in the future.
Another limitation stems from the use of self-assessed questionnaires (paper-pencil)
with mail distribution, complicating the tracking and measuring students' actual digital
citizenship practices. As self-reporting may not always reflect the complexity of
behaviors.



1.8 Definition of terms

This subsection provides the meaning and definition of digital citizenship used and
discussed throughout this study.

Digital Citizenship

Digital Citizenship is defined as “norms of appropriate, responsible behaviour with
regard to technology use” comprising nine constructs: digital access, digital commerce,
digital etiquette, digital health and wellness, digital law, digital literacy, digital rights
and responsibilities, and digital security (Ribble, 2011). Digital citizenship was
conceptualised in the context of secondary school students in Malaysia by aligning the
mission and vision and the characteristics of digital citizens outlined in Malaysian
educational outcomes. Thus, digital citizenship was operationalised as the practice of
meaningful use of technology in empowering individual and society wellness by
enabling digital resiliency in active online participation. Consequently, a positive
digital culture could be normalised and manifested.

Digital Access

Digital access is defined as “full electronic participation in society” (Ribble, 2011).
This study conceptualised digital access in terms of active electronic participation in
society rather than passive participation. Active participation in society would
contribute to self-development and community development, specifically participation
in the matter of civic, lifelong learning and technological accessibility. Therefore,
digital access defined as the practice of actively enabling online opportunities and
expanding knowledge that benefits oneself and others.

Digital Commerce

Digital commerce is defined as “the electronic buying and selling of goods” (Ribble,
2011). This study conceptualised digital commerce not only from buying and selling
practices, also online safe transaction practises. operationalised digital commerce as the
practise of wise, safe, and trustworthiness of online financial-related matters to achieve
financial wellness for oneself and others.

Digital Communication

Digital Communication is defined as “the electronic exchange of information” (Ribble,
2011). This study operationalised digital communication as the practise of effectively
expressing opinions online to be comprehended well and positively understand others
across cultural diversity.

Digital Etiquette

Digital etiquette implies “the electronic standards of conduct or procedure” (Ribble,
2011). This study operationalised digital etiquette as the practise of respect, manners,
and courtesy by being sensitive or considerate of others when using digital technology.



Digital Health and Wellness

Digital Health and wellness is defined as “physical and psychological wellbeing in a
digital technology world” (Ribble, 2011). This study operationalised digital health and
wellness as the practise of actively achieving an optimum state of holistic wellness for
oneself and others with the use of digital technology.

Digital Law

Digital law denotes “the electronic responsibility for actions and deeds” (Ribble, 2011).
This study operationalised digital law as the practise of using digital technology legally
while being aware of the national digital law, the consequences of law violation, and
digital rights offered by the law..

Digital Literacy

Digital literacy is the “process of teaching and learning about technology and the use of
technology” (Ribble, 2011). This study operationalised digital literacy as the practise of
using digital technology competently to sufficiently gather information, critically
evaluate information, and creatively process the information to produce new or positive
meaningful digital information

Digital Rights and Responsibilities

Digital rights and responsibilities is defined as “those requirements and freedoms
extended to everyone in a digital world” (Ribble, 2011). This study operationalised
digital rights and responsibilities as the practise of using digital technology safe, fairly
and responsibly to protect, maintain and expressing own rights (personal responsibility)
and others rights (social responsibility) in online environment.

Digital Security

Digital security is defined as “the electronic precautions to guarantee safety” (Ribble,
2011). This study operationalised digital security as the practise of using digital
technology securely and safely to protect personal information, identity, data assets,
and online devices.



REFERENCES

Ab Jalil, H., & De Laat, M. (2014). Discovering the Pattern of Interactions in Online
Discussions Using the Social Network Analysis Principle. Malaysian Journal of
Distance Education, 16(2): 83—108.

Abdullah, A., May, L. S., Salim, H. S., Jenn, N. C., & Chinna, K. (2020) "Health
literacy research in Malaysia: A scoping review", Sains Malaysiana, Vol. 49
Iss:5, pp. 1021-1036. Doi: 10.17576/jsm-2020-4905-07

Abinayaa, M., & Nithya, R. (2022). The Role of Cyberbullying in Psychological
Distress, Mental Health and Spiritual Health among Adolescents during
Pandemic. Indian Journal of Health and Wellbeing, 13(2): 178—181.

Abu-Omar, R., & Jwaifell, M. (2018). Digital Citizenship in the Arabic Language
Textbooks: Content Analysis. Journal of Education and Practice, 9(32): 47-63.

Abu El-Haj, T. R., & Bonet, S. W. (2011). Education, Citizenship, and the Politics of
Belonging. Review of Research in  Education, 35(1): 29-59.
https://doi.org/10.3102/0091732X10383209

Abulibdeh, E. S. A. (2019). UAE Undergraduate Student Digital Etiquette and Belief-
Oriented Technology Use. International Journal of Web-Based Learning and
Teaching Technologies, 14(1): 84-92.
https://doi.org/10.4018/IJWLTT.2019010106

Achour, M., Grine, F., Mohd Nor, M. R., & MohdYusoff, M. Y. Z. (2015). Measuring
Religiosity and Its Effects on Personal Well-Being: A Case Study of Muslim
Female Academicians in Malaysia. Journal of Religion and Health, 54(3), 984—
997. https://doi.org/10.1007/s10943-014-9852-0

Adams, T. B., Bezner, J. R., Drabbs, M. E., Zambarano, R. J., & Steinhardt, M. A.
(2000). Conceptualization and Measurement of the Spiritual and Psychological
Dimensions of Wellness in a College Population. Journal of American College
Health, 48(4), 165—173. https://doi.org/10.1080/07448480009595692

Adawiyah, W. R., & Pramuka, B. A. (2017). Scaling the Notion of Islamic spirituality
in the workplace. Journal of Management Development, 36(7), 877-898.
https://doi.org/10.1108/JMD-11-2014-0153

Aesaert, K., & van Braak, J. (2015). Gender and socioeconomic related differences in
performance based ICT competences. Computers & Education, 84, 8-25.
https://doi.org/10.1016/j.compedu.2014.12.017

Aesaert, K., van Nijlen, D., Vanderlinde, R., & van Braak, J. (2014). Direct measures
of digital information processing and communication skills in primary education:
Using item response theory for the development and validation of an ICT
competence scale. Computers & Education, 76, 168-181.
https://doi.org/10.1016/j.compedu.2014.03.013

189



Ahern, N., Kiehl, E., Lou Sole, M., & Byers, J. (2006). A review of instruments
measuring resilience. Comprehensive Child and Adolescent Nursing, 29(2), 103—
125. https://doi.org/10.1080/01460860600677643

Ahmad, A. L., A. Rahim, S., Pawanteh, L., & Ahmad, F. (2012). The Understanding of
Environmental Citizenship among Malaysian Youths: A Study on Perception and
Participation. Asian Social Science, 8(5), 85-92.
https://doi.org/10.5539/ass.v8n5p85

Ahmad, A., & Omar, Z. (2014). Reducing deviant behavior through workplace
spirituality and job satisfaction. Asian Social Science, 10(19), 107-112.
https://doi.org/10.5539/ass.v10n19p107

Ahmad Ghazali, A. H., Abu Samah, A., Omar, S. Z., Abdullah, H., Ahmad, A., &
Mohamed Shaffril, H. A. (2020). Predictors of Cyberbullying among Malaysian
Youth. Journal of Cognitive Sciences and Human Development, 6(1), 67-80.
https://doi.org/10.33736/jcshd.1518.2020

Ahmad, M., & Razali, N. (2023). The National Cyber Ethics Modules: An Approach
For Teaching Cyber Safety to K12 Students. In EDULEARN23 Proceedings (pp.
1896-1900). https://doi.org/10.21125/edulearn.2023.0573

Ahmad, N. A., Hassan, A., Abdullah, S. S. I., & Salim, S. (2021). The 4th Wave
Evolution of Digital Citizenship Concept? Proposing Digital Citizenship Concept
for Malaysia Context. International Journal of Human Resource Studies, 11(4S),
56-79. https://doi.org/10.5296/ijhrs.v11i4S.19231

Akcil, U., & Bastas, M. (2021). Examination of university students’ attitudes towards
e-learning during the COVID-19 pandemic process and the relationship of digital
citizenship. = Contemporary  Educational = Technology, 13(1), 1-13.
https://doi.org/10.30935/CEDTECH/9341

Akoglu, H. (2018). User’s guide to correlation coefficients. Turkish Journal of
Emergency Medicine, 91-93. https://doi.org/10.1016/j.tjem.2018.08.001

Al-Abdullatif, A. M., & Gameil, A. A. (2020). Exploring Students’ Knowledge and
Practice of Digital Citizenship in Higher Education. International Journal of
Emerging Technologies in Learning (UET), 15(19), 122.
https://doi.org/10.3991/ijet.v15i19.15611

Al-Momani, M. O., & Alsmadi, M. A. (2020). Students’ degree of possessing digital-
citizenship skills from their points of view at Al-Balqa Applied University.
Universal  Journal of Educational Research, 8(8), 3335-3345.
https://doi.org/10.13189/ujer.2020.080805

Al-Zahrani, A. (2015). Toward digital citizenship:examining factors affecting
participation and involvement in the internet society among higher education
students. International Education Studies, 8(12), 203-217.
https://doi.org/10.5539/ies.v8n12p203

Aladag, S., & Ciftci, S. (2017). An Investigation An Investigation Of The Relationship

190



Between Digital Citizenship Levels Of Pre-Service Primary School Teachers
And Their Democratic Values. European Journal of Education Studies, 3(6),
171-185. https://doi.org/10.5281/zenodo.580091

Alazemi, A. F., Sa’di, . T., & Al-Jamal, D. A. H. (2019). Effects of digital citizenship
on EFL students’ success in writing. International Journal of Learning, Teaching
and Educational Research, 18(4), 120—140. https://doi.org/10.26803/ijlter.18.4.7

Aldosari, F. F., Aldaihan, M. A., & Alhassan, R. A. (2020). Availability of ISTE
Digital Citizenship Standards Among Middle and High School Students and Its
Relation to Internet Self-Efficacy. Journal of Education and Learning, 9(5), 59.
https://doi.org/10.5539/jel.vOn5p59

Algarni, A. A. (2018). Digital citizenship and the role of educational process in its
accomplishment : Analytical Study. Journal of Fundamental and Applied
Sciences, 10(4), 1-6. http://dx.doi.org/10.4314/jfas.v10i4s.1

Alharbi, W. O., & Alturki, K. I. (2018). Social Media Contribution to the Promotion of
Digital Citizenship among Female Students at Imam Mohammed bin Saud

Islamic University in Riyadh. English Language Teaching, 11(1), 80.
https://doi.org/10.5539/elt.v1 In1p80

AlZebidi, A. A., & Alsuhaymi, D. S. (2021). Investigating Students ’ Digital
Citizenship Practices Undergraduate Students at Al-Qunfudhah University
College for. Ilkogretim Online, 20(5), 2089-2104.
https://doi.org/10.17051/ilkonline.2021.05.230

Amirfarhangi, F., & Ahmad, I. M. S. (2015). Internet Literacy Among Female
University students in Malaysia. Sarjana, 30(1), 29-36

Amirfarhangi, F., Ishak, M. S. B. A., & Nikfard, P. (2015). Internet And Civic
Participation Among Malaysian University Students. Malaysian Journal of
Media Studies, 17(2), 42-52

Ananto, P., & Ningsih, S. K. (2023). An Examination of Indonesian Teachers’ and
Students’ Perception and Level of Digital Citizenship. Heliyon, 9(8), e18987.
https://doi.org/10.1016/j.heliyon.2023.e18987

Anderson, J. E., & Dunning, D. (2014). Behavioral Norms: Variants and Their
Identification. Social and Personality Psychology Compass, 8(12), 721-738.
https://doi.org/10.1111/spc3.12146

Anderson, L. W., & Krathwohl, D. R. (2001). A Taxonomy for Learning, Teaching, and
Assessing: A Revision of Bloom’s Taxonomy of Educational Objectives. New
York: Allyn-Bacon Longman.

Andrich, D., & Marais, I. (2019). A Course in Rasch Measurement Theory: Measuring
in the Educational, Social and Health Sciences. Singapore: Springer Texts in

Education. https://doi.org/10.1007/978-981-13-7496-8

Anggraeni, A. D. (2017). The role of school counselors in forming student becoming a

191



digital citizen. Jurnal Bimbingan Dan Konseling, 1(2), 151-160.
https://doi.org/10.26539/1215

Ariffin, S. R. (2008). Inovasi dalam pengukuran dan penilaian pendidikan. Universiti
Kebangsaan Malaysia.

Ariffin, S. R., Bakar, I. K. A., Harun, M. S. C., & Isa, A. (2010). Verification of
multiple intelligences construct validity in an online instrument. Procedia -
Social and Behavioral Sciences, 9, 1894-1899.
https://doi.org/10.1016/j.sbspro.2010.12.420

Aroff, A. R. M. (2014). Values Education and the Malaysia Education Blueprint.
Journal of Interdisciplinary Research in Education, 4(1), 59-73.
https://doi.org/10.7603/s40

Ata, R., & Yildirim, K. (2019). Turkish Pre-Service Teachers’ Perceptions of Digital
Citizenship in Education Programs. Journal of Information Technology
Education: Research, 18, 419-436. https://doi.org/10.28945/4392

Atif, Y., & Chou, C. (2018). Guest Editorial: Digital citizenship: Innovations in
education, practice, and pedagogy. Educational Technology and Society, 21(1),
152—154. https://doi.org/10.1080/00933104.2016.1210549

Avidas, K., Petropoulou, A., Papadakis, S., Apostolou, Z., Komis, V., Jimoyiannis, A.,
& Gialamas, V. (2022). Factors Affecting Response Rates of the Web Survey
with Teachers. Computers, 11(9), 127. Retrieved from
https://doi.org/10.3390/computers1 1090127

Aziz, A. A., Masodi, M. S., & Zaharim, A. (2013). Asas Model Pengukuran Rasch:
Pembentukan Skala & Struktur Pengukuran. Bangi: Penerbit UKM.

Aziz, N. A., & Ramli, M. F. (2014). Characteristics of Net Generation Among
Secondary School Students In Malaysia, 1-24.

Azlan, A. A. (2019). Measures of eHealth Literacy: Options for the Malaysian
Population. Jurnal Komunikasi: Malaysian Journal of Communication, 35(4),
211-228. https://doi.org/10.17576/JKMJC-2019-3504-13

Baboo, S. B. (2013). Media Literacy in the Lifeworlds of Malaysian Children. Global
Studies of Childhood, 3(1), 72—85. https://doi.org/10.2304/gsch.2013.3.1.72

Baboo, S. B., Pandian, A., Prasad, N. V., & Rao, A. (2013). Young People and New
Media in Malaysia: an Analysis of Social Uses and Practices. Journal of Arts,
Science & Commerce, IV(2), 50-56.

Baghaei, P. (2007). Local dependency and Rasch measures. Rasch Measurement
Transactions., 21, 1105-1106.

Bahari, R., Mohamad Alwi, M. N., Jahan, N., Ahmad, M. R., & Mohd Saiboon, I.

(2016). How do people cope with post traumatic distress after an accident? The
role of psychological, social and spiritual coping in Malaysian Muslim patients.

192



European Journal of Psychotherapy & Counselling, 18(4), 349-366.
https://doi.org/10.1080/13642537.2016.1260615

Baharuddin, E. Bin, & Ismail, Z. B. (2015). 7 Domains of Spiritual Intelligence from
Islamic Perspective. Procedia - Social and Behavioral Sciences, 211(September),
568-577. https://doi.org/10.1016/j.sbspro.2015.11.075

Baharudin, N. H., & Naidu, N. B. M. (2021). The application of the REP concept of
digital citizenship among students in Universiti Pendidikan Sultan Idris as digital
citizens. EDUCATUM Journal of Social Sciences, 7(1), 30-44.
https://doi.org/10.37134/ejoss.vol7.1.4.2021

Bakardjieva, M., Svensson, J., & Skoric, M. (2012). Digital Citizenship and Activism:
Questions of Power and Participation Online. JeDEM - EJournal of EDemocracy
and Open Government, 4(1), 1-4.

Balakrishnan, V. (2004). Rebirth of civics and citizenship education in Malaysia.
Masalah Pendidikan, 27, 221-228.

Baldacchino, D., & Draper, P. (2001). Spiritual Coping Strategies: A Review of the
Nursing Research Literature. Journal of Advanced Nursing, 34(6), 833-841.
https://doi.org/10.1046/j.1365-2648.2001.01814.x

Balraj, S., Pandian, A., Nordin, M. Z., Nagalingam, S., & Ismail, J. (2013). Yaung
People and New Media: Social Uses, Social Shaping and Social Consequences
(Volume 1). Media Matters: Networked Media Content Research Report.
Cyberjaya.

Bambang, S., & Widhiarso, W. (2015). Aplikasi model Rasch untuk penelitian ilmu-
ilmu sosial (Revi.). Cimahi: Trim Komunikata Publishing House.

Banos, O., Bilal Amin, M., Ali Khan, W., Afzal, M., Hussain, M., Kang, B. H., & Lee,
S. (2016). The Mining Minds digital health and wellness framework. BioMedical
Engineering Online, 15(1), 165—186. https://doi.org/10.1186/s12938-016-0179-9

Barone, T. N. (2002). Civic Education and Citizenship in Malaysian Education. In
American Educational Research Association Conference. New Orleans, LA:
Educational Resources Information Center (ERIC).

Bartlett, J. E., Kotrlik, J. ., & Higgins, C. C. (2001). Organizational Research :
Determining Appropriate Sample Size in Survey Research, 19(1), 43-50.

Basha, S. J. (2018). Global Digital Citizenship : Awareness and Practice of o ungsters.
Journal of Advancements in Library Sciences, 5(2), 60-62.

Basyir, M., & Perimbanayagam, K. (2020). Cyberbullying victim found dead after viral
Tik Tok video. Retrieved May 20, 2020, from
https://www.nst.com.my/news/nation/2020/05/594223/cyberbullying-victim-
found-dead-after-viral-tik-tok-video

Beck, E. N. (2015). The Invisible Digital Identity: Assemblages in Digital Networks.

193



Computers and Composition, 35, 125-140.
https://doi.org/10.1016/j.compcom.2015.01.005

Bell, B. L. (2005). Children, youth, and civic (dis) engagement: Digital technology and
citizenship. Canadian Research Alliance for Community Innovation and
Networking (CRACIN), (5), 1-53.

Bellamy, R., & Greenaway, J. (1995). The new right conception of citizenship and the
citizen’s charter. Government and Opposition, 30(4), 469—491.

Bennett, W. L. (2008). Changing Citizenship in the Digital Age. In W. L. Bennett
(Ed.), Civic Life Online: Learning How DigitalMedia Can Engage Youth (The
John D, pDp- 1-24). Cambridge, MA: MIT Press.
https://doi.org/10.1162/dmal.9780262524827.001

Bennett, W. L., Wells, C., & Freelon, D. (2011). Communicating Civic Engagement:
Contrasting Models of Citizenship in the Youth Web Sphere. Journal of
Communication, 61, 835-856. https://doi.org/10.1111/j.1460-2466.2011.01588.x

Bielby, J. (2015). Global Digital Citizenship. International Review of Information
Ethics, 32(11), 2-3.

Boateng, G. O., Neilands, T. B., Frongillo, E. A., Melgar-Quifionez, H. R., & Young,
S. L. (2018). Best Practices for Developing and Validating Scales for Health,
Social, and Behavioral Research: A Primer. Frontiers in Public Health, 6(June),
1-18. https://doi.org/10.3389/fpubh.2018.00149

Bond, T. G.,, & Fox, C. M. (2015). Applying the Rasch Model: FUndamental
Measurement in the Human Sciences (3rd ed.). New York: Routledge.

Boothby, E. J., & Bohns, V. K. (2021). Why a Simple Act of Kindness Is Not as
Simple as It Seems: Underestimating the Positive Impact of Our Compliments on
Others. Personality and Social Psychology Bulletin, 47(5), 826-840.
https://doi.org/10.1177/0146167220949003

Borca, G., Bina, M., Keller, P. S., Gilbert, L. R., & Begotti, T. (2015). Internet use and
developmental tasks: Adolescents’ point of view. Computers in Human Behavior,
52, 49-58. https://doi.org/10.1016/j.chb.2015.05.029

Borsa, J. C., Damasio, B. F., & Bandeira, D. R. (2012). Cross-Cultural Adaptation and
Validation of Psychological Instruments: Some Considerations. Paidéia, 22(53),

423-432. http://dx.doi.org/10.1590/1982-43272253201314

Boyle III, C. J. (2010). The effectiveness of a Digital Citizenship curriculum in an
urban school. ProQuest Dissertations and Theses. Johnson & Wales University.

Bozdogan, D. (2013).  ebquests About Digital Citizenship In Language Classes.
Journal Of Educational And Instructional Studies In The World, 3(1 (21)), 173—
180.

Brewer, G., & Kerslake, J. (2015). Cyberbullying, self-esteem, empathy and loneliness.

194



Computers in Human Behavior, 48, 255-260.
https://doi.org/10.1016/j.chb.2015.01.073

Briggs, M. K., Akos, P., Czyszczon, G., & Eldridge, A. (2011). Assessing and
promoting spiritual wellness as a protective factor in secondary schools.
Counseling and Values, 55(2), 171-184. https://doi.org/10.1002/j.2161-
007X.2011.tb00030.x

Brinkman, S. A., Kinnell, A., Maika, A., Hasan, A., Jung, H., & Pradhan, M. (2017).
Validity and Reliability of the Early Development Instrument in Indonesia. Child
Indicators Research, 10(2), 331-352. https://doi.org/10.1007/s12187-016-9372-4

Brown, C., & Applegate, B. (2012). Holistic Wellness Assessment for Young Adults.
Journal of Holistic Nursing, 30(4), 235-243.
https://doi.org/10.1177/0898010112453327

Brown, C., Applegate, E. B., & Yildiz, M. (2014). Structural Validation of the Holistic
Wellness Assessment. Journal of Psychoeducational Assessment, 33(5), 483—
494. https://doi.org/10.1177/0734282914564037

Calvani, A., Fini, A., & Ranieri, M. (2010). Digital Competence In K-12. Theoretical
Models, Assessment Tools and Empirical Research. Analisi: Quaderns de
Comunicacié i Cultura, 40, 157—-171.

Candra, A. A., Suryadi, K., & Nurbayani, S. (2021). Infrastructure Digital Citizenship
as a Reinforcement of National Identity. International Journal of Innovative
Science and Research Technology, 6(2), 361-367.

Carlsson, C., & Walden, P. (2016). Digital Wellness Services for Young Elderly: a
Missed Opportunity for Mobile Services. Journal of Theoretical and Applied
Electronic Commerce Research, 11(3), 20-34. https://doi.org/10.4067/S0718-
18762016000300003

Carrier, L. M., Spradlin, A., Bunce, J. P., & Rosen, L. D. (2015). Virtual empathy:
Positive and negative impacts of going online upon empathy in young adults.
Computers in Human Behavior, 52, 39-48.
https://doi.org/10.1016/j.chb.2015.05.026

Cebi, A., Bahcekapili Ozdemir, T., & Ozdemir, T. B. (2019). The Role of Digital
Nativity and Digital Citizenship in Predicting High School Students’ Online
Information Searching Strategies. Education and Science, 44(200), 47-57.
https://doi.org/10.15390/EB.2019.8379

Chai, C. S., Koh, J. H. L., Ho, H. N. J., & Tsai, C. C. (2012). Examining preservice
teachers’ perceived knowledge of TPACK and cyberwellness through structural

equation modeling. Australasian Journal of Educational Technology, 28(6),
1000-1019.

Chambliss, D. F., & Schutt, R. K. (2018). Making sense of the social world: Methods of
investigation. Sage Publications. (Sixth). Sage Publications.

195



Chang, Y., Wong, S. F., & Park, M.-C. (2014). A three-tier ICT access model for
intention to participate online: a comparison of developed and developing
countries. Information Development, (5).
https://doi.org/10.1177/0266666914529294

Chen, L. L., Mirpuri, S., Rao, N., & Law, N. (2021). Conceptualization and
Measurement of Digital Citizenship Across Disciplines. Educational Research
Review, 33, 100379. https://doi.org/10.1016/j.edurev.2021.100379

Cheng, G., & Chau, J. (2016). Exploring the relationships between learning styles,
online participation, learning achievement and course satisfaction: An empirical
study of a blended learning course. British Journal of Educational Technology,
47(2), 257-278. https://doi.org/10.1111/bjet.12243

Choi, M., Cristol, D., & Gimbert, B. (2018). Teachers as digital citizens: The influence
of individual backgrounds, internet use and psychological characteristics on
teachers’ levels of digital citizenship. Computers and Education, 121(March),
143-161. https://doi.org/10.1016/j.compedu.2018.03.005

Choi, M., Glassman, M., & Cristol, D. (2017). What it means to be a citizen in the
internet age: Development of a reliable and valid digital citizenship scale.
Computers & Education, 107, 100-112.
http://dx.doi.org/10.1016/j.compedu.2017.01.002

Chow, S. K., Francis, B., Ng, . H., Naim, N., Beh, H. C., Ariffin, M. A. A., ...
Sulaiman, A. H. (2021). Religious Coping, Depression and Anxiety among
Healthcare Workers during the COVID-19 Pandemic: A Malaysian Perspective.
Healthcare, 9(1), 79. https://doi.org/10.3390/healthcare9010079

Claro, M., Preiss, D. D., Martin, E. S., Jara, 1., Hinostroza, J. E., Valenzuela, S., ...
Nussbaum, M. (2012). Assessment of 21st century ICT skills in Chile: Test
design and results from high school level students. Computers and Education,
59(3), 1042—1053. https://doi.org/10.1016/j.compedu.2012.04.004

Cohen, J. (1992). A Power Primer. Psychological Bulletin [PsycARTICLES],
112(July), 155-159. https://doi.org/10.1037/14805-018

Cohen, J. L. (1999). Changing Paradigms of Citizenship and the Exclusiveness of the
Demos. International Sociology, 14(3), 245-268.
https://doi.org/10.1177/0268580999014003002

Coklar, N. A., & Tatli, A. (2020). Evaluation of Digital Citizenship Levels of Teachers
in the Context of Information Literacy and Internet and Computer Use Self-
Efficacy. Asian Journal of Contemporary Education, 4(2), 80-90.
https://doi.org/10.18488/journal.137.2020.42.80.90

Coleman, S. (2008). Doing IT for Themselves: Management versus Autonomy in
Youth E-Citizenship. In W. L. Bennett (Ed.), Civic Life Online: Learning How
Digital Media Can Engage Youth (pp. 189-206). Cambridge, MA: MIT Press.
https://doi.org/10.1162/dmal.9780262524827.189

196



Common Sense Media. (2009). Digital Literacy and Citizenship in the 21st Century.

Common Sense Media. (2016). K-12 Digital Citizenship Curriculum. Retrieved from
https://www.commonsense.org/education/scope-and-sequence

Conrad, K. M., Conrad, K. J., Dennis, M. L., & Funk, R. (2012). Validation of the self
help improvement scale to the rasch measurement model gain methods report
1.0. Chicago.

Cortesi, S., Hasse, A., Lombana-Bermudez, A., Kim, S., & Gasser, U. (2020). Yauth
and digital citizenshipt (plus): Understanding skills for a digital world.
University of Havard

Couldry, N., Stephansen, H., Fotopoulou, A., MacDonald, R., Clark, W., & Dickens, L.
(2014). Digital citizenship? Narrative exchange and the changing terms of civic
culture. Citizenship Studies, 18(6-7), 615-629.
https://doi.org/10.1080/13621025.2013.865903

Covello, S. (2010). A review of digital literacy assessment instruments. FEA Reserach,
1-31.

Creswell, J. W. (2014). Research design. Qualitative, quantitative, and mixed methods
approaches. The New Zealand dental journal (Fourth, Vol. 86). USA: SAGE
Publications. https://doi.org/10.4135/9781849208956

Crimmins, D. M., & Seigfried-Spellar, K. C. (2014). Peer attachment, sexual
experiences, and risky online behaviors as predictors of sexting behaviors among
undergraduate students. Computers in Human Behavior, 32, 268-275.
https://doi.org/10.1016/j.chb.2013.12.012

Crisan, D. R., Tendeiro, J. N., & Meijer, R. R. (2017). Investigating the Practical
Consequences of Model Misfit in Unidimensional IRT Models. Applied
Psychological Measurement, 41(0), 439-455.
https://doi.org/10.1177/0146621617695522

Curran, M. B. F. X., & Ribble, M. (2017). P-20 Model of Digital Citizenship. In New
Directions for Student Leadership (pp. 35-46). Wiley Periodicals Inc.
https://doi.org/10.1002/yd.20228

CyberSecurity Malaysia. (2016). National Cyber Security Awareness Baseline Study.

CyberSecurity Malaysia. (2022). KITA Siber. Retrieved from
https://www.cybersafe.my/saferinternetday/kitasiber.html

Daher, W., Omar, A., Swaity, H., Allan, B., Dar Issa, S., Amer, Z., & Halabi, A.
(2022). Upper-Basic Schoolteachers’ Beliefs about Their Students’ Awareness of
Digital Citizenship. Sustainability, 14(19), 1-11.
https://doi.org/10.3390/su141912865

Dalton, R. J. (2008). Citizenship norms and the expansion of political participation.
Political ~ Studies,  56(1), 76-98.  https://doi.org/10.1111/1.1467-9248.

197



2007.00718.x

Daniel, J. (2011). Sampling Essentials: Practical Guidelines in Sampling. London,
United Kingdom: SAGE Publications Inc.

Daniel, J. (2012). Choosing the type of probability sampling. In Sampling Essentials:
Practical Guidelines for Making Sampling Choices. California: SAGE
Publications Inc. https://doi.org/10.4135/9781452272047

Danielle, K. C., & Norton, H. (2011). Intermediaries and Hate Speech: Fostering
Digital Citizenship for Our Information Age. Boston University Law Review, 91,
1435-2131. https://doi.org/10.2139/ssrn. 1764004

Dedebali, N. C., & Dasdemir, 1. (2019). Social Studies Teacher Candidates’ Perception
of Digital Citizenship. International Journal of Educational Methodology, 5(3),
465-477. https://doi.org/10.12973/ijem.5.3.465

DeVellis, R. F. (2003). Scale Development: Theory and applications. Thousand Oaks,
California: Sage Publications.

DeVellis, R. F. (2017). Scale Development : Theory and Applications (4th ed.). SAGE
Publications Inc.

Diener, E., Wirtz, D., Tov, W., Kim-Prieto, C., Choi, D. won, Oishi, S., & Biswas-
Diener, R. (2010). New well-being measures: Short scales to assess flourishing
and positive and negative feelings. Social Indicators Research, 97(2), 143—156.
https://doi.org/10.1007/s11205-009-9493-y

Digi Telecommunications. (2014). CyberSAFE: A National Survey Report 2014.

Digi Telecommunications. (2017). Modul Kewarganegaraan Digital - Safe Internet.
Retrieved from https://safeinternet.my/wp-content/uploads/2021/02/MODUL-
KEWARGANEGARAAN-DIGITAL Febl7-v3.pdf

Dillman, D. (2000). Constructing the questionnaire: Mail and internet surveys. New
York: John Wiley & Sons.

Dillman, D. A., Smyth, J. D., & Christian, L. M. (2014). Internet, Phone, Mail and
Mixed-Mode Surveys: The Tailored Design Method (Fourth Edi). New Jersey:
John Wiley & Sons.

Dillman, D. A., Tortora, R. D., & Bowker, D. (1998). Principles for Constructing Web
Surveys. Joint Meetings of the American Statistical Association, 1-16.

DiPierro, M., Fite, P. J., & Johnson-Motoyama, M. (2018). The Role of Religion and
Spirituality in the Association Between Hope and Anxiety in a Sample of Latino
Youth. Child & Youth Care Forum, 47(1), 101-114.
https://doi.org/10.1007/s10566-017-9421-2

Dixon, A. L., & Smith-Adcock, S. (2011). Wellness. In R. J. R. Levesque (Ed.),
Encyclopedia of Adolescencee New York, NY: Springer New York.

198



https://doi.org/10.1007/978-1-4419-1695-2

Djudin, T., & Kartono, K. (2021). The Perceptions on Digital Citizenship Among
Prospective Teachers: A Survey-Explorative Study in Westkalimantan-Indonesia.
Journal of  Education and Training Studies, 10(1), 1.
https://doi.org/10.11114/jets.v10i1.5374

Dodel, M., & Mesch, G. (2017). Cyber-victimization preventive behavior: A health
belief model approach. Computers in Human Behavior, 68, 359-367.
https://doi.org/10.1016/j.chb.2016.11.044

Dolnicar, S., Grun, B., Leisch, F., & Rossiter, J. (2011). Three good reasons NOT to
use five and seven point Likert items. In CAUTHE 2011: 21st CAUTHE
National Conference,. Adelaide: University of Wollongong.

Doumas, D. M., & Midgett, A. (2023). Witnessing cyberbullying and suicidal ideation
among middle school students. Psychology in the Schools, 60(4), 1149-1163.
https://doi.org/10.1002/pits.22823

Dunaway, M., & Macharia, M. (2021). The Effect of Digital Citizenship on Negative
Online Behaviors and Learning Outcomes in Higher Education. Journal of
Information Systems Education, 32(4), 294-307.

Dutta, U., & Singh, A. P. (2017). Studying Spirituality in the context of Grit and
Resilience of College-going Young Adults. International Journal for Innovative
Research in Multidisciplinary Field, 3(9), 50-55.

Dutton, W. (2011). Next Generation Users: The Internet in Britain. Current, 1-64.
https://doi.org/10.2139/ssrn.1960655

Eccles, J. S., Wigfield, A., & Byrnes, J. (2003). Cognitive development in adolescence.
In R. M. Lerner, M. A. Easterbrooks, & J. Mistry (Eds.), Handbook of
psychology (Volume 6 (, pp. 325-350). Canada: John Wiley & Sons.

Elgi, A. C., & Sar1, M. (2016). Digital citizenship in the Information Technology and
Software course: A scale development study. Journal of Human Sciences, 13(2),
3602-3613. https://doi.org/10.14687/jhs.v13i2.3838

Elcicek, M., Erdemci, H., & Karal, H. (2018). Examining The Relationship Between
The Levels Of Digital Citizenship And Social Presence For The Graduate
Students Having Online Education. Turkish Online Journal of Distance
Education, 19(1 (14)), 203-214.

Ellison, C. W. (1983). Spiritual Well-Being: Conceptualization and Measurement.
Journal of Psychology and Theology, 11(4), 330-338.
https://doi.org/10.1177/009164718301100406

Emejulu, A., & McGregor, C. (2019). Towards a radical digital citizenship in digital
education. Critical Studies in Education, 60(1), 131-147.
https://doi.org/10.1080/17508487.2016.1234494

Erdem, C., & Kogyigit, M. (2019). Exploring Undergraduates’ Digital Citizenship

199



Levels: Adaptation of the Digital Citizenship Scale to Turkish. Malaysian Online
Journal of Educational Technology, 7(3), 22-38.
https://doi.org/10.17220/mojet.2019.03.003

Evangelinos, G., & Holley, D. (2015). A Qualitative Exploration of the DIGCOMP
Digital Competence Framework: Attitudes of students, academics and
administrative staff in the health faculty of a UK HEIL EAI Endorsed
Transactions on E-Learning, 2(6). https://doi.org/10.4108/el.2.6.el

Eynon, R., & Helsper, E. (2010). Adults learning online: Digital choice and/or digital
exclusion? New Media & Society, 13(4), 534-551.
https://doi.org/10.1177/1461444810374789

Falahati, L., & Sabri, M. F. (2015). An Exploratory Study of Personal Financial
Wellbeing Determinants: Examining the Moderating Effect of Gender. Asian
Social Science, 11(4). https://doi.org/10.5539/ass.v11n4p33

Fanning, E. (2005). Formatting a paper-based survey questionnaire: Best practices.
Practical Assessment, Research and Evaluation, 10(12).

Fauzanafi, M. Z. (2016). Searching for Digital Citizenship: Fighting Corruption in
Banten, Indonesia. Austrian Journal of South-East Asian Studies, 9(2), 289-294.
https://doi.org/10.14764/10.ASEAS-2016.2-7

Feerrar, J. (2020). Supporting Digital Wellness and Well-being. In Student Wellness
and Academic Libraries: Case Studies and Activities for Promoting Health and
Success (pp. 169—185). Virginia: ACRL Press.

Fernandez-Prados, J. S., Lozano-Diaz, A., & Ainz-Galende, A. (2021). Measuring
digital citizenship: A comparative analysis. Informatics, 8(1), 1-13.
https://doi.org/10.3390/informatics8010018

Ferrari, Anusca. (2013). DIGCOMP: A Framework for Developing and Understanding
Digital Competence in Europe. Sevilla: JRC-IPTS. European Commission.
https://doi.org/10.2788/52966

Ferrari, Anuska. (2013). Digital Competence in Practice: An Analysis of Frameworks.
Joint  Research  Centre of the  European  Commission., 91.

https://doi.org/10.2791/82116

Fingal, J. (2020). The 5 competencies of digital citizenship. Retrieved October 20,
2020, from https://www.iste.org/explore/5-competencies-digital-citizenship

Fisher, J. (2010). Development and application of a spiritual well-being questionnaire
called SHALOM. Religions, 1(1), 105—121. https://doi.org/10.3390/rel1010105

Fisher, J. (2011). The four domains model: Connecting spirituality, health and well-
being. Religions, 2(1), 17-28. https://doi.org/10.3390/rel2010017

Fisher, J. (2016). Selecting the Best Version of SHALOM to Assess Spiritual Well-
Being. Religions, 7(5), 45. https://doi.org/10.3390/rel7050045

200



Fisher, W. P. (2007). Rating Scale Instrument Quality Criteria. Rasch Measurement
Transactions, 21(1), 1095.

Fleeson, W., Jayawickreme, E., Jones, A. B. A. P., Brown, N. A., Serfass, D. G.,
Sherman, R. A., ... Matyjek-, M. (2017). Digital competence and blended
learning. Journal of Personality and Social Psychology, 1(1), 1188-1197.
https://doi.org/10.1111/j.1469-7610.2010.02280.x

Fong, J. (2015). New Citizenship for a Digital Age: 21 Century Digital Citizenship
Education. University of Victoria.

Frydenberg, E. (2018). Adolescent Coping: Promoting Resilience and Well-Being (3rd
ed.). London: Routledge. https://doi.org/10.4324/9781315165493

Fu, J. (2022). Online citizenship learning of Chinese young adults. Education,
Citizenship and Social Justice, 17(2), 141-154.
https://doi.org/10.1177/1746197921999758

Furr, R. M. (2011). Scale Construction and Psychometrics For Social and Personality
Psychology. Singapore: SAGE Publications Asia-Pacific Pte Ltd.

Galera, M. del C. G., Mufioz, C. F., & Pedrosa, L. P. (2017). Youth empowerment
through social networks. Creating participative digital citizenship.
Communication & Society, 30(3), 129-140.
https://doi.org/10.15581/003.30.3.129-140

Gall, T. L., & Guirguis-Younger, M. (2013). Religious and spiritual coping: Current
theory and research. In APA handbook of psychology, religion, and spirituality
(Vol 1): Context, theory, and research. (pp. 349-364). Washington: American
Psychological Association. https://doi.org/10.1037/14045-019

Gayatri, G., Rusadi, U., Meiningsih, S., Mahmudah, D., Sari, D., Kautsarina, K., &
Nugroho, A. C. (2015). Digital Citizenship Safety Among Children And
Adolescents in Indonesia. Jurnal Penelitian Dan Pengembangan Komunikasi
Dan Informatika, 6(1).

Gazi, Z. A. (2016). Internalization Of Digital Citizenship For The Future of All Levels
Of  Education. Education and Science, 41(186), 137-148.
https://doi.org/10.15390/EB.2016.4533

Geisinger, K. F. (1994). Cross-cultural normative assessment: Translation and
adaptation issues influencing the normative interpretation of assessment
instruments. Psychological Assessment, 6(4), 304-312.
https://doi.org/10.1037/1040-3590.6.4.304

Ghazali, M., Noah, S. M., Jaafar, W. M. W., & Hassan, S. A. (2017). The Influence of
Wellness Perception , Emotional Intelligence , Spiritual Intelligence , and
Counselling Self Efficacy towards Counselor Trainees Self Development.
Imperial Journal of Interdisciplinary Research (IJIR), 3(2), 1369-1377.
https://doi.org/ISSN: 2454-1362

201



Ghobadi, S., & Ghobadi, Z. (2013). How access gaps interact and shape digital divide:
A cognitive investigation. Behaviour & Information Technology,
3001(November), 1-11. https://doi.org/10.1080/0144929X.2013.833650

Ghosn-Chelala, M. (2019). Exploring sustainable learning and practice of digital
citizenship: Education and place-based challenges. Education, Citizenship and
Social Justice, 14(1), 40-56. https://doi.org/10.1177/1746197918759155

Gleason, B., & Von Gillern, S. (2018). Digital Citizenship with Social Media:
Participatory Practices of Teaching and Learning in Secondary Education.
Educational Technology & Society, 21(1), 200-212.

Gomez, R., & Fisher, J. W. (2003). Domains of spiritual well-being and development
and validation of the Spiritual Well-Being Questionnaire. Personality and
Individual Differences, 35(8), 1975-1991. https://doi.org/10.1016/S0191-
8869(03)00045-X

Gonzalez, A. (2008). Digital citizenship: The Internet, society, and participation.
Journal of the American Society for Information Science and Technology, 59(13),
2189-2190. https://doi.org/10.1002/asi.20906

Greene, R. R., Galambos, C., & Lee, Y. (2004). Resilience Theory. Journal of Human
Behavior in the Social Environment, 8(4), 75-91.
https://doi.org/10.1300/J137v08n04 05

Gui, M., & Argentin, G. (2011). Digital skills of internet natives: Different forms of
digital literacy in a random sample of northern Italian high school students. New
Media & Society, 13(6). https://doi.org/10.1177/1461444810389751

Guven, G. C. (2018). The Lived Experiences of Secondary School Parents In Raising
Responsible Digital Citizens In A One-To-One Learning Environment. ProQuest
Dissertations and Theses. Liberty University.

Haase, J. E. (2004). The Adolescent Resilience Model as a Guide to Interventions.
Journal of  Pediatric Oncology Nursing, 21(5), 289-299.
https://doi.org/10.1177/1043454204267922

Haddad, L. G., Owies, A., & Mansour, A. (2009). Wellness appraisal among
adolescents in Jordan: A model from a developing country: A cross-sectional
questionnaire survey. Health Promotion International, 24(2), 130-139.
https://doi.org/10.1093/heapro/dap013

Hair, J. F., Black, W. C., Babin, B. J., & Anderson, R. E. (2014). Multivariate Data
Analysis. Pearson Education Limited (7th ed.). Harlow.
https://doi.org/10.1002/9781118895238.ch8

Hamutoglu, N. B., & Unal, . (2015). Digital Citizenship in Turkey and in the orld:
Educational Applications and Technology. The Online Journal of Quality in
Higher Education, 2(3), 39-43.

Hamzah, R., Isa, K. M., & Janor, R. Mo. (2010). Spiritual Education Development

202



Model. Journal of Islamic and Arabic Education, 2(2), 1-12.

Hamzah, S. R., Ismail, M., & Nor, Z. M. (2015). Does attachment to parents and peers
influence health literacy among adolescents in Malaysia? Kontakt, 20(4), 729—
741. https://dx.doi.org/10.1016/j.kontakt.2018.10.006

Hamzah, S. R., Ismail, M., & Nor, Z. M. (2018). Does attachment to parents and peers
influence health literacy among adolescents in Malaysia? Kontakt, 20(4), 348—
355. https://doi.org/10.1016/j.kontakt.2018.10.006

Hardesty, D. M., & Bearden, W. O. (2004). The use of expert judges in scale
development. Implications for improving face validity of measures of
unobservable constructs. Journal of Business Research, 57(2), 98-107.
https://doi.org/10.1016/S0148-2963(01)00295-8

Hartley, J., & Betts, L. R. (2010). Four layouts and a finding: the effects of changes in
the order of the verbal labels and numerical values on Likert-type scales.
International Journal of Social Research Methodology, 13(1), 17-27.
https://doi.org/10.1080/13645570802648077

Hashim, K. F., Rashid, A., Affendi, S., & Yusof, M. (2013). Online Privacy Awareness
using Social Media: A Case Study of Malaysian o uth. Information Systems
International Conference (ISICO), (December), 676—680.

Hashim, R., & Tan, C. (2009). A Hyphenated Identity: Fostering National Unity
Through Education in Malaysia and Singapore. Citizenship Teaching and
Learning, 5(1), 46-59.

Hassan, A., & Yew, S. K. (2013). Successful Implementation of the National
Philosophy of Education Pertaining to the Level of Emotional and Spiritual
Intelligences in the Educational Environment. International Journal of
Psychology and Behavioral Sciences, 3(0), 184-187.
https://doi.org/10.5923/j.ijpbs.20130306.07

Hassan, H., Mailok, R., & Johan, R. (2015). UPSI Students ’ Perceptions on the Use of
ICT in Learning : Comparison Between Knowledge Test and Task-based Test on
ICT Competency. Journal of ICT in Education, 2, 55-77.

Hassan, M. A. (2021). The Role of Secondary School in The Development of the
Values of Digital Citizenship for Students Under the Coronavirus Pandemic (
Covid-19 ). Multicultural Education, 7(3), 236-245.
https://doi.org/10.5281/zenodo.4628349

Hassan, S. A., & Bakar, K. A. (2008). Exploratory Factor Analysis versus
Confirmatory Factor Analysis. Teachers’ Learning Curriculum Innovations and
Knowledge Applications, 128—138. https://doi.org/10.1207/15327660151044005

Hatcher, T., & Colton, S. (2007). Using the internet to improve HRD research. Journal

of European Industrial Training, 31(7), 570-587.
https://doi.org/10.1108/03090590710820060

203



Hatlevik, O. E., & Gudomundsdottir, G. B. (2015). Examining Factors Predicting
Students * Digital Competence. Journal of Information Technology Education,
14, 123-137.

Hatlevik, Ove Edvard, & Christophersen, K. A. (2013). Digital competence at the
beginning of upper secondary school: Identifying factors explaining digital
inclusion. Computers and Education, 63, 240-247.
https://doi.org/10.1016/j.compedu.2012.11.015

Hatlevik, Ove Edvard, GuoOmundsdéttir, G. B., Loi, M., Guomundsdottir, G. B., & Loi,
M. (2015). Digital diversity among upper secondary students: A multilevel
analysis of the relationship between cultural capital, self-efficacy, strategic use of
information and digital competence. Computers and Education, 81, 345-353.
https://doi.org/10.1016/j.compedu.2014.10.019

Hattie, J. A., Myers, J. E., & Sweeney, T. J. (2004). A factor structure of wellness:
Theory, assessment, analysis, and practice. Journal of Counseling and
Development, 82(3), 354-364. https://doi.org/10.1002/j.1556-
6678.2004.tb00321.x

Hava, K., & Gelibolu, M. F. (2018). The impact of digital citizenship instruction
through flipped classroom model on various variables. Contemporary
Educational Technology, 9(4), 390—404. https://doi.org/10.30935/cet.471013

Hawi, N. S., & Samaha, M. (2016). To excel or not to excel: Strong evidence on the
adverse effect of smartphone addiction on academic performance. Computers
and Education, 98, 81-89. https://doi.org/10.1016/j.compedu.2016.03.007

Heater, D. (2004). Brief History of Citizenship. New York, NY: New York University
Press.

Helsper, E. J., & Eynon, R. (2013). Distinct skill pathways to digital engagement.
European Journal of Communication, 28(6), 696-713.
https://doi.org/10.1177/0267323113499113

Helsper, Ellen J, & Eynon, R. (2016). Measuring Types of Internet Use, 1-16.

Herrera, L. (2012). Youth and Citizenship in the Digital Age: A View from Egypt.
Harvard Educational Review, 82(3), 333-353.
https://doi.org/10.4324/9780203747575

Hettler, W. (1980). Wellness promotion on a university campus: Family and
community health. Journal of Health Promotion and Maintenance, 3, 77-95.

Holland, L. M. (2017). The Perceptions Of Digital Citizenship In Middle School
Learning. Carson-Newman  University. https://doi.org/10.1111/j.1469-
7610.2010.02280.x

Hollandsworth, R., Donovan, J., & elch, M. (2017). Digital Citizenship: o u Can’t

Go Home Again. TechTrends, 61(6), 524-530. https://doi.org/10.1007/s11528-
017-0190-4

204



Hollandsworth, R., Dowdy, L., Donovan, J., Boe, Q., Jo, F., Bsujdmf, U., & Guskey, T.
R. (2011). Digital citizenship in K-12: It takes a village. TechTrends, 55(4), 37—
47. https://doi.org/10.1007/s11528-011-0510-z

Holtz, P. (2011). Teaching Cyberethics. International Journal of Cyber Ethics in
Education, 1(4), 22-34. https://doi.org/10.4018/ijcee.2011100103

Hoon, C., Dziauddin, M. F., Jabar, B., Daud, M. N., Abd Rahman, N. F., & Othman, Z.
(2018). Social science literacy among form four students in Malaysian secondary
schools. Journal of Research, Policy & Practice of Teachers & Teacher
Education, 4(2), 59-72.

Howard, P. (2015). Digital Citizenship in the Afterschool Space: Implications for
Education for Sustainable Development. Journal of Teacher Education for
Sustainability, 17(1), 23-34. https://doi.org/10.1515/jtes-2015-0002

Hui, B., & Campbell, R. (2018). Discrepancy between Learning and Practicing Digital
Citizenship. Journal of Academic Ethics, 1-15. https://doi.org/10.1007/s10805-
018-9302-9

Hutauruk, A. F. (2017). Digital Citizenship : Sebagai Upaya Meningkatkan Kualitas
Pembelajaran Sejarah Di Era Global. Jurnal Historis, 2(2), 1-6.

Imam, S. S., Nurullah, A. S., Makol-Abdul, P. R., Rahman, S. A., & Noon, H. M.
(2009). Spiritual and psychological health of Malaysian youths. Research in the
Social Scientific Study of Religion, 20, 85-101.
https://doi.org/10.1163/ej.9789004175624.i-334.28

Imer, G., & Kaya, M. (2020). Literature Review on Digital Citizenship in Turkey.
International Education Studies, 13(8), 6—15. https://doi.org/10.5539/ies.v13n8p6

Impero Software, & Digital Citizenship Institute. (2016). Digital Citizenship: A
Holistic Primer. Retrieved from http://www.digitalcitizenshipinstitute.com/wp-
content/uploads/2016/10/digital-citizenship-a-holistic-primer-v2-1.pdf

Ipsos. (2018). Cyberbullying: A Global Advisor Survey. Retrieved from
https://www.ipsos.com/sites/default/files/ct/news/documents/2018-
06/cyberbullying june2018.pdf

Ishak, I., Sidi, F., A., Jabar, M., Mohd Sani, N., Mustapha, A., & Supian, S. (2012). A
Survey on Security Awareness among Social Networking Users in Malaysia.
Australian Journal of Basic and Applied Sciences, 6(12), 23-29.

Isikli, S. (2015). Digital Citizenship: An Actual Contribution to Theory of Participatory
Democracy. AJIT-e Online Academic Journal of Information Technology, 6(18),
21-37. https://doi.org/10.5824/1309-1581.2015.1.002.x

Ismail, N. H., Ayub, A. F. M., & Wong, S. L. (2016). The Relationship between
Internet Access Frequency, Attitudes towards the Internet and Internet Self-
Efficacy and Behaviour Intention in Using the Internet among Secondary School
Students. International Journal of Education and Training (InjET), 2(1), 1-8.

205



Ismail, Z. M., & Rahman, N. S. N. A. (2012). School Violence and Juvenile
Delinquency in Malaysia: A Comparative Analysis between Western
Perspectives and Islamic Perspectives. Procedia - Social and Behavioral
Sciences, 69(Iceepsy), 1512—1521. https://doi.org/10.1016/j.sbspro.2012.12.093

Isman, A., & Canan Gungoren, O. (2013). Being Digital Citizen. In 4th International
Conference on New Horizons in Education (Vol. 106, pp. 551-556). Elsevier
Procedia Social and Behavioral Science.
https://doi.org/10.1016/j.sbspro.2013.12.063

Isman, A., & Canan Gungoren, O. (2014). Digital citizenship. Turkish Online Journal
of Educational Technology, 13(1), 73—77. https://doi.org/10.1002/asi.20906

ISTE. (2004, November). Digital citizenship: Addressing Appropriate Technology
Behavior. Learning & Leading with Technology, 32(1).

ISTE. (2007). Profines for Technology (ICT) Literate Students. Retrieved from
https://www.iste.org/Content/NavigationMenu/NETS/ForStudents/2007Standard
s/NETS-S 2007 _Student Profiles.pdf

ISTE. (2018). The ISTE Standards for Students. Retrieved July 15, 2017, from
https://www.iste.org/standards/for-students

ITU. (2014). Measuring the Information Society Report. Geneva. Retrieved from
https://www.itu.int/en/ITU-D/Statistics/Documents/publications/mis2014/
MIS2014 without Annex 4.pdf

Janssen, J., Stoyanov, S., Ferrari, A., Punie, Y., Pannekeet, K., & Sloep, P. (2013).
Experts’ views on digital competence: Commonalities and differences.
Computers and Education, 68, 473-481.
https://doi.org/10.1016/j.compedu.2013.06.008

Johns, A. (2014). Muslim oung People Online: “Acts of Citizenship” in Socially
Networked Spaces. Social Inclusion, 2(2), 2183-2803.
https://doi.org/10.17645/s1.v2i2.168

Johnson, B. (2021). Digital Wellness - Essential for Children. BMH Medical Journal,
8(1), 1-4.

Johnson, R. L., & Morgan, G. B. (2016). Survey Scales: A Guide to Development,
Analysis and Reporting. New York: The Guilford Press.

Jones, L. M., & Mitchell, K. J. (2015). Defining and measuring youth digital
citizenship. New Media & Society. https://doi.org/10.1177/1461444815577797

Jorring, L., Valentim, A., & Porten-Cheé¢, P. (2018). Mapping a Changing Field.
Digital Culture & Society, 4(2), 11-38. https://doi.org/10.14361/dcs-2018-0203

Joseph, M., Roberts, D., Connolly, R., Conley, J., & Miller, J. (2023). Digital
Citizenship and the Big Five Personality Traits, 1—13.

206



Jozsa, K., & Morgan, G. A. (2017). Reversed items in Likert scales: Filtering out
invalid responders. Journal of Psychological and Educational Research, 25(1),
7-25.

Judi, H. M., Ashaari, N. S., Zin, N. A. M., & Yusof, Z. M. (2013). Framework of ICT
Impact on  Adolescent. Procedia  Technology, 11, 1034-1040.
https://doi.org/10.1016/j.protcy.2013.12.291

Jwaifell, M. (2018). The Proper Use of Technologies as a Digital Citizenship Indicator:
Undergraduate English Language Students at Al-Hussein Bin Talal University.
World Journal of Education, 8(3), 86. https://doi.org/10.5430/wje.v8n3p86

Jwaifell, M., Aljazi, S. F., & Gasaymeh, A.-M. (2019). The Digital Citizenship and Its
Role in Facing Electronic Terrorism among Secondary School Students in
Middle East: Jordan as an Example. International Journal of Learning and
Development, 9(1), 73. https://doi.org/10.5296/ij1d.v911.13855

Jwaifell, M., & Alkhales, B. (2019). The Proper Use of Technologies as a Digital
Citizenship Indicator: A Comparative Study of Two Universities in the Middle
East. Journal of Studies in Education, 9(1), 1.
https://doi.org/10.5296/jse.v9i1.14079

Kamaruddin, S. K., & Jalil, H. A. (2019). Kesedaran ‘Digital Citizenship’ dalam
kalangan Pelajar Sekolah di Malaysia: Satu Tinjauan Awal. In Graduate
Research in Education Seminar (GREduc) (pp. 135-137). Serdang: Faculty of
Educational Studies, Universiti Putra Malaysia.

Kane, M. (2010). Validity and fairness. Language Testing, 27(2), 177-182.
https://doi.org/10.1177/0265532209349467

Kane, R. G., Fook, N. N. A., & Butler, J. K. (2017). Conceptualizing and
contextualizing digital citizenship in urban schools: Civic engagement, teacher
education, and the placelessness of digital technologies. Citizenship Education
Research Journal, 6(1), 24-38.

Kansu, C. C., & Oksiiz, Y. (2019). The Perception and Level of Digital Citizenship on
Pre-Service Classroom Teachers. Journal of Education and Training Studies,
7(10), 67-77. https://doi.org/10.11114/jets.v7110.4443

Kanter, M., Afifi, T., & Robbins, S. (2012). The Impact of Parents “Friending” Their
Young Adult Child on Facebook on Perceptions of Parental Privacy Invasions
and Parent-Child Relationship Quality. Journal of Communication, 62(5), 900—
917. https://doi.org/10.1111/1.1460-2466.2012.01669.x

Kara, N. (2018). Understanding University Students > Thoughts and Practices about
Digital Citizenship: A Mixed Methods Study. Educational Technology &
Society, 21(1), 172—185.

Karaduman, H. (2017). Social studies teacher candidates’ opinions about digital

citizenship and its place in social studies teacher training program: A comparison
between the USA and Turkey. Turkish Online Journal of Educational

207



Technology, 16(2), 93—106.

Karal, H., & Bakir, E. (2018). Examining Perceptions of Pre-service Classroom
Teachers in Terms of Dimensions of Digital Citizenship. In Society for
Information Technology and Teacher Education.

Kari, T., Sell, A., Makkonen, M., allin, S., alden, P., Carlsson, C., ... Carlsson, J.
(2020). Implementing a Digital Wellness Application into Use — Challenges and
Solutions Among Aged People (pp. 310-328). https://doi.org/10.1007/978-3-
030-50249-2 23

Karim, A. A., Shah, P. M., Din, R., Ahmad, M., & Lubis, M. A. (2014). Developing
Information Skills Test for Malaysian Youth Students Using Rasch Analysis.
International Education Studies, 7(13), 112-122.
https://doi.org/10.5539/ies.v7n13p112

Karim, A. A., Shah, P. M., Khalid, F., Ahmad, M., & Din, R. (2015). The Role of
Personal Learning Orientations and Goals in Students ° Application of
Information Skills in Malaysia. Creative Education, 6(October), 2002-2012.
http://dx.doi.org/10.4236/ce.2015.618205

Katz, 1., & Cohen, R. (2014). Assessing autonomous motivation in students with
cognitive impairment. Journal of Intellectual & Developmental Disability, 39(4),
323-332. https://doi.org/10.3109/13668250.2014.934791

Ke, D., & Xu, S. (2018). A Research on Factors Affecting College Students’ Digital
Citizenship. In Proceedings - 6th International Conference of Educational
Innovation Through Technology, EITT 2017 (Vol. March, pp. 61-64).
https://doi.org/10.1109/EITT.2017.23

Ke, G. N., & Wong, S. F. (2018). Outcome of the Psychological Intervention Program:
Internet Use for Youth. Journal of Rational-Emotive & Cognitive-Behavior
Therapy, 36(2), 187-200. https://doi.org/10.1007/s10942-017-0281-3

Kelly, J. (2004). Spirituality as a Coping Mechanism. Dimensions of Critical Care
Nursing, 23(4), 162—168. https://doi.org/10.1097/00003465-200407000-00005

Kementerian Perdagangan Dalam Negeri Malaysia. (2012). Undang-undang Malaysia
Akta Hak Cipta 1987. Retrieved from
https://www.kpdnhep.gov.my/images/dokumen /awam/perundangan/24-bm-
Akta-Hak-Cipta-1987-sehingga-1-7-2012.pdf

Kern, M. L., Waters, L. E., Adler, A., & White, M. A. (2015). A multidimensional
approach to measuring well-being in students: Application of the PERMA
framework.  Journal of Positive  Psychology, 103),  262-271.
https://doi.org/10.1080/17439760.2014.936962

Khang, H., & Jeong, 1. (2016). Perceived self and behavioral traits as antecedents of an
online empathic experience and prosocial behavior: Evidence from South Korea.
Computers in Human Behavior, 64, 888-897.
https://doi.org/10.1016/j.chb.2016.08.010

208



Khani, R., & Darabi, R. (2014). Flouting the Netiquette Rules in the Academic
Correspondence in Iran. In Procedia - Social and Behavioral Sciences (Vol. 98,
pp- 898-907). Elsevier B.V. https://doi.org/10.1016/j.sbspro.2014.03.498

Kim, M., & Choi, D. (2018). Development of Youth Digital Citizenship Scale and
Implication for Educational Setting. Educational Technology & Society, 21(1),
155-171.

Kim, S., & Esquivel, G. B. (2011). Adolescent spirituality and resilience: Theory,
research, and educational practices. Psychology in the Schools, 48(7), 755-765.
https://doi.org/10.1002/pits.20582

Kirwan, G., & Power, A. (2012). The Psychology of Cyber Crime: Concepts and
Principles. IGI Global.

Kleve, P., De Mulder, R., & Van Noortwijk, K. (2011). The definition of ICT Crime.
Computer Law and Security Review, 27(2), 162-167.
https://doi.org/10.1016/j.clsr.2011.01.004

Komalasari, K., Abdulkarim, A., & Iswandi, D. (2023). Students’ Digital Citizenship at
Junior High School in Bandung Indonesia. In Proceedings of the 4th Annual
Civic Education Conference (ACEC 2022) (pp. 885-892). Atlantis Press SARL.
https://doi.org/10.2991/978-2-38476-096-1 92

Krathwohl, D. R., Bloom, B. S., & Masia, B. M. (1988). Taksonomi Objektif
Pendidikan: Buku Pedoman II - Domain Afektif (M. Z. Hashim, Ed.), Dewan
Bahasa dan Pustaka. Kuala Lumpur: Dewan Bahasa dan Pustaka.
https://doi.org/10.1007/BF00373956

Kiihn, S., & Gallinat, J. (2015). Brains online: structural and functional correlates of
habitual Internet use. Addiction Biology, 20, 415-422.
https://doi.org/10.1111/adb.12128

Kumazaki, A., Suzuki, K., Katsura, R., Sakamoto, A., & Kashibuchi, M. (2011). The
effects of netiquette and ICT skills on school-bullying and cyber-bullying: The
two-wave panel study of Japanese elementary, secondary, and high school
students. Procedia - Social and Behavioral Sciences, 29, 735-741.
https://doi.org/10.1016/j.sbspro.2011.11.299

Kurbalija, J. (2015). Different prefixes, same meaning: cyber, digital, net, online,
virtual, e-. Retrieved from https://www.diplomacy.edu/blog/different-prefixes-
same-meaning-cyber-digital-net-online-virtual-e

Kus, Z., Giines, E., Basarmak, U., & ak ar, H. (2017). Development of a Digital
Citizenship Scale for Youth: A Validity and Reliability Study. Journal of
Computer and Education Research, 5(10), 298-316.
https://doi.org/10.18009/jcer.335806

Lau, W. W. F., & Yuen, A. H. K. (2016). The relative importance of paternal and

maternal parenting as predictors of adolescents? home Internet use and usage.
Computers and Education, 102, 224-233.

209



https://doi.org/10.1016/j.compedu.2016.09.002

Lauricella, A. R., Herdzina, J., & Robb, M. (2020). Early childhood educators’
teaching of digital citizenship competencies. Computers & Education, 158,
103989. https://doi.org/10.1016/j.compedu.2020.103989

Leaning, M. (2009). Issues in Information and Media Literacy: Education, Practice
and Pedagogy. (M. Leaning, Ed.), Informing Science Press (Vol. 53). California:
Informing Science Press. https://doi.org/10.1017/CB0O9781107415324.004

Lee, B. C. H. (2016). Proposed Framework for Cyber Wellness Index in Singapore.
GATR Global Journal of Business Social Sciences Review, 4(3), 09—12.
https://doi.org/10.35609/gjbssr.2016.4.3(2)

Lee, J. Y., Wong, C. P., & Lee, S. W. H. (2020). m-Health views and perception
among Malaysian: findings from a survey among individuals living in Selangor.
MHealth, 6, 6-6. https://doi.org/10.21037/mhealth.2019.09.16

Lee, Y. K., Chang, C. T., Lin, Y., & Cheng, Z. H. (2014). The dark side of smartphone
usage: Psychological traits, compulsive behavior and technostress. Computers in
Human Behavior, 31(1), 373-383. https://doi.org/10.1016/j.chb.2013.10.047

Lenhart, A., Madden, M., Smith, A., Purcell, K., Zickuhr, K., Rainie, L., & Project, A.
L. (2011). Teens , Kindness and Cruelty on Social Network Sites : How American
teens navigate the new world of “digital citizenship.” PewResearchCenter.
Washington D.C. https://doi.org/378

Leon, C. M., Aizpurua, E., & van der Valk, S. (2022). Agree or Disagree: Does It
Matter Which Comes First? An Examination of Scale Direction Effects in a
Multi-device ~ Online  Survey.  Field  Methods, 34(2), 125-142.
https://doi.org/10.1177/1525822X211012259

Leung, S. (2011). A Comparison of Psychometric Properties and Normality in 4-, 5-, 6-
, and 11-Point Likert Scales. Journal of Social Service Research, 37(4), 412—421.
https://doi.org/https://doi.org/10.1080/01488376.2011.580697

Lewin, C., Niederhauser, D., Johnson, Q., Saito, T., Sakamoto, A., & Sherman, R.
(2021). Safe and Responsible Internet Use in a Connected World: Promoting
Cyber-Wellness. Canadian Journal of Learning and Technology, 47(4), 1-17.
https://doi.org/10.21432/cjl1t28069

Li, H., Luo, X. R., Zhang, J., & Xu, H. (2016). Resolving the privacy paradox: Toward
a cognitive appraisal and emotion approach to online privacy behaviors.
Information & Management, (2980), 11. https://doi.org/10.1016/1.im.2017.02.005

Lievens, E. (2014). Bullying and sexting in social networks: Protecting minors from
criminal acts or empowering minors to cope with risky behaviour? International
Journal of Law, Crime and Justice, 42, 251-270.
https://doi.org/10.1016/j.1j1cj.2014.02.001

Lin, H., & Wang, H. (2014). Avatar creation in virtual worlds: Behaviors and

210



motivations. Computers in Human Behavior, 34, 213-218.
https://doi.org/10.1016/j.chb.2013.10.005

Linacre, J. M. (1997). KR-20/ Cronbach Alpha or Rasch Person Reliability: Which
Tells the “Truth”? Rasch Measurement Transactions, 11(3), 580.

Linacre, J. M. (2005). User’s Guide to INSTEPS: A Table 30.1 Differential Item
Functioing DIF Pairwise. Retrieved from
https://www.wisteps.com/winman/table30 1.htm

Linacre, John M. (2004). Rasch Model Estimation: Further Topics. Journal of Applied
Measurement, 5(1), 95-110.

Linacre, John Micheal. (2010). When to stop removing items and persons in Rasch
misfit analysis? Rasch Measurement Transactions, 23(4), 1241.

Linacre, John Micheal. (2015). A user’s guide to WINSTEPS: Rasch Model Computer
Programs. Chicago: MESA press.

Lippman, L. H., Ryberg, R., Terzian, M., Moore, K. A., Humble, J., & Mclntosh, H.
(2014). Positive and Protective Factors in Adolescent Well-Being. In A. Ben-
Arieh, F. Casas, 1. Frenes, & J. E. Korbin (Eds.), Handbook of Child Well-Being
(pp- 2823-2866). Dordrecht: Springer Netherlands. https://doi.org/10.1007/978-
90-481-9063-8 141

Lister, M., & Pia, E. (2008). Theories of Citizenship. In Citizenship in Contemporary
Europe  (pp. 8-31). Edinburgh:  Edinburgh  University  Press.
https://doi.org/10.3366/edinburgh/9780748633418.003.0002

Livingstone, S., & Haddon, L. (2014). Theoretical framework for children ’ s internet
use.

Livingstone, S., & Helsper, E. (2010). Balancing opportunities and risks in teenagers’
use of the internet: the role of online skills and internet self-efficacy. New Media
& Society, 12(2), 309-329. https://doi.org/10.1177/1461444809342697

Lodge, J., & Frydenberg, E. (2007). Cyber-Bullying in Australian Schools: Profiles of
Adolescent Coping and Insights for School Practitioners. The Australian
Educational and Developmental Psychologist, 24(1), 45-58.
https://doi.org/10.1017/S0816512200029096

Loos, A. T. (2017). The Role of Librarians in Promoting Digital Wellness: A Case
Study. Public Services Quarterly, 13(1), 32-40.
https://doi.org/10.1080/15228959.2016.1268943

Lopez-Fernandez, O. (2021). Emerging Health and Education Issues Related to Internet
Technologies and Addictive Problems. International Journal of Environmental

Research and Public Health, 18(1), 321. https://doi.org/10.3390/ijerph18010321

Lucey, T. A, & Lin, M. (2020). Ghosts in the machine: understanding digital
citizenship as the struggle of students’ souls with classroom technology.

211



International Journal of Children’s Spirituality, 1-18.
https://doi.org/10.1080/1364436X.2020.1797641

Lynn, M. R. (1986). Determination and Quantification Of Content Validity. Nursing
Research, 35(6), 382—386. https://doi.org/10.1097/00006199-198611000-00017

Mackenzie, S. B., Podsakoff, P. M., & Podsakoff, N. P. (2011). Construct measurement
and validation procedures in MIS and behavioral research: Integrating new and
existing techniques. MIS Quarterly, 35(2), 293-334.

Maeda, H. (2015). Response option configuration of online administered Likert scales.
International Journal of Social Research Methodology, 18(1), 15-26.
https://doi.org/10.1080/13645579.2014.885159

Maftuhin, Azis, A., & Nugraha, D. M. (2021). Implementation of Digital Citizenship’s
Concept in Online Learning of Civic Education. In Proceedings of the Ist
International Conference on Character Education (ICCE 2020) (Vol. 524, pp. 1-
8). Paris, France: Atlantis Press. https://doi.org/10.2991/assehr.k.210204.001

Mahadir, N. B., Baharudin, N. H., & Ibrahim, N. N. (2021). Digital citizenship skills
among undergraduate students in malaysia: A preliminary study. International
Journal of Evaluation and Research in Education, 10(3), 835-844.
https://doi.org/10.11591/ijere.v10i3.21277

Mahmood, H. (2016). Civics and Citizenship Education in Malaysia: The Voice of
Micro Policy Enactors. Cardiff University.

Manalo, E., & Sheppard, C. (2016). How might language affect critical thinking
performance? Thinking Skills and Creativity, 21, 41-49.
https://doi.org/10.1016/j.tsc.2016.05.005

Manning, L., Ferris, M., Narvaez Rosario, C., Prues, M., & Bouchard, L. (2019).
Spiritual resilience: Understanding the protection and promotion of well-being in
the later life. Journal of Religion, Spirituality & Aging, 31(2), 168-186.
https://doi.org/10.1080/15528030.2018.1532859

Mansor, N., & Khalid, N. S. (2012). Spiritual well-being of INSTED, IIUM Students’
and Its Relationship with College Adjustment. Procedia - Social and Behavioral
Sciences, 69(Iceepsy), 1314—1323. https://doi.org/10.1016/j.sbspro.2012.12.068

Manzuoli, C. H., Sanchez, A. V., & Bedoya, E. D. (2019). Digital Citizenship: A
Theoretical Review of the Concept and Trends. Turkish Online Journal of
Educational Technology, 18(2), 10-18.

Mardianto, M., Hanurawan, F., Chusniyah, T., Rahmawati, H., & Hutagalung, F. D.
(2021). Cyber Aggression between Intentions and Cyber Wellness of Students:
An application of TPB Models. International Journal of Instruction, 14(2), 67—
82. https://doi.org/10.29333/iji.2021.1425a

Mark, L. K. (2014). Reducing Cyber Victimization Through Home and School
Partnerships. University of Hawaii.

212



Marsh, H. W., Hau, K.-T., Balla, J. R., & Grayson, D. (1998). Is More Ever Too
Much? The Number of Indicators per Factor in Confirmatory Factor Analysis.
Multivariate Behavioral Research, 33(2), 181-220.
https://doi.org/10.1207/s15327906mbr3302_1

Marshall, T. H. (1950). Citizenship and Social Class: and Other Essays. Cambridge:
University Press.

Martin, F., Hunt, B.,, Wang, C., & Brooks, E. (2020). Middle School Student
Perception of Technology Use and Digital Citizenship Practices. Computers in
the Schools, 37(3), 196-215. https://doi.org/10.1080/07380569.2020.1795500

Martin, F., Wang, C., Petty, T., Wang, W., & Wilkins, P. (2018). Middle School
Students’ Social Media Use. Educational Technology & Society, 21(1), 213-224.

Martin, T., Kirkcaldy, B., & Siefen, G. (2003). Antecedents of adult wellbeing:
Adolescent religiosity and health. Journal of Managerial Psychology, 18(5),
453-470. https://doi.org/10.1108/02683940310484044

Martins, J., & Lavradio, L. (2020). Rushing to the end: Participants’ perceptions of
demotivating aspects of online surveys. Analise Psicologica, 38(2), 241.
https://doi.org/10.14417/ap.1674

Masrom, M., Hasnaa, N., Mahmood, N., & Zainon, O. (2013). Cyberethics and Internet
Behaviour of Malaysian Primary Education Students. Journal of Emerging
Trends in Educational Research and Policy Studies, 4(1), 105-111.

Mata-Domingo, S., & Guerrero, N. (2018). Extent of Students’ Practices as Digital
Citizens in the 21st century. Research in Social Sciences and Technology, 3(1),
134-148. https://doi.org/10.46303/ressat.03.01.9

Mc Mahon, C., & Aiken, M. (2015). Introducing Digital Wellness: Bringing
Cyberpsychological Balance to Healthcare and Information Technology. In 2015
IEEE International Conference on Computer and Information Technology;
Ubiquitous Computing and Communications; Dependable, Autonomic and
Secure Computing; Pervasive Intelligence and Computing (pp. 1417-1422).
IEEE. https://doi.org/10.1109/CIT/TUCC/DASC/PICOM.2015.212

McCoach, D. B., Gable, R. K., & Madura, J. P. (2013). Instrument Development in the
Affective  Domain. New  York, NY: Springer  New  York.
https://doi.org/10.1007/978-1-4614-7135-6

MCMC. (2015). Media matters: Networked Media Content. Networked Media Content
Research Report, 2.

MCMC. (2017). Internet Users Survey 2017 : Statistical Brief No. 21. Malaysian
Communications And Multimedia Commission.

Miani, D. J. (2015). An investigation of Catholic school educators’ perceptions of the

influence of the Catholic Identity on promoting and modeling digital citizenship.
Regent University.

213



Michaelson, V., Brooks, F., Jirasek, 1., Inchley, J., hitehead, R., King, N., ...
Kolarcik, P. (2016). Developmental patterns of adolescent spiritual health in six
countries. SSM - Population Health, 2, 294-303.
https://doi.org/10.1016/j.ssmph.2016.03.006

Mihailidis, P., & Thevenin, B. (2013). Media Literacy as a Core Competency for
Engaged Citizenship in Participatory Democracy. American Behavioral Scientist,
57(11), 1611-1622. https://doi.org/10.1177/0002764213489015

Millard, A., Baldassar, L., & Wilding, R. (2018). The significance of digital citizenship
in the well-being of older migrants. Public Health, 158, 144-148.
https://doi.org/10.1016/j.puhe.2018.03.005

Miller, L. A., & Lovler, R. L. (2016). Foundations of Psychological Testing: A
Practical Approach (5th ed.). California: SAGE Publications, Inc.

Minister of Education Alberta. (2012). Digital Citizenship Policy Development Guide.
Alberta Education.

Ministry of Education Malaysia. (2013). Malaysia Education Blueprint 2013-2025.

Ministry of Education Malaysia. (2015). KSSM Dokumen Standard Kurikulum dan
Pentaksiran : Sains Komputer. Ministry of Education Malaysia. Retrieved from
http://bpk.moe.gov.my/index.php/terbitan-bpk/kurikulum-sekolah-
menengah/category/17-dskp-tingkatan-4

Ministry of Education Malaysia. (2017). Garis Panduan Nilai dan Etika Penggunaan
Media Sosial Bagi Guru dan Murid. Putrajaya. Retrieved from
https://www.moe.gov.my/pekeliling/2797-surat-pekeliling-ikhtisas-kementerian-
pendidikan-malaysia-bilangan-3-tahun-2017-garis-panduan-nilai-dan-etika-
penggunaan-media-sosial-bagi-guru-dan-murid/file

Ministry of Education Malaysia. (2021). Maklumat Asas Pendidikan. Retrieved from
https://emisonline.moe.gov.my/risalahmap/

Ministry of Education Singapore. (2014). Cyber Wellness Syllabus Secondary School.
Retrieved from https://library.nie.edu.sg/sites/default/files/2018-05/2014-cyber-
wellness.pdf

Ministry of Health Malaysia. (2017). National Health and Morbidity Suvey (NHMS)
2017: Adolescent Health Survey, Malaysia. Kuala Lumpur. Retrieved from
http://libraryl.nida.ac.th/termpaper6/sd/2554/19755 .pdf

Mintu-Wimsatt, A., Kernek, C., & Lozada, H. (2010). Netiquette: Make it part of your
syllabus. MERLOT Journal of Online ..., 6(1), 2008-2011.

Mirghafourvand, M., Charandabi, S. M. A., Sharajabad, F. A., & Sanaati, F. (2016).
Spiritual Well-Being and Health-Related Quality of Life in Iranian Adolescent
Girls. Community ~ Mental  Health Journal, 52(4), 484-492.
https://doi.org/10.1007/s10597-016-9988-3

214



Misirli, Z. A., & Akbulut, Y. (2013). Development of a Scale to Explore Technology
Literacy Skills of Turkish 8th Graders. Contemporary Educational Technology,
4(4), 249-262.

Mitchell, L. (2016). Beyond Digital Citizenship. Middle Grades Review, 1(3), 1-9.

Miher Tiirker, P., & Kilig Cakmak, E. (2019). An Investigation of Cyber ellness
Awareness: Turkey Secondary School Students, Teachers, and Parents.
Computers in the Schools, 36(4), 293-318.
https://doi.org/10.1080/07380569.2019.1677433

MOE Singapore. (2014). Syllabus Cyber Wellness Secondary (Vol. 39).

Mohamed, H., Judi, H. M., Nor, S. F. M., & Yusof, Z. M. (2012). Bridging Digital
Divide: A Study on ICT Literacy among Students in Malaysian Rural Areas.
Australian Journal of Basic and Applied Sciences, 6(7), 39-45.

Mohamed, N., & Ahmad, I. H. (2012). Information privacy concerns, antecedents and
privacy measure use in social networking sites: Evidence from Malaysia.
Computers in Human Behavior, 28(6), 2366-2375.
https://doi.org/10.1016/j.chb.2012.07.008

Mohd Fadhli, S. A., Liew Suet Yan, J., Ab Halim, A. S., Ab Razak, A., & Ab Rahman,
A. (2022). Finding the Link between Cyberbullying and Suicidal Behaviour
among Adolescents in Peninsular Malaysia. Healthcare, 10(5), 856.
https://doi.org/10.3390/healthcare10050856

Mohd Isa, S., Hashim, A. H., Kaur, M., & Ng, C. G. (2016). Internet addiction among
adolescents in Malaysia: the prevalence and its association with attention deficit
hyperactivity disorder (ADHD) symptoms. Malaysian Journal of Psychiatry,
25(1).

Monterosa, V. (2017). Digital citizenship district-wide: Examining the organization
evolution of an initiative. California State University.

Moraes, J. A. de, & Andrade, E. B. de. (2015). Who are the citizens of the digital
citizenship? International Review of Information Ethics, 23(11), 6-16.

Morrison, D. (1999). Aristotle’s Definition of Citizenship: A Problem and Some
Solutions. History of Philosophy Quarterly, 16(2), 143-165.

Mossberger, K., Tolbert, C. J., & Hamilton, A. (2012). Measuring Digital Citizenship:
Mobile Access and Broadband. International Journal of Communication, 6,
2492-2528.

Mueller, P. S., Plevak, D. J,, & Rummans, T. A. (2001). Religious involvement,
spirituality, and medicine: Implications for clinical practice. Mayo Clinic
Proceedings, 76(December), 1225—-1235. https://doi.org/10.4065/76.12.1225

Murphey, D., Barry, M., & Vaughn, B. (2013). Adolescent Health Highlight: Positive
Mental Health-Resilience. Child Trends. Winconsin.

215



https://doi.org/10.1037/e538142013-001

Mutalib, M. H. A. (2020). Pengiklanan, pemasaran judi ‘online’ masih berleluasa.
Utusan Malaysia, p. Berita Jenayah Nasional. Retrieved from
https://www.utusan.com.my/berita/2020/12/pengiklanan-pemasaran-judi-online-
masih-berleluasa/

Myers, J. E., Luecht, R. M., & Sweeney, T. J. (2004). The factor structure of wellness:
Reexamining theoretical and empirical models underlying the Wellness
Evaluation of Lifestyle (WEL) and the Five-Factor Wel. Measurement and
Evaluation in Counseling and Development, 36, 194-208.

Naeemi, S., & Tamam, E. (2017). The Relationship Between Emotional Dependence
on Facebook and Psychological Well-Being in Adolescents Aged 13—16. Child
Indicators Research, 10(4), 1095-1106. https://doi.org/10.1007/s12187-016-
9438-3

Narges, D., & Laily, P. (2011). Determinants of financial wellness among Malaysia
workers. African Journal of Business Management, 5(24), 10092-10100.
https://doi.org/10.5897/AJBM10.1267

National Cyber Security Agency. (2021). Malaysian Cyber Laws. Retrieved July 10,
2020, from https://www.nacsa.gov.my/legal.php

Nawang, . M. Z. ., Mamat, I, Sa’at, N. H., & Ahmad, S. (2016).
Entrepreneurship’s Intention of Secondary School Student in Kuala Terengganu
District, Malaysia. International Journal of Academic Research in Business and
Social Sciences, 6(2), 166—177. https://doi.org/10.6007/IJARBSS/v6-i2/2021

Netsafe. (2017). A background paper to the Netsafe Digital Citizenship Capability
Review Tool. Retrieved from https://www.netsafe.org.nz/wp-
content/uploads/2017/03/Background-paper.pdf

NetSafe. (2016). From literacy to fluency to citizenship: Digital Citizenship in
Education, (November), 1-20.

Neumann, M. M., Finger, G., & Neumann, D. L. (2016). A Conceptual Framework for
Emergent Digital Literacy. Early Childhood Education Journal, 1-9.
https://doi.org/10.1007/s10643-016-0792-z

Ng, B. ., Kankanhalli, A., & Xu, . C. (2009). Studying users’ computer security
behavior: A health belief perspective. Decision Support Systems, 46(4), 815-825.
https://doi.org/10.1016/j.dss.2008.11.010

Ng, W. (2015a). Digital Literacy: The Overarching Element for Successful Technology
Integration. In New Digital Technology in Education (pp. 125—144). Switzerland:
Springer International Publishing. https://doi.org/10.1007/978-3-319-05822-1 6

Ng, W. (2015b). Learners in a Digital Society: Digital Practices of Young People and

Their Teaching Implications. In New Digital Technology in Education (pp. 51—
71). Cham: Springer International Publishing Switzerland.

216



https://doi.org/10.1007/978-3-319-05822-1 3

Ng, W. (2015c). Theories Underpinning Learning with Digital Technologies. In New
Digital Technology in Education (pp. 73-94). Cham: Springer International
Publishing. https://doi.org/10.1007/978-3-319-05822-1 4

Nordin, M. S. (2015). Self-Regulated Digital Citizen: A Survey of Malaysian
Undergraduates. Research Journal of Social Sciences, 8(11), 20-24.

Nordin, M. S., Ahmad, T. B. T., Zubairi, A. M., Ismail, N. A. H., Rahman, A. H. A.,
Trayek, F. A. A., & Ibrahim, M. B. (2016). Psychometric Properties of a Digital
Citizenship Questionnaire. International Education Studies, 9(3), 71-80.
https://doi.org/10.5539/ies.vIn3p71

Nosko, A., & Wood, E. (2011). Learning in the Digital Age with SNSs: Creating a
Profile. In Social Media Tools and Platforms in Learning Environments (Vol. 53,
p- 160). Berlin Heidelberg: Springer.
https://doi.org/10.1017/CB0O9781107415324.004

Nunnally, J. C., & Bernstein, I. H. (1994). Psychometric Theory. McGraw-Hill, Inc
(Third). New York.

Nurasikin, M., Khatijah, L., Aini, A., Ramli, M., Aida, S., Zainal, N., & Ng, C. (2013).
Religiousness, religious coping methods and distress level among psychiatric
patients in Malaysia. International Journal of Social Psychiatry, 59(4), 332—338.
https://doi.org/10.1177/0020764012437127

O’Brien, T., & Stavert, B. (2011). Creating good digital citizens. (M.-V. A, Ed.),
Education in a Technological World: Communicating Current and Emerging
Research and Technological Efforts. Retrieved from
http://www.formatex.org/ict/chapters.html

O’Neil, T. D. (2017). Cyber  ellness: A Liberal Studies Course in Higher Education.
In Proceedings of the EDSIG Conference (pp. 1-9). Texas, USA: Information
Systems & Computing Academic Professionals (ISCAP). Retrieved from
https://proc.iscap.info/2017/pdf/4303.pdf

Ohler. (2015). History and Future of Digital Citizenship. Retrieved January 6, 2018,
from http://www.jasonohler.com/wordpressii/?page id=16

Ohler, J. (2012). Digital Citizenship Means Character Education for the Digital Age.
Kappa Delta Pi Record, 47(supl), 25-217.
https://doi.org/10.1080/00228958.2011.10516720

Onyancha, O. B. (2015). An informetrics view of the relationship between internet
ethics, computer ethics and cyberethics. Library Hi Tech, 33(3), 387—408.
https://doi.org/10.1108/LHT-04-2015-0033

Opoku-antwi, G. L., Amofah, K., & Nyamaah-koffuor, K. Yakubu, A. (2012).

Entrepreneurial Intention Among Senior High School Students in the Sunyani
Municipality. International Review of Management and Marketing, 2(4), 210-

217



219.

Oraif, F. A. M., & Samak, Y. A. (2022). Digital Citizenship, Self-Esteem and Life
Satisfaction: An Assessment of the Geographical Differentials and Demographic
Factors in the Context of Saudi Arabia. Arab Journal for Security Studies, 38(1),
113-132. https://doi.org/10.26735/EPJS7019

Oshio, A., Kaneko, H., Nagamine, S., & Nakaya, M. (2003). Construct Validity of the
Adolescent Resilience Scale. Psychological Reports, 93(3 suppl), 1217-1222.
https://doi.org/10.2466/pr0.2003.93.3f.1217

Oyedemi, T. (Toks) D. (2012). The Partially Digital: Internet, Citizenship, Social
Inequalities, And Digital Citizenship In South Africa. University of
Massachusetts Amherst.

Pagani, L., Argentin, G., Gui, M., & Stanca, L. (2016). The impact of digital skills on
educational outcomes: evidence from performance tests. Educational Studies,
5698(March), 1-26. https://doi.org/10.1080/03055698.2016.1148588

Pandya, S. P. (2015). Adolescents, well-being and spirituality: Insights from a spiritual
program. International Journal of Children’s Spirituality, 20(1), 29-49.
https://doi.org/10.1080/1364436X.2014.999230

Pangrazio, L., & Sefton-Green, J. (2021). Digital Rights, Digital Citizenship and
Digital Literacy:  hat’s the Difference? Journal of New Approaches in
Educational Research, 10(1), 15. https://doi.org/10.7821/naer.2021.1.616

Panke, S., & Stephens, J. (2018). Beyond the echo chamber: Pedagogical tools for civic
engagement discourse and reflection. Educational Technology and Society, 21(1),
248-263.

Paulus, M. J., & Ingersoll, R. (2014). Digital Wisdom for a Digital Age: Spirituality
and Technology in the 21st Century. Retrieved from
https://works.bepress.com/michael paulus/44/

Pearce, K. E., & Rice, R. E. (2013). Digital Divides From Access to Activities:
Comparing Mobile and Personal Computer Internet Users. Journal of
Communication, 63(4), 721-744. https://doi.org/10.1111/jcom.12045

Pedersen, A. Y., Nergérd, R. T., & K&ppe, C. (2018). Patterns of Inclusion: Fostering
Digital Citizenship through Hybrid Education. Educational Technology &
Society, 21(1), 225-236.

Peker Unal, D. (2017). Digital Citizenship Elements in A Curriculum and Secondary
School Students’ States of Having Digital Citizenship Elements. Karaelmas
Journal of Educational Sciences, 5, 180—195.

Perbadanan Putrajaya. (2018). Putrajaya ke arah Bandar Bestari. Retrieved August 13,

2018, from https://www.facebook.com/putrajaya/posts/putrajaya-ke-arah-bandar-
bestarikredit-dari-rtm/10155805961426723/

218



Pérez-Sanagustin, M., Nussbaum, M., Hilliger, 1., Alario-Hoyos, C., Heller, R. S.,
Twining, P., & Tsai, C.-C. (2017). Research on ICT in K-12 schools — A review
of experimental and survey-based studies in computers & education 2011 to
2015. Computers & Education, 104, Al-AlS.
https://doi.org/10.1016/j.compedu.2016.09.006

Phornprasert, W., Parnichparinchai, T., Prachanban, P., & Ongardwanich, N. (2020).
The Development Of Students Digital Citizenship Scale And Norms In Higher
Education Institutions. Journal of Education Naresuan University, 22(3), 217—
234.

Piazza, J., & Bering, J. M. (2009). Evolutionary cyber-psychology: Applying an
evolutionary framework to Internet behavior. Computers in Human Behavior,
25(6), 1258-1269. https://doi.org/10.1016/j.chb.2009.07.002

Piceci, L., Mariani, A. M., Melchiori, R., & Melchiori, F. M. (2021). Development and
Validation of a Scale for Measuring Teachers’ Digital Citizenship Literacy.
Italian Journal of Health Education, Sports and Inclusive Didactics, 397-410.
https://doi.org/10.32043/gsd.v512.431

Pitchan, M. A., & Omar, S. Z. (2019). Dasar Keselamatan Siber Malaysia: Tinjauan
Terhadap Kesedaran Netizen dan Undang-Undang (Cyber Security Policy:
Review on Netizen Awareness and Laws). Jurnal Komunikasi: Malaysian
Journal of Communication, 35(1), 103-119. https://doi.org/10.17576/jkmjc-
2019-3501-08

Pitchan, M. A., Omar, S. Z., Bolong, J., & Ghazali, A. H. A. (2017). Analisis
Keselamatan Siber Dari Perspektif Persekitaran Sosial: Kajian Terhadap
Pengguna Internet Di Lembah Klang. Journal of Social Sciences and Humanities,
12(2), 16-29. https://doi.org/ISSN: 1823-884x

Polit, D. F., Beck, C. T., & Owen, S. V. (2007). Is the CVI an acceptable indicator of
content validity? Appraisal and recommendations. Research in Nursing &
Health, 30(4), 459—467. https://doi.org/10.1002/nur.20199

Prasad, N. V., & Rao, A. (2012). Young People and Creative Video Production: a Case
Study of Media Making on Issues of Stress and Friendship Among Secondary
School Students in Malaysia. Journal of Arts, Science & Commerce, 3(4 (1)), 83—
89.

Prasetiyo, W. H., Naidu, N. B. M., Sari, B. 1., Mustofa, R. H., Rahmawati, N.,
Pambudi, G., & Hidayat, O. T. (2021). Survey Data of Internet Skills, Internet
Attitudes, Computer Self-Efficacy, and Digital Citizenship among Students in
Indonesia. Data in Brief, 39, 107569. https://doi.org/10.1016/j.dib.2021.107569

Quayyum, F., Cruzes, D. S., & Jaccheri, L. (2021). Cybersecurity awareness for
children: A systematic literature review. International Journal of Child-
Computer Intera ction, 30(July), 100343.
https://doi.org/10.1016/.ijcci.2021.100343

Quinn, B. P., & Bauml, M. (2017). Cultivating a mindset of civic engagement among

219



young adolescents. Journal of Social Studies Research.
https://doi.org/10.1016/j.jssr.2017.05.003

Radford, L. (2017). Teacher Candidates in the Urban Canadian Classroom: Rereading
the Digital Citizenship Paradigm Through Atom Egoyan’S Adoration. Digital
Culture & Education, 9(1), 1-13.

Radovanovi¢, D., Hogan, B., & Lali¢, D. (2015). Overcoming digital divides in higher
education: Digital literacy beyond Facebook. New Media & Society, 17(10),
1733-1749. https://doi.org/10.1177/1461444815588323

Radzi, H. M., Lilie Zahara Ramly, F. G., Sipon, S., & Othman, K. (2014). Religious
And Spiritual Coping Used By Student In Dealing With Stress And Anxiety.
International Journal of Asian Social Science, 4(2), 314-319.

Rahman, Z. A., Shah, I. M., Abdul, Z., & Shah, I. M. (2015). Measuring Islamic
Spiritual Intelligence. In International Accounting And Business Conference
2015, TABC 2015 (Vol. 31, pp. 134-139). Procedia Economics and Finance.
https://doi.org/10.1016/S2212-5671(15)01140-5

Raiche, G. (2005). Critical eigenvalue sizes in Standardized Residual Principle
Component Analysis. Rasch Measurement Transactions, 19(1), 1012.

Rayle, A. D. (2005). Adolescent gender differences in mattering and wellness. Journal
of Adolescence, 28(6), 753-763.
https://doi.org/10.1016/j.adolescence.2004.10.009

Reddy, S. C., Low, C., Lim, Y., Low, L., Mardina, F., & Nursaleha, M. (2013).
Computer Vision Syndrome: A Study of Knowledge and Practices in University
Students.  Nepalese = Journal of Ophthalmology, 5(2), 161-168.
https://doi.org/10.3126/nepjoph.v5i2.8707

Reeves, T. C., & Oh, E. G. (2017). The goals and methods of educational technology
research over a quarter century (1989-2014). Educational Technology Research
and Development, 65(2), 325-339. https://doi.org/10.1007/s11423-016-9474-1

Regmi, P. R., Waithaka, E., Paudyal, A., Simkhada, P., & van Teijlingen, E. (2016).
Guide to the design and application of online questionnaire surveys. Nepal J
Epidemiol., 6(4), 640—644. https://doi.org/10.3126/nje.v6i4.17258

Reichert, F., & Print, M. (2016). Active Citizenship in the Political Realm : The Case
of Australian Secondary School Students. Citizenship Education Research

Journal, 6(1), 51-67.

Reynolds, L., & Parker, L. (2018). Digital Resilience: Stronger Citizens Online. ISD.
London.

Reynolds, L., & Scott, R. (2016). Digital Citizens: Countering Extremism Online.
London: DEMOS.

Ribble, M. (2008). Passport to digital citizenship. Learning & Leading with

220



Technology, (December/January), 14-17. Retrieved from
http://crestomere.wolfcreek.ab.ca/documents/general/Passport to Dig
Citizenshipl.pdf

Ribble, M. (2011). The Nine Elements of Digital Citizenship. In Digital Citizenship in
Schools (Second, pp. 15-44). ISTE (International Society for Technology in
Education). https://doi.org/10.1111/j.1467-8535.2012.01378 9.x

Ribble, M. (2012). Digital Citizenship for Educational Change. Kappa Delta Pi
Record, 48(4), 148-151. https://doi.org/10.1080/00228958.2012.734015

Ribble, M. (2015). Secondary Digital Driver * s License Exam. In Digital Citizenship
in Schools: Nine Elements All Students Should Know (pp. 106—126). ISTE

Ribble, M. S. (2017). Nine Elements of Digital Citizenship. Retrieved November 10,
2019, from https://www.digitalcitizenship.net/nine-elements.html

Ribble, M. S., & Bailey, G. D. (2004). Digital Citizenship. Learning & Leading with
Technology, 32(2), 12—15. https://doi.org/10.1093/itnow/bws084

Richards, R. (2010). Digital citizenship and web 2.0 tools. MERLOT Journal of Online
Learning and Teaching, 6(2), 516-522.

Richardson, G. E., Neiger, B. L., Jensen, S., & Kumpfer, K. L. (1990). The resiliency
model. Health Education, 21(6), 33-39.
https://doi.org/10.1080/00970050.1990.10614589

Richardson, J., & Milovidov, E. (2019). Digital Citizenship Education Handbook.
Council of Europe. Council of Europe.

Rodriguez-Perez, A. M., Urias-Murrieta, M., Torres-Gastelu, C. A., & Valdes-Cuervo,
A. A. (2021). Adolescents’ Digital Citizenship: A Conceptual Approach. In 2021
XI International Conference on Virtual Campus (JICV) (pp. 1-4). IEEE.
https://doi.org/10.1109/JICV53222.2021.9600275

Roscoe, L. J. (2009). Wellness: A review of theory and measurement for counselors.
Journal of  Counseling and Development, 87(2), 216-226.
https://doi.org/10.1002/j.1556-6678.2009.tb00570.x

Roslan, S., Ismail, M., Zaremohzzabieh, Z., Ahmad, N., Mohamad, Z., Ooi, D. J., ...
Qamaruzzaman, F. (2022). The Ecopsychological, Spiritual, Physiological Health
and Mood Benefits of Zikr Meditation and Nature for Muslim University
Students. International Journal of Academic Research in Business and Social
Sciences, 12(9). https://doi.org/10.6007/1IJARBSS/v12-i19/14784

Rowley, J. (2014). Designing and using research questionnaires. Management
Research Review, 37(3), 308-330. https://doi.org/10.1108/MRR-02-2013-0027

Ruel, E., Wagner III, W. E., & Gillespie, B. J. (2015). The practice of survey research:
Theory and applications. Sage Publications.

221



Ruenphongphun, P., Sukkamart, A., & Pimdee, P. (2021). Thai undergraduate digital
citizenship skills education: A second-order confirmatory factor analysis. World
Journal on Educational Technology: Current Issues, 13(3), 370-385.
https://doi.org/10.18844/wjet.v13i3.5937

Rutter, M. (1985). Resilience in the Face of Adversity. British Journal of Psychiatry,
147(6), 598—611. https://doi.org/10.1192/bjp.147.6.598

Ryff, C. D., & Burton, S. (1996). Psychological Well-Being : Meaning , Measurement ,

and Implications for Psychotherapy Research. Psychother Psychosom, 65(1), 14—
23.

Sabri, N. M., Sulaiman, W. S. W., & Sarnon, N. (2018). Penerokaan Amalan Zikir Dan
Perubahan Tingkah Laku Dalam Proses Kepulihan Penagihan Dalam Kalangan
Penagih Bebas Dadah. Journal of Social Science and Humanities, 13(2), 14-153.

Saharrudin, N. F., & Ghazali, A. H. A. (2020). Cyberbully: Why Me? International
Journal of Academic Research in Business and Social Sciences, 10(15), 58—66.
https://doi.org/10.6007/ijarbss/v10-115/8233

Saharrudin, N. F., Ghazali, A. H. A., Samah, A. A., Ahmad, A., & Abdullah, H.
(2019). Cyberbullying among Malaysian Youth: The Case of Selangor.
International Journal of Academic Research in Business and Social Sciences,
9(3), 1060-1070. https://doi.org/10.6007/ITJARBSS/v9-i3/5761

Salleh, N. S. M., Din, R., Kamsin, I. F., Hamdan, A., Manaf, Siti Zuraida Abdul Karim,
A. A., & Ahmad, M. (2015). Civilizing ICT Literacy among arboriginal students

through personalized learning environment. Journal of Personalized Learning,
1(1), 46-56.

Salleh, S., Embong, R., Noruddin, N., & Kamaruddin, Z. (2015). Spiritual Coping
Strategies from the Islamic Worldview. International Conference on
Empowering Islamic Civilization in the 21st Century, (September), 136—150.

Samydevan, V., Amin, M. R. M., & Piaralal, S. K. (2021). Determinants of
entrepreneurial intention among school students in Malaysia: An empirical study.
Journal of Education for Business, 96(6), 359-365.
https://doi.org/10.1080/08832323.2020.1837057

Sandham, M. H., Medvedev, O. N., Hedgecock, E., Higginson, 1. J., & Siegert, R. J.
(2019). A Rasch Analysis of the Integrated Palliative Care Outcome Scale.
Journal of Pain and Symptom Management, 57(2), 290-296.
https://doi.org/10.1016/j.jpainsymman.2018.11.019

Sandroto, C. W., Riyanti, B. P. D., & Tri Warmiyati, M. (2018). Entrepreneurial
Intention and Competencies of Vocational and High School Graduates in

Indonesia. Pertanika Journal of Social Sciences & Humanities., 26(Special
Issue), 225-236.

Saputra, M., & Al Siddiq, I. H. (2020). Social media and digital citizenship: The
urgency of digital literacy in the middle of a disrupted society Era. International

222



Journal of Emerging Technologies in Learning, 15(7), 156-161.
https://doi.org/10.3991/1JET.V15107.13239

Sasson, H., & Mesch, G. (2014). Parental mediation, peer norms and risky online
behavior among adolescents. Computers in Human Behavior, 33, 32-38.
https://doi.org/10.1016/j.chb.2013.12.025

Schultze-Lutter, F., Schimmelmann, B. G., & Schmidt, S. J. (2016). Resilience, risk,
mental health and well-being: associations and conceptual differences. European
Child & Adolescent Psychiatry, 25(5), 459—466. https://doi.org/10.1007/s00787-
016-0851-4

Scott, N., Fayers, P., Aaronson, N., Bottomley, A., de Graeff, A., Groenvold, M., ...
Sprangers, M. (2009). A Simulation Study Provided Sample Size Guidance for
Differential Item Functioning (DIF) Studies Using Short Scales. Journal of
Clinical Epidemiology, 62(3), 288-295.

Searson, M., Hancock, M., Soheil, N., & Shepherd, G. (2015). Digital citizenship
within global contexts. Education and Information Technologies, 20(4), 729—
741. https://doi.org/10.1007/310639-015-9426-0

Sedgwick, R., Epstein, S., Dutta, R., & Ougrin, D. (2019). Social media, internet use
and suicide attempts in adolescents. Current Opinion in Psychiatry, 32(6), 534—
541. https://doi.org/10.1097/Y CO.0000000000000547

Sehirli, A. (2017). Atatiirk’s Conception Of Citizenship Education. In 3rd
International Conference on Lifelong Education and Leadership For All (ICLEL
2017) (pp. 1553—-1554). Porto, Portugal.

Selvam, K. (2022). Mother of three believed to have committed suicide after alleged
cyber bullying. Retrieved August 78 2022, from
https://www.sinardaily.my/article/177853/malaysia/national/mother-of-three-
believed-to-have-committed-suicide-after-alleged-cyber-bullying

Shabani, J., Hassan, S. A., Ahmad, A., & Baba, M. (2010). Age as moderated influence
on the link of spiritual and emotional intelligence with mental health in high
school students. Journal of American Science, 6(11), 394-400.

Shafie, H., Khuzzan, S. M. S., & Mohsin, N. A. (2014). Soft Skills Competencies of
Quantity Surveying Graduates in Malaysia: Employers’ Views and Expectations.
International Journal of Built Environment and Sustainability , 1(1), 9—-17.

Shaikh, F. B., Rehman, M., Amin, A., & Hashmani, M. A. (2021). Cyber Wellness and
Youth: A Systematic Literature Review. In 2021 IEEE International Conference
on Computing (ICOCO) (pp. 7-12). IEEE.
https://doi.org/10.1109/ICOC0O53166.2021.9673586

Sham, F. M., & Yusof, S. (2015). Religiosity of Muslim adolescents from single parent
families living in government-subsidised settlement. Global Journal Al-
Thaqafah, 5(2), 31-42.

223



Shariman, T. P. N. T., Razak, N. A., & Noor, N. F. M. (2012). Digital Literacy
Competence for Academic Needs: An Analysis of Malaysian Students in Three
Universities. Procedia - Social and Behavioral Sciences, 69(Iceepsy), 1489—
1496. https://doi.org/10.1016/j.sbspro.2012.12.090

Sharoni, S. (2012). e-Citizenship: Trust in Government , Political Efficacy, and
Political Participation in the Internet Era. Electronic Media & Politics, 1(8), 119—
135.

Shaver, N., Michaelson, V., & Pickett, W. (2022). Do Spiritual Health Connections
Protect Adolescents When They Are Bullied: A National Study of 12,593 Young
Canadians. Journal of Interpersonal Violence, 37(13—14), NP11034-NP11065.
https://doi.org/10.1177/0886260521989853

Shek, D. T. L. (2012). Spirituality as a Positive Youth Development Construct: A
Conceptual Review. The Scientific ~World Journal, 2012, 1-8.
https://doi.org/10.1100/2012/458953

Shinder, L., Cross, M., Shinder, L., & Cross, M. (2008). Chapter 12 — Understanding
Cybercrime Prevention. In Scene of the Cybercrime (pp. 505-554).
https://doi.org/10.1016/B978-1-59749-276-8.00012-1

Siddiq, F., Hatlevik, O. E., Olsen, R. V., Throndsen, 1., & Scherer, R. (2016). Taking a
future perspective by learning from the past - A Systematic Review of
Assessment Instruments That Aim to Measure Primary and Secondary School
Students’ ICT Literacy. Educational Research Review, 19(September), 58—84.
https://doi.org/10.1016/j.edurev.2016.05.002

Simsek, E., & Simsek, A. (2013). New Literacies for Digital Citizenship.
Contemporary Educational Technology, 4(2), 126—-137.

Sincar, M. (2011). An Analysis of Prospective Teachers’ Digital Citizenship Behaviour

Norms. International Journal of Cyber Ethics in Education, 1(2), 25-40.
https://doi.org/10.4018/ijcee.2011040103

Siraj, S., Zakaria, A. R., Alias, N., Dewitt, D., Kannan, P., & Ganapathy, J. (2012).
Future Projection on Patriotism among School Students Using Delphi Technique.
Creative Education, 03(06), 1053—1059. https://doi.org/10.4236/ce.2012.326158

Siti Rafidah, A. H., Khamsiah, 1., Nik Suryani, N. A. R., & Haniza, R. (2014).
Malaysian Adolescents’ Moral Awareness And Their Cultural Conformity. Full
Paper Proceeding GTAR2014, 1(2010), 488-502.

Siu, A. M. H., Shek, D. T. L., & Law, B. (2012). Prosocial Norms as a Positive Youth
Development Construct: A Conceptual Review. The Scientific World Journal, 1—
7. https://doi.org/10.1100/2012/832026

Sivabalan, T. V., Ahmad Zaki, R., & Choo, W. Y. (2020). The prevalence of

cyberbullying and its associated factors among young adolescents in penang,
malaysia. Journal of Health and Translational Medicine, 23, 202-211.

224



Slonje, R., Smith, P. K., & Frisén, A. (2013). The nature of cyberbullying, and
strategies for prevention. Computers in Human Behavior, 29(1), 26-32.
https://doi.org/10.1016/j.chb.2012.05.024

Smith, A. B., Rush, R., Fallowfield, L. J., Velikova, G., & Sharpe, M. (2008). Rasch fit
statistics and sample size considerations for polytomous data. BMC Medical
Research Methodology, 8(33). https://doi.org/10.1186/1471-2288-8-33

Smith, B. W., Epstein, E. M., Ortiz, J. A., Christopher, P. J., & Tooley, E. M. (2013).
The Foundations of Resilience: What Are the Critical Resources for Bouncing
Back from Stress? In Resilience in Children, Adolescents, and Adults:
Translating Research into Practice (pp. 167-187). New York: Springer
Science+Business Media. https://doi.org/10.1007/978-1-4614-4939-3 13

Softude. (2022). What Is The Difference Between Digital Commerce And
eCommerce? Retrieved from https://www.softude.com/what-is-the-difference-
between-digital-commerce-and-ecommerce/

Soh, P. C. H., Chew, K. W., Veeri, A. C., & Ang, P. H. (2011). Ethnic-based Digital
Divide and Internet Use Amongst Malaysian Students. Akademika, 81(1), 93—
100.

Soriani, A. (2018). From Media Education to Digital Citizenship . Origins ,
perspectives and policy implementations in the school systems across Europe.
Journal of Theories and Research in Education, 13(3), 85-122.
https://doi.org/10.6092/issn.1970-2221/8557

Specker Sullivan, L., & Reiner, P. (2021). Digital Wellness and Persuasive
Technologies. Philosophy & Technology, 34(3), 413-424.
https://doi.org/10.1007/s13347-019-00376-5

Springer, K. W., Hauser, R. M., & Freese, J. (2006). Bad news indeed for Ryff’s six-
factor model of well-being. Social Science Research, 35(4), 1120-1131.
https://doi.org/10.1016/j.ssresearch.2006.01.003

Spun, S., Bally, J., Ogenchuk, M., Alker, K., Spurr, S., Bally, J., (2012). A
Framework for Exploring Adolescent Wellness. Pediatric Nursing, 38(6), 320
-326.

Stamatellos, G. (2011). Computer Ethics and Neoplatonic Virtue. International Journal
of Cyber Ethics in Education, 1(1), 1-11.
https://doi.org/10.4018/ijcee.2011010101

Stark, C., Severn, K., Stutey, D., Wehrman, J., Gwynn, S., Souligny, C., & Bear, A.
(2021). Campus Connections Digital Citizenship: Cultivating Youth Resiliency
in a Virtual World. The Chronicle of Mentoring & Coaching, 5(December), 272.

Stiglic, N., & Viner, R. M. (2019). Effects of screentime on the health and well-being

of children and adolescents: a systematic review of reviews. BMJ Open, 9(1),
€023191. https://doi.org/10.1136/bmjopen-2018-023191

225



Subrahmanyam, K., & Smahel, D. (2011a). Connecting Online Behavior to Adolescent
Development. In Digital Youth (pp. 27-39). New York, NY: Springer New York.
https://doi.org/10.1007/978-1-4419-6278-2

Subrahmanyam, K., & Smahel, D. (2011b). Digital Youth, 103-122.
https://doi.org/10.1007/978-1-4419-6278-2

Sujon, Z. (2010). New technologies and the idea of citizenship: Patterns of Public
Participation in Two cases. London School of Economics.

Sullivan, C. (2016). Digital citizenship and the right to digital identity under
international law. Computer Law and Security Review, 32(3), 474-48l.
https://doi.org/10.1016/.clsr.2016.02.001

Sun, B., Shao, Y., Richardson, M. J., Weng, Y., & Shen, J. (2017). The caring
behaviour of primary and middle school teachers in China: features and structure.

Educational Psychology, 37(3), 362-379.
https://doi.org/10.1080/01443410.2016.1214688

Sun, X., Mainhard, T., & Wubbels, T. (2018). Development and evaluation of a
Chinese version of the Questionnaire on Teacher Interaction (QTI). Learning
Environments Research, 21(1), 1-17. https://doi.org/10.1007/s10984-017-9243-z

Suppo, C. A. (2013). Digital Citizenship Instruction In Pennsylvania Public Schools:
School Leaders Expressed Beliefs And Current Practices. ProQuest Dissertations

and Theses. Indiana University of Pennsylvania.

Supramani, S. (2022, July 14). Cybersecurity for Kids: It’s Never Too Early To Begin.

The Sun Newspaper, p. Spotlight. Retrieved from
https://thesun.my/spotlight/cybersecurity-for-kids-it-s-never-too-early-to-begin-
DG9448270

Susanty, R., Yunos, Z., Ahmad, M., & Razali, N. (2019). Instilling Digital Citizenship
Skills Through Education : A Malaysian Perspective. In European Conference on
Cyber Warfare and Security (pp. 819-827). Academic Conferences International
Limited.

Suson, R. L. (2019). Appropriating Digital Citizenship in the Context of Basic
Education. International Journal of Education, Learning and Development, 7(4),
44-66.

Swan, G., & Park, M. (2015). Get your students on the road to digital citizenship with a
digital  driver’s license. Retrieved December 12, 2017, from
https://www.iste.org/explore/In-the-classroom/Get-your-students-on-the-road-to-
digital-citizenship-with-a-digital-driver

Tadlaoui-Brahmi, A., Cuko, K., & Alvarez, L. (2022). Digital citizenship in primary
education: A systematic literature review describing how it is implemented.
Social Sciences & Humanities Open, 6(1), 100348.
https://doi.org/10.1016/j.ssah0.2022.100348

Takavarasha, S., Cilliers, L., & Chinyamurindi, W. (2018). Navigating the unbeaten

226



track from digital literacy to digital citizenship: A case of university students in
South Africa’s Eastern Cape province. Reading & Writing-Journal of the
Reading Association of South Africa, 9(1), 1-15.

Tam, E., Boas, P. K. V., Ruaro, F., Flesch, J., Thomas, A., ... Lopes, F. (2021).
Feasibility and Adoption of a Focused Digital Wellness Program in Older Adults.
Geriatrics, 6(2), 54. https://doi.org/10.3390/geriatrics6020054

Tapingkae, P., Panjaburee, P., Hwang, G.-J., & Srisawasdi, N. (2020). Effects of a
formative assessment-based contextual gaming approach on students’ digital
citizenship behaviours, learning motivations, and perceptions. Computers &
Education, 159(Iv). https://doi.org/10.1016/j.compedu.2020.103998

Tedre, M., Kamppuri, M., & Kommers, P. (2006). An Approach To Global Netiquette
Research. In [IADIS International Conference on Web Based Communities (pp.
367-370).

Thang, S. M., Ng, L. S., & Taha, A. M. (2020). Awareness of the risks and dangers of
social networking: Exploration on four types of malaysian secondary schools.
Jurnal Komunikasi: Malaysian Journal of Communication, 36(1), 147-165.
https://doi.org/10.17576/JKMIC-2020-3601-09

Thang, S. M., Noor, N. M., Ng, L. S., Taha, A. M., & Aziz, N. B. A. (2017). Influence
of Social Networking on Malaysian Female Secondary Students: A Qualitative
Study Across Three Schools. Akademika, 87(1), 267-278.
https://doi.org/10.17576/akad-2017-8701-20

Thaoyabut, A., Pradubwate, R., & Trairut, N. (2021). The Development of Flipped
Classroom with Mobile Learning Model to Promote Digital Citizenship for
Junior High School students ; A Case Study of Thailand, 58, 485-495.

The Star. (2016). Selangor launches blueprint of its plans to become a ’smart state’ by
2025. Retrieved August 13, 2018, from
https://www.thestar.com.my/metro/community/2016/12/09/intelligent-by-design-
selangor-launches-blueprint-of-its-plans-to-become-a-smart-state-by-2025/

The Star. (2022). Malaysia is 2nd in Asia for youth cyberbullying. Retrieved January 4,
2022, from https://www.thestar.com.my/news/nation/2022/01/14/malaysia-is-
2nd-in-asia-for-youth-cyberbullying

Thiroux, J. P., & Krasemann, K. W. (2012). Ethics: Theory and Practice (11th ed.).
New Jersey: Pearson Education, inc.

Thurairaj, S. M., Abas, A. M., Singh, K. K. S., & Kumarasamy, J. (2018). Makna
Patriotisme Kepada  Rakyat Malaysia: Satu Kajian Kuantitatif Ke Arah
Pengukuhan Jati Diri dan Negara Bangsa. Jurnal Sultan Alauddin Sulaiman Shah,
5(2), 152—-170.

Tim, Y., Pan, S. L., Bahri, S., & Fauzi, A. (2017). Digitally enabled crime-fighting

communities: Harnessing the boundary spanning competence of social media for
civic engagement. Information and Management, 54(2), 177-188.

227



https://doi.org/10.1016/j.im.2016.05.006

Tompsett, C. (2013). On the educational validity of research in educational technology.
Educational Technology and Society, 16(3), 179-190.
https://doi.org/10.1109/FIE.2004.1408777

Tondeur, J., Aesaert, K., Pynoo, B., van Braak, J., Fraeyman, N., & Erstad, O. (2015).
Developing a validated instrument to measure preservice teachers’ ICT
competencies: Meeting the demands of the 21st century. British Journal of
Educational Technology. https://doi.org/10.1111/bjet.12380

Tonge, A. M., Kasture, S. S., & Chaudhari, S. R. (2013). Cyber Security : challenges
for society - literature review. Journal of Computer Engineering, 12(2), 67-75.

Trayek, F. A. A. (2017). Religious Orientation And Digital Citizenship Behaviour of
University Undergraduates: An Inter-Ethnic And Inter-Faith Comparison.
International Islamic Univeristy Malaysia.

Triastuti, R., Budimansyah, D., & Sapriya. (2016). Digital Citizenship Students
Viewed from Digital Commerce Aspect. Proceedings of the 2016 Global
Conference on Business, Management and Entrepreneurship, 15, 908-911.

Tsai, H. S., Jiang, M., Alhabash, S., LaRose, R., Rifon, N. J., & Cotten, S. R. (2016).
Understanding online safety behaviors: A protection motivation theory
perspective. Computers & Security, 59(13), 138-150.
https://doi.org/10.1016/j.cose.2016.02.009

Tsitsika, A., Janikian, M., Schoenmakers, T. M., Tzavela, E. C., Olafsson, K., Wdjcik,
S., ... Richardson, C. (2014). Internet addictive behavior in adolescence: a cross-

sectional study in seven European countries. Cyberpsychology, Behavior and
Social Networking, 17(8), 528—535. https://doi.org/10.1089/cyber.2013.0382

Turner, B. S. (1990). Outline of a Theory of Citizenship. Sociology, 24(2), 189-217.
https://doi.org/10.1177/0038038590024002002

Umar, I. N., & Jalil, N. A. (2012). ICT Skills, Practices and Barriers of Its Use Among
Secondary School Students. Procedia - Social and Behavioral Sciences, 46,
5672-5676. https://doi.org/10.1016/j.sbspro.2012.06.494

UNESCO. (2014). Global Citizenship Education: Preparing learners for the
challenges of the 21st century.

UNESCO. (2015). Fostering Digital Citizenship through Safe and Responsible Use of
ICT. UNESCO Bangkok. Bangkok.

UNESCO. (2016). A Policy Review: Building Digital Citizenship in Asia-Pacific
Through Safe, Effectiveand Responsible Use of ICT. Bangkok.

UNICEF. (2018). Children for Change. Retrieved January 17, 2020, from

https://children4change.unicef.my/3-in-10-young-people-in-malaysia-
cyberbullied/

228



UNICEF Malaysia. (2014). Exploring the Digital Lanscape in Malaysia - Access and
use of digital technologies by children and adolescents. UNICEF. UNICEF.

Unterrainer, H. F., Ladenhauf, K. H., Moazedi, M. L., Wallner-Liebmann, S. J., &
Fink, A. (2010). Dimensions of Religious/Spiritual Well-Being and their relation
to Personality and Psychological Well-Being. Personality and Individual
Differences, 49(3), 192—-197. https://doi.org/10.1016/j.paid.2010.03.032

Valkenburg, P. M., & Peter, J. (2008). Adolescents’ Identity Experiments on the
Internet: Consequences for Social Competence and Self-Concept Unity.
Communication Research, 35(2), 208-231.
https://doi.org/10.1177/0093650207313164

van Deursen, A.J. A. M., Courtois, C., & van Dijk, J. A. G. M. (2014). Internet
skills, sources of support, and benefiting from Internet use. International
Journal of Human-Computer Interaction, 30(4), 278-290.
https://doi.org/10.1080/10447318.2013.858458

van Deursen, A.J. A. M., & van Dijk, A. J. A. M. (2013). The digital divide shifts to
differences in usage. New Media & Society, 16(3),
507-526. https://doi.org/10.1177/1461444813487959

van Deursen, A. J. A. M., & van Dijk, J. A G. M. (2015). Internet skill levels increase,
but gaps widen: a longitudinal cross-sectional analysis (2010-2013) among the
Dutch population. Information, Communication & Society, 18(7), 1-16.
https://doi.org/10.1080/1369118X.2014.994544

van Deursen, A.JJ.A.M, Helsper, E. J., & Eynon, R. (2014). Measuring Digital
Skills. From Digital Skills to Tangible Outcomes project report. From Digital
Skills to Tangible Outcomes project report.

van Deursen, A. J. A. M., Helsper, E. J., & Eynon, R. (2015). Development and
validation of the Internet Skills Scale (ISS). Information, Communication &
Society. https://doi.org/10.1080/1369118X.2015.1078834

van Deursen, A. J. A. M., Van Dijk, J. A. G. M., & Ten Klooster, P. M. (2015).
Increasing inequalities in what we do online: A longitudinal cross
sectional analysis of Internet activities among the Dutch population (2010 to
2013) over gender, age, education, and income. Telematics and Informatics,
32(2), 259-272. https://doi.org/10.1016/j.tele.2014.09.003

van Dierendonck, D. (2004). The construct validity of Ryff’s Scales of Psychological
Well-being and its extension with spiritual well-being. Personality and
Individual Differences, 36(3), 629-643. https://doi.org/10.1016/S0191-
8869(03)00122-3

van Laar, E., van Deursen, A. J. A. M., van Dijk, J. A. G. M., & de Haan, J. (2017).
The relation between 2 1st-century skills and digital skills: A systematic literature
review. Computers in Human Behavior, 72, 577-588.
https://doi.org/10.1016/j.chb.2017.03.010

229



Verhoeven, J. C., Heerwegh, D., & De Wit, K. (2014). ICT learning experience and
research orientation as predictors of ICT skills and the ICT use of university
students. Education and Information Technologies.
https://doi.org/10.1007/s10639-014-9310-3

Vigna-Taglianti, F., Brambilla, R., Priotto, B., Angelino, R., Cuomo, G., & Diecidue,
R. (2017). Problematic internet use among high school students: Prevalence,
associated factors and gender differences. Psychiatry Research, 257, 163—171.
https://doi.org/10.1016/j.psychres.2017.07.039

Wahab, R., Sabri, M. F., & Ramli, N. N. (2016). Money Literacy, Shopping and
Puchasing Patterns among Primary School Students in Malaysia. Journal of
Education and Human Development, 5(1), 146-162.
https://doi.org/0.15640/jehd.v5nlal6

Waheed, M. (2019). Online threats and risky behaviour from the perspective of
Malaysian youths. Journal of the Southeast Asia Research Centre for
Communications and Humanities, 11(2), 57-71.

Waheed, M., Samani, M. C., & Tiung, L. K. (2021). Klik Dengan Bijak 9Click Wisely):
Safeguarding Yauth in the Digital Age. Cyberjaya.

Waldo, A. D. (2014). Correlates of Internet addiction among adolescents. Psychology,
5(November), 1999-2008. https://doi.org/10.4236/psych.2014.518203

Walters, M. G., Gee, D., & Mohammed, S. (2019). A literature review: Digital
citizenship and the elementary educator. International Journal of Technology in
Education (IITE), 2(1), 1-21.

Wang, X., & Xing, W. (2018). Exploring the Influence of Parental Involvement and
Socioeconomic Status on Teen Digital Citizenship : A Path Modeling Approach.
Educational Technology & Society, 21(1), 186—199.

Wartella, E., Rideout, V., Montague, H., Beaudoin-Ryan, L., & Lauricella, A. (2016).
Teens, health and technology: A national survey. Media and Communication,
4(3), 13-23. https://doi.org/10.17645/mac.v4i3.515

Waterbury, G. T. (2019). Missing Data and the Rasch Model: The Effects of Missing
Data Mechanisms on Item Parameter Estimation. Journal of Applied
Measurement, 20(2), 154—166.

Weber, R. H., & Studer, E. (2016). Cybersecurity in the Internet of Things: Legal
aspects. Computer Law and Security Review, 32(5), 715-728.
https://doi.org/10.1016/j.clsr.2016.07.002

Webster, J. P. (2018). Teacher Perceptions and Implementation of Digital Citizenship
Curriculum in One-To-One High Schools in Missouri. Southwest Baptist

University.

Wenger-Trayner, E. Wenger-Trayner, B. (2015). An introduction to communities of
practice: a brief overview of the concept and its uses. Retrieved from

230



http://wenger-trayner.com/ introduction-to-communities-of-practice/

West, R. E., & Borup, J. (2014). An analysis of a decade of research in 10 instructional
design and technology journals. British Journal of Educational Technology,
45(4), 545-556. https://doi.org/10.1111/bjet.12081

Willson, K., Kane, R., & Radford, L. (2018). Podcasting and youth engagement.
Retrieved from https://ruor.uottawa.ca/bitstream/10393/37438/1/Kylie
Willson.pdf

Winn, M. R. (2011). Promote Digital Citizenship through School-Based Social
Networking. International Society for Technology in Education.

Wolf, E. J., Harrington, K. M., Clark, S. L., & Miller, M. W. (2013). Sample Size
Requirements for Structural Equation Models. Educational and Psychological
Measurement, 73(6), 913-934. https://doi.org/10.1177/0013164413495237

Wood, M., Center, H.,, & Parenteau, S. C. (2016). Social media addiction and
psychological adjustment: religiosity and spirituality in the age of social media.
Mental Health, Religion & Culture, 19(9), 972-983.
https://doi.org/10.1080/13674676.2017.1300791

Wook, T. S. M. T., Mohamed, H., Noor, S. F. M., Muda, Z., & Zairon, 1. Y. (2019).
Awareness of digital footprint management in the new media amongst youth.
Jurnal Komunikasi: Malaysian Journal of Communication, 35(3), 407-421.
https://doi.org/10.17576/JKMJC-2019-3503-24

Wright, B. D., & Masters, G. N. (1982). Rating scale analysis. Chicago, IL: Mesa
Press. Retrieved from https://core.ac.uk/download/pdf/212418789.pdf

Wright, B. D., & Masters, G. N. (2002). Number of Person or Item Strata. Rasch
Measurement Transactions, 16(3), 888.

Wright, Benjamin D. (1996). Comparing Rasch measurement and factor analysis.
Structural Equation Modeling: A Multidisciplinary Journal, 3(1), 3-24.
https://doi.org/10.1080/10705519609540026

Wright, Benjamin D., & Mok, M. M. C. (2004). An Overview of the Family of Rasch
Measurement Models. In J. E. V. Smith & R. M. Smith (Eds.), Introduction to
Rasch Measurement: Theory, Models, and Applications (pp. 1-24).

Wright, Benjamin D., & Stone, M. H. (2002). Making Measures. Chicago: The
Phaneron Press.

Wu, Y, Yu, W., Wu, X.,, Wan, H.,, Wang, Y., & Lu, G. (2020). Psychological
resilience and positive coping styles among Chinese undergraduate students: a
cross-sectional study. BMC Psychology, 8(1), 79. https://doi.org/10.1186/s40359-
020-00444-y

Wulandari, E., Winarno, W., & Triyanto, T. (2021). The Formation of Digital
Citizenship  Ethics Through Kampung Cyber Civic Community.

231



https://doi.org/10.4108/eai.16-10-2020.2305233

Xu, S., Yang, H. H., MacLeod, J., & Zhu, S. (2018). Social media competence and
digital citizenship among college students. Convergence: The International
Journal of Research into New Media Technologies, 25(4), 735-752.
https://doi.org/10.1177/1354856517751390

Xu, S., Yang, H. H., Zhu, S., & MacLeod, J. (2017). Understanding the Digital
Citizenship Behaviors of College Students from Differing Socioeconomic
Origins. In 2017 International Symposium on Educational Technology (ISET)
(pp- 184-188). IEEE. https://doi.org/10.1109/ISET.2017.50

Yaacob, S. N., Aun, T. S., Rahim, S. M. B. A., Hasbullah, M., Juhari, R., & Baharudin,
R. (2015). Religiosity and internal developmental assets amongst Malay
adolescents in Malaysia. Asian Social Science, 11(12), 181-188.
https://doi.org/10.5539/ass.v11n12p181

Yadav, M., & Yadav, R. (2018). Impact of Spirituality/Religiousness on Cyber
Bullying and Victimization in University Students: Mediating Effect of
Emotional Intelligence. Journal Religion Health, 57, 1961-1979.
https://doi.org/10.1007/s10943-018-0637-8

Yahaya, N., Momtaz, Y. A., Othman, M., Sulaiman, N., & Arisah, F. M. (2012).
Spiritual well-being and mental health among Malaysian adolescents. Life
Science Journal, 9(1), 440—448. https://doi.org/doi:10.7537/1.issn.1097-8135

Yang, J. C., Quadir, B., Chen, N.-S., & Miao, Q. (2016). Effects of online presence on
learning performance in a blog-based online course. The Internet and Higher
Education, 30, 11-20. https://doi.org/10.1016/j.iheduc.2016.04.002

Yonnie Chyung, S. Y., Kennedy, M., & Campbell, 1. (2018). Evidence-Based Survey
Design: The Use of Ascending or Descending Order of Likert-Type Response
Options. Performance Improvement, 57(9), 9-16.
https://doi.org/10.1002/pfi.21800

Yoon, S., Kim, S., & Jung, Y. (2019). Needs Analysis of Digital Citizenship Education
for University Students in South Korea: Using Importance-Performance
Analysis. Educational Technology International, 20(1), 1-2.

Yunus, Y. H. M., Yusoff, N. H.,, & Yan, N. C. (2021). Factors Influencing the
Involvement of Malaysian Youths in Massively Multiplayer Online Role-Playing
Games (MMORPGs). Journal of Techno Social, 13(1), 59-67.
https://doi.org/https://doi.org/10.30880/jts.2021.13.01.008

Yusoff, M. S. B. (2019). ABC of Content Validation and Content Validity Index
Calculation. Education in Medicine Journal, 11(2), 49-54.
https://doi.org/10.21315/eimj2019.11.2.6

Yust, K. M. (2014). Digital power: exploring the effects of social media on children’s
spirituality. International Journal of Children’s Spirituality, 19(2), 133-143.

232



https://doi.org/10.1080/1364436X.2014.924908

Yusuf, M., Adams, C., & Dingley, K. (2016). Digital citizen participation within
schools in the United Kingdom and Indonesia: An Actor-Network Theory (ANT)
perspective. Information (Switzerland), 7(4). https://doi.org/10.3390/info7040069

Yusuf, S., Al-Majdhoub, F. M., Mubin, N. N., Chaniago, R. H., & Khan, F. R. (2021).
Cyber Aggression-Victimization Among Malaysians Youth. Asian Journal of
University Education, 17(1), 240-260. https://doi.org/10.24191/ajue.v17i1.12616

Zain, A. M., Saberi, N. E., Jaafar, F., Fauzi, F. H. A., Ramli, W. N. R. W., & Lugiman,
F. A. (2015). Social Media and Cyber Crime in Malaysia. In International
Colloquium of Art and Design Education Research (i-CADER 2014) (pp. 515—
524). Singapore: Springer Singapore. https://doi.org/10.1007/978-981-287-332-
353

Zakaria, L., Karim, A. A., Jusoh, M. H. M., & Rahman, M. J. (2016). Pembinaan
Instrumen Amalan Penggunaan Facebook Bagi Pelajar Sekolah Menengah
Menggunakan Model Rasch. Journal of Personalized Learning, 2(1), 104-110.

Zamanzadeh, V., Ghahramanian, A., Rassouli, M., Abbaszadeh, A., Alavi-Majd, H., &
Nikanfar, A.-R. (2015). Design and Implementation Content Validity Study:
Development of an instrument for measuring Patient-Centered Communication.
Journal of Caring Sciences, 4(2), 165—178. https://doi.org/10.15171/jcs.2015.017

Zhong, J., Zheng, Y., Huang, X., Mo, D., Gong, J., Li, M., & Huang, J. (2021). Study
of the Influencing Factors of Cyberbullying Among Chinese College Students
Incorporated With Digital Citizenship: From the Perspective of Individual
Students. Frontiers in Psychology, 12.
https://doi.org/10.3389/fpsyg.2021.621418

Zimmerman, M. A. (2013). Resiliency Theory. Health Education & Behavior, 40(4),
381-383. https://doi.org/10.1177/1090198113493782

Zimmerman, M. A., Stoddard, S. A., Eisman, A. B., Caldwell, C. H., Aiyer, S. M., &
Miller, A. (2013). Adolescent Resilience: Promotive Factors That Inform
Prevention. Child Development Perspectives, 7(4), 215-220.
https://doi.org/10.1111/cdep.12042

Zulfadli, M., Ismail, H., Daliana, N., Farid, N., & Zaki, R. A. (2020). Developing and
Testing the Psychometric Properties of the Parental Digital Security ( P- Dis )
Questionnaire for Malaysian Parents. ASM Science Journal, 13(5), 83-95.

Zulkefly, S. N., & Baharudin, R. (2009). Mobile Phone use amongst students in a
university in Malaysia: Its correlates and relationship to psychological health.
European Journal Od Scientific Research, 37(2), 206-218.

Zwick, R., Thayer, D. T., & Lewis, C. (1999). An Empirical Bayes Approach to

Mantel-Haenszel DIF Analysis. Journal of Educational Measurement, 31(1), 1 -
28.

233



Zych, 1., Farrington, D. P., & Ttofi, M. M. (2019). Protective factors against bullying
and cyberbullying: A Systematic Review of Meta-analyses. Aggression and
Violent Behavior, 45(June 2018), 4-19. https://doi.org/10.1016/j.avb.2018.06.008

234



	Blank Page
	Blank Page



