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Abstract

Lattice-based and multivariate-based cryptography have been selected and listed as candidates
for post-quantum cryptography. Both of them have an advantage in their relatively efficient
encryption, decryption and signing. Learning with error (LWE) is the hard problem for the
lattice-based signature scheme. It depends on solving high-degree univariate polynomial in the

LWE system of equation of ring . To solve the LWE equation𝐴𝑠 + 𝑒 = 𝑡  𝑅
𝑞

= 𝑍
𝑞

𝑋[ ]/ 𝑋𝑛 + 1( )
means to find the secret key or error For the multivariate signature schemes, the security𝑠 𝑒.  
depends on the multivariate quadratic problem (MQP) equation of Solving MQP𝑃 = 𝑆∘𝐹∘𝑇.   
means solving multivariate quadratic polynomial equations with variables. This paper will𝑚 𝑛 
show a few past successful attacks on a multivariate signature scheme. It succeeds in forging the
signature using a rogue certificate attack by solving the polynomial of the multivariate
cryptosystem's public key. We modified these attacks to attack lattice-based signature schemes.
Moreover, we showed that, unlike multivariate signature schemes, solving the public key
polynomial equation in a lattice-based signature scheme may require additional work before we
retrieve its private keys.
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