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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in
fulfilment of the requirement for the degree of Doctor of Philosophy

PERFORMANCE OPTIMIZATION OF CLOUD STORAGE IN ACCESS
CONTROL OF CIPHERTEXT POLICY ATTRIBUTE-BASED ENCRYPTION

By

SITI DHALILA BINTI MOHD SATAR

November 2023
Chair : Associate Professor Masnida Binti Hussin, PhD
Faculty : Computer Science and Information Technology

In this research, we address the critical need for enhanced cloud computing
security and performance by developing an access control framework. This
framework integrates an Ciphertext Policy Attribute-based Encryption (CP-ABE)
with mechanisms aimed at optimizing the performance of access policy hiding
process while strengthening the users’ privacy and streamlining data access
processes. Specifically, we introduce a modified CP-ABE model that
incorporates Access Policy Hiding (APH), the Tokenization Identifier (Tld)
technique, and Priority Task Scheduling (PriTask) to tackle prevalent challenges
in cloud storage systems.

The core of our proposal lies in the implementation of APH to optimize the
performance of concealing access policies, a move that significantly curtails
potential privacy breaches by preventing unauthorized entities from gleaning
attribute information from access policies. This strategy not only enhances user
privacy but also contributes to a reduction in processing time which increase the
performance of CP-ABE. Concurrently, the Tld technique is employed to mitigate
data redundancy within files. This method ensures a more compact plaintext
format, thereby reducing the storage cost, optimizing the performance of
encryption and minimizing the demands on cloud storage space. To address the
inefficiencies during peak traffic periods, our framework incorporates the PriTask
module, a scheduling mechanism designed to prioritize decryption tasks. This
optimization reduces response times and average delay time, ensuring swift and
reliable access to encrypted data stored in the cloud.

Our experimental setup utilized a CP-ABE simulation tool, developed using Java
and leveraging the CP-ABE open-source library, with foundational support from
the Java pairing-based cryptography (JPBC) library. The empirical evidence
highlights the efficacy of our approach, revealing a 10.6% improvement in



average processing time—679 milliseconds compared to the benchmark of 791
milliseconds. Moreover, our method achieved a nearly 5% reduction in storage
cost relative to standard models. The introduction of PriTask notably expedited
decryption processes and alleviated response times, further underscoring the
performance advantages of our modified CP-ABE framework.

In summary, the integration of APH, TId, and PriTask within a modified CP-ABE
schema presents a robust solution to the dual challenges of cloud security and
data access efficiency. This study not only demonstrates the feasibility of
enhancing cloud data management through innovative encryption and
scheduling techniques but also sets the stage for future research avenues,
including advanced attribute management, multi-tiered access control, and
scalability enhancements. Our findings contribute to the ongoing evolution of
secure and efficient cloud computing paradigms.

Keywords: Access Control, Ciphertext Policy Attribute based Encryption, Cloud
Storage, Performance Optimization

SDG: GOAL 9: Industry, Innovation and Infrastructure



Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia
sebagai memenuhi keperluan untuk ijazah Doktor Falsafah

PENGOPTIMUMAN PRESTASI PENYIMPANAN AWAN DALAM KAWALAN
AKSES PENYULITAN BERASASKAN ATRIBUT POLISI TEKS SIFER

Oleh

SITI DHALILA BINTI MOHD SATAR

November 2023
Pengerusi : Profesor Madya Masnida Binti Hussin, PhD
Fakulti : Sains Komputer dan Teknolologi Maklumat

Dalam kajian ini, kami menangani keperluan penting untuk meningkatkan
keselamatan dan prestasi pengkomputeran awan dengan membangunkan satu
kerangka kawalan akses. Kerangka ini mengintegrasikan Penyulitan
Berasaskan Atribut Polisi Teks Sifer (CP-ABE) dengan mekanisme yang
bertujuan untuk mengoptimumkan prestasi proses penyembunyian dasar akses
sambil menguatkan privasi pengguna dan memperkemas proses akses data.
Secara khusus, kami memperkenalkan model CP-ABE yang diubahsuai yang
merangkumi Penyembunyian Dasar Akses (APH), teknik Pengenalpastian
Tokenisasi (Tld), dan Penjadualan Tugas Keutamaan (PriTask) untuk
menangani cabaran yang lazim dalam sistem penyimpanan awan.

Cadangan utama kami terletak pada pelaksanaan APH untuk mengoptimumkan
prestasi menyembunyikan dasar akses, langkah yang secara signifikan
mengurangkan potensi pelanggaran privasi dengan menghalang entiti yang
tidak sah mendapatkan maklumat atribut dari polisi akses. Strategi ini tidak
hanya meningkatkan privasi pengguna tetapi juga menyumbang kepada
pengurangan masa pemprosesan yang meningkatkan prestasi CP-ABE. Secara
serentak, teknik Tld digunakan untuk mengurangkan data berulang dalam fail.
Kaedah ini memastikan format teks biasa yang lebih padat, dengan itu
mengurangkan kos penyimpanan, mengoptimumkan prestasi penyulitan dan
meminimumkan permintaan pada ruang penyimpanan awan. Untuk menangani
ketidakefisienan semasa tempoh trafik puncak, kerangka kami memasukkan
modul PriTask, mekanisme penjadualan yang direka untuk memberi keutamaan
kepada tugas-tugas dekripsi. Pengoptimuman ini mengurangkan masa tindak
balas dan masa kelewatan purata, memastikan akses yang cepat dan boleh
dipercayai kepada data yang disulitkan yang disimpan dalam awan.



Untuk menangani ketidakcukupan semasa tempoh trafik puncak, kerangka kerja
kami menggabungkan modul PriTask, mekanisme penjadualan yang direka
untuk memberi keutamaan kepada tugas-tugas dekripsi. Pengoptimuman ini
mengurangkan masa respons dan kelewatan dekripsi, memastikan akses yang
cepat dan boleh dipercayai kepada data yang disulitkan yang disimpan dalam
awan.

Penyediaan eksperimen kami menggunakan alat simulasi CP-ABE, yang dibuat
menggunakan Java dan memanfaatkan perpustakaan sumber terbuka CP-ABE,
dengan sokongan asas dari perpustakaan kriptografi berpasangan berasaskan
Java (JPBC). Bukti empirikal menonjolkan keberkesanan pendekatan kami,
mendedahkan peningkatan purata masa pemprosesan sebanyak 10.6%—679
milisaat berbanding dengan kajian rujukan sebanyak 791 milisaat. Selain itu,
kaedah kami mencapai pengurangan hampir 5% dalam kos penyimpanan
berbanding dengan model standard. Pengenalan PriTask secara ketara
mempercepat proses dekripsi dan mengurangkan masa tindak balas, lebih
menekankan lagi kelebihan prestasi kerangka CP-ABE yang telah diubahsuai.

Secara ringkas, integrasi APH, Tld, dan PriTask dalam skema CP-ABE yang
dimodifikasi menyajikan penyelesaian yang kuat kepada cabaran ganda
keselamatan awan dan kecekapan akses data. Kajian ini tidak hanya
menunjukkan kebolehlaksanaan meningkatkan pengurusan data awan melalui
teknik penyulitan dan penjadualan yang inovatif tetapi juga menetapkan pentas
untuk lorong penyelidikan masa depan, termasuk pengurusan atribut lanjutan,
kawalan akses berbilang tingkat, dan peningkatan kebolehskalaan. Penemuan
kami menyumbang kepada evolusi berterusan paradigma pengkomputeran
awan yang selamat dan efisien.

Kata Kunci: Kawalan Akses, Pengoptimuman Prestasi, Penyimpanan Awan,
Penyulitan Berasaskan Atribut Polisi Teks Sifer
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CHAPTER1

INTRODUCTION

Cloud computing has revolutionized the digital information landscape by offering
a wide array of IT resources (Figure 1.1). The spectrum of cloud services
includes Software as a Service (SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (laaS). SaaS provides users with application access
such as webmail and web browsers, PaaS delivers development tools like
programming languages and libraries, and laaS offers fundamental resources
like storage, networks, and computing power.

The deployment models of cloud computing are categorized into private, public,
community, and hybrid clouds. Each deployment model caters to specific
organizational needs and security considerations. A private cloud is exclusive to
a single organization, ensuring dedicated resources and security, for example,
for sensitive data and internal communications. In contrast, a public cloud is
available to multiple users and organizations, offering scalability and cost-
effectiveness, exemplified by services like Amazon Web Services (AWS). A
community cloud serves a specific group with common interests or requirements,
such as government agencies sharing resources for cost-efficiency and
specialized services. Finally, a hybrid cloud combines elements of private,
public, and community clouds, providing versatility and tailored solutions; for
instance, a business might use a private cloud for secure data and a public cloud
for high-demand services like customer relationship management (CRM)
software. These models enable users to choose services and deployment
strategies that best fit their unique needs and constraints, as discussed in the
works of Kajiyama et al. (2017), Mell et al. (2015), Ramachandra et al. (2017),
Rimal et al. (2009), and Rong et al. (2019).

Cloud computing, adopted across various sectors like business, military, and
healthcare, significantly enhance the operations by providing on-demand
services like storage, computation, and data sharing. The pay-per-use model
facilitates seamless, geographically unrestricted data sharing, thereby reducing
management costs and enhancing organizational performance and client
satisfaction. This trend is highlighted in studies by Tweneboah-Koduah et al.
(2014), Abied et al. (2022), Adjei (2015), and Nanos et al. (2019).
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Figure 1.1: Cloud Computing Architecture
(Source Kumar & Alphonse, 2018)

With the ease of access to Cloud services and countless benefits, organizations
are gearing up to use Cloud computing in their business operations and
management. One of the areas that organizations notoriously prefer is using
Cloud storage to give them the ability to access their files (data and information)
from any device and any place. Furthermore, Cloud-based data sharing and
collaboration provide a very accessible service. For example, a global marketing
firm might use cloud storage to enable its employees, spread across different
continents, to seamlessly access and collaborate on project files, regardless of
their physical location. This feature is crucial for organizations dealing with
numerous clients and diverse roles and demands. However, certain security and
privacy risks exist within the Cloud environment. The features of multi-tenancy,
resource pooling, and shareability, intended to provide benefits, can also be
exploited by cybercriminals and individuals with malicious intent, posing threats
to both Cloud users and Cloud service providers (Bhajantri & Mujawar, 2019;
Krishna et al., 2016; Kumar et al., 2015; Lourens et al., 2022).

In the early 2000s, extensive research focused on cloud data security,
highlighting encryption as a key method for protecting data and ensuring privacy.
While encryption was effective in making data unreadable and preventing
unauthorized access, subsequent studies (Lai et al., 2012; Somani, Lakhani,
Mundra, 2010; Xue et al., 2018) indicated that it alone is insufficient in multi-



tenant cloud environments. The imperative for comprehensive security in these
shared environments extends beyond encryption, presenting challenges such as
potential vulnerabilities in shared resources, internal threats, and the intricate
management of encryption keys. These challenges not only heighten the risk of
data exposure but also impact the performance of cloud systems. Therefore, a
new approach, incorporating robust access control, legal compliance, and a
keen focus on performance optimization, becomes essential for ensuring overall
data security and system efficiency in the cloud.

To address these challenges, researchers have begun integrating encryption
with other solutions such as access control and privacy-preserving schemes
(Singh & Singh, 2018) to further enhance data privacy. One scheme that has
received considerable attention in research is Attribute-based Encryption (ABE).
ABE is a promising solution, offering fine-grained access control and providing
data confidentiality on Cloud storage (Sabitha & Rajasree, 2017). Sahai and
Waters (Sahai & Waters, 2005) are pioneers of Attribute-based Encryption (ABE)
where they claimed that the fine-grained access control scheme is able to
support better security services to Cloud users and Cloud Services Providers
(CSP). In the present day, numerous investigations have been conducted to
enhance ABE, and one form of ABE scheme that has been introduced for this
purpose is modified Ciphertext Policy Attribute-based Encryption (CP-ABE).

This chapter briefly overviews the research's context and highlights CP-ABE
issues and motives. Then, this chapter provides the primary research objectives
and the research's scope. This chapter finishes with a summary of the
organisation of the thesis.

1.1 Research Problem

The evolving cloud computing landscape serves as an important platform for
comprehensive resource sharing, spanning infrastructure, software, applications
and business processes. Achieving the delicate balance between delivering
exceptional performance and upholding robust data security poses significant
challenges. Cloud Service Providers (CSPs) are expected to provide an efficient
platform to ensure uninterrupted system accessibility and availability in addition
to protecting data from malicious activities. To meet these expectations,
researchers advocate Ciphertext-Based Attribute-Based Encryption (CP-ABE)
as a promising solution, providing detailed access control and data confidentiality
in cloud storage. CP-ABE, unlike traditional encryption schemes that rely on user
identity, allows flexible access control based on attributes associated with the
user or data.

Ciphertext-Policy Attribute-Based Encryption (CP-ABE), particularly highlighted
by P. Yang et al. (2020), has garnered attention for improving access control and
data security. In CP-ABE, each ciphertext is associated with a policy dictating
the required attributes for decryption. A user who possesses attributes that

3



match the policy can decrypt the ciphertext, while those who do not possess the
required attributes cannot. This enables fine-grained access control, as the
policy can be defined in terms of complex attribute combinations.

In recent years, extensive research has focused on improving CP-ABE, with
several studies (Chen, Zhu, Liang, et al., 2021; Hu et al., 2020; Miao et al., 2019;
Yang et al. al., 2016; Yang & Jia, 2014) succeeded in prioritizing the achievement
of high system security. However, despite these efforts, analysis of this
implementation has revealed performance issues making continuous security
completely unattainable. Moreover, this extensive research works insufficiently
in reducing computational overhead, often neglecting storage costs. This
oversight can affect system availability, especially when accessed from low-
capacity devices. Addressing these challenges requires a comprehensive
approach that not only focuses on improving security but also places a strong
emphasis on optimizing CP-ABE system performance. By prioritizing both
aspects, efficiency and availability can be achieved. However, there are three
outstanding challenges related to privacy and data availability in the Cloud
environment with CP-ABE as below:

¢ Due to its complex structure, the existing CP-ABE scheme struggles to
efficiently manage the access policy concealment process. This
complexity results in extended processing times, leading to high
computation cost. Furthermore, the increased processing duration not
only reduces system performance but also compromises privacy
protections, leaving user data and privacy more exposed (Jin et al.,
2016; Zhang et al., 2019). Consequently, these issues diminish the
system's reliability and trustworthiness in protecting sensitive
information.

e In CP-ABE, a problem arises when messages contain redundant data.
This redundancy exacerbates the inherent issue of increased ciphertext
size associated with the number of attributes in the access policy. When
messages include repetitive or overlapping data, the resulting ciphertext
becomes significantly larger, consuming additional cloud storage space
and potentially leading to higher storage costs. This expansion of
ciphertext due to data redundancy impacts not only the storage
efficiency but also the performance of cloud systems. Larger ciphertexts
require more processing power and time for encryption and decryption,
slowing down data access and reducing overall system responsiveness
(Zhang et al., 2019). These challenges highlight the need for optimizing
data management in CP-ABE systems to minimize redundancy, thereby
improving storage utilization and maintaining efficient system
performance.

e The requirement for frequent and fast decryption of data presents a
significant challenge in CP-ABE, especially when numerous tasks
require urgent access to encrypted data, causing delays in the
scheduling process (Yan et al., 2020). Consequently, during situations
where quick data access is crucial, these delays can lead to temporary
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1.2

data unavailability, impacting decision-making and operational
efficiency. This problem underscores the necessity of optimizing the
decryption process in CP-ABE systems to ensure timely data access
without compromising security.

Research Questions

The following research questions were considered during the investigation for
this study:

1.3

What technique can be used to improve the performance of access
policy hiding and providing the privacy in CP-ABE?

How can an efficiency of CP-ABE be improved in reducing the data
storage?

What is the suitable method to optimize the decryption process?

Research Objectives

The primary objective of this research is to optimize access policy performance
in cloud computing by utilizing a modified Ciphertext Policy Attribute-based
Encryption (CP-ABE) approach. This aims to minimize computational overhead,
ensure the availability of data, and guarantee data privacy. To achieve this, the
following objectives are considered:

To propose an access policy hiding (APH) scheme utilizing logical
connective operations, aimed at reducing the processing time while
providing privacy protection.

To propose a Tokenization Identifier Technique that minimizes the size
of message by eliminating the redundancy before they undergo
encryption in CP-ABE.

To propose a task scheduling algorithm based on a priority technique in
the decryption phase to decrease response times, thus reducing the
unavailability of the required data.



Table 1.1: Comprise the Research Problems (RP), Research Questions
(RQ), Research Objectives (RO) and Research Contribution (RC)

for timely and secure
data access.

RP RQ RO RC
The current CP-ABE | What technique | To propose an | Access
scheme struggles to | can be used to | access policy | policy Hiding
efficiently  manage | improve the | hiding (APH) | scheme
the access policy | performance of | scheme utilizing
hiding process due to | access policy | logical
its complexity, | hiding and | connective
resulting in | providing the | operations,
prolonged privacy in CP- | aimed at
processing times | ABE? reducing the
and adversely processing time
affecting the privacy while  providing
protection of both privacy
data and users. protection.
In CP-ABE systems, | How can an | To propose a | Tokenization
the ciphertext size | efficiency of CP- | Tokenization Identifier
increases with the | ABE be improved | |qentifier Technique
number of attributes | " redugingfthe Technique that

: ! data storage? A
defined in the access minimizes the
policy. Additionally, size of message
data redundancy in a by eliminating the
message further redundancy
enlarges the before they
ciphertext, leading to undergo
significant encryption in CP-
inefficiencies in the ABE
use of cloud storage.
The frequent need | What is the | To propose a | Priority Task
for fast decryption in | suitable method | task scheduling | Scheduling
CP-ABE, especially to opti_mize the | algorithm b_as<_ad algorithm
with nUMerous decryption on a pnorlty
process? technique in the

urgent tasks, causes decryption phase
scheduling  delays to decrease
and temporary data response times,
unavailability, thus reducing the
highlighting the need unavailability ~ of
to optimize the the required data.
decryption  process




1.4 Research Scope

The scope of this research is aimed at enhancing the performance and efficiency
of Modified Ciphertext Policy Attribute-Based Encryption (CP-ABE). Specifically,
it focuses on:

e Optimizing Access Policy Hiding

Addressing the challenge of managing access policies in cloud
environments where existing schemes lack efficiency, leading to
potential privacy breaches.

Developing an access policy hiding mechanism that utilizes logical
connective operations to optimize APH performance while also
providing enhanced privacy protection.

e Reducing data redundancy that led large size encrypted message.

Providing an approach in tackling the presence of data redundancy
in a message and the direct correlation between the number of
attributes in an access policy and the size of the resulting ciphertext,
which is exacerbated by the implementation of constant public
parameters.

Proposing a message size reduction method through a Tokenization
Identifier Technique to optimize the size of messages before
encryption, aiming to eliminate data redundancy and reduce storage
costs.

¢ Improving data request handling in decryption process.

Addressing issues related to large user request with urgency, which
lead to response delay during peak times.

Developing a task scheduling algorithm that prioritizes decryption
requests based on urgency and importance. This approach aims to
decrease response times, reduce data unavailability, and enhance
overall system responsiveness.

By addressing these focal areas, the research aims to propose a modified CP-
ABE approach that minimizes computational overhead, ensures data availability,
and guarantees data privacy, thereby making CP-ABE a more viable and
effective tool for encryption in cloud storage.



1.5 Thesis Organisation

The subsequent thesis chapters are structured as follows:

Chapter 2 provides an overview of the CP-ABE scheme, including relevant
definitions, basics, and principles. Additionally, it identifies various issues and
limitations found in the related literature.

Chapter 3 offers a concise presentation of the methodology, mathematical
backgrounds, fundamental principles, and key concepts of advanced
cryptographic techniques. It also includes a simulation of the benchmark work.

Chapter 4 introduces an access policy hiding mechanism that leverages logical
connective operations, designed to minimize encryption times while enhancing
privacy safeguards. Additionally, this chapter also presents a pre-processing
message reduction strategy employing a Tokenization Identifier Technique,
specifically tailored to streamline the size of messages prior to encryption within
CP-ABE systems. Furthermore, this chapter proposes a task scheduling
algorithm, utilizing a priority-based approach during the decryption phase, aimed
at significantly diminishing both waiting and decryption durations. This, in turn,
mitigates the issue of data unavailability, ensuring more efficient access to
encrypted information.

Chapter 5 discuss Results and Discussion. In this chapter, the proposed APH,
Tld, PriTask have been tested and verified with discussion through synthetic
benchmark datasets and have been compared with an existing technique.

Chapter 6 provides a summary of all the preceding chapters and presents the
thesis conclusion. Additionally, it suggests potential directions for future research
based on the findings derived from this work.



Summary of thesis structure illustrated in Figure 1.2.

Chapter 1 Chapter2 Chapter 3
Introduction Literature Review Methodology
APH Optimizing Access Policy Hiding process while providing

privacy protection using logical connective operation.

Tld Effectively identifies and eliminates redundancy within a

message or file, significantly reducing the storage cost.

Chapter 4

PriTask

I

Enhancing response time for decryption process and
reducing the unavailability of the required data.

=

Chapter 5
Result and Discussion

<~ =

Chapter 6
Conclusion & Future Works

Figure 1.2: The Structure of the Thesis
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