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Abstract— This systematic review provides an in-depth analysis of existing information security awareness (ISA) maturity models. This
review synthesizes findings from 25 scholarly articles, identifying standard dimensions such as risk management, organizational culture,
training programs, policy compliance, and technical measures. Despite diverse approaches, significant gaps are evident, particularly
the absence of tailored models for specific organizational types like public sector entities. Additionally, the reliance on self-reported
data and expert opinions in many models introduces biases, limiting their applicability. The findings underscore the need for
organizations to adopt a comprehensive approach to ISA maturity, combining technical controls with behavioral assessments. This
holistic view is essential for developing robust ISA maturity frameworks to address evolving cyber threats. Emphasizing compliance
with established standards, such as ISO/IEC 27001, is critical to enhancing ISA across industries. Future research should focus on
validating and refining ISA maturity models in diverse contexts and industries. This includes testing models in different organizational
settings to ensure broader applicability and developing frameworks integrating technical and behavioral dimensions. Addressing
sector-specific tailoring, integrating technical and managerial aspects, and providing rigorous empirical validation are critical for
developing more effective and adaptable models. Developing ISA maturity models specifically tailored for the public sector is vital due
to these organizations' unique challenges and responsibilities. Utilizing updated versions of standards like ISO 27000 series provides a
robust framework for maintaining high information security awareness and preparedness standards.
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the role of cybersecurity in the value proposition of cyber
I. INTRODUCTION insurance for small-to-medium-sized enterprises (SMEs),
highlighting the importance of awareness in enhancing
security postures [6]. Rizal and Setiawan further stress that
measuring security awareness is essential for improving
individual behavior towards security practices, which in turn
strengthens the overall security posture of an organization [7].
Similarly, Gwenhure and Rahayu [8] highlight the impact of
gamification on cybersecurity awareness among non-IT
professionals, demonstrating the effectiveness of innovative
methods in enhancing ISA. These studies underscore the need
for comprehensive models to assess and elevate security
awareness across different organizational contexts.

Maturity models provide a structured pathway for
organizations to advance from basic to advanced security
awareness levels. According to Marican et al. [9], existing
cybersecurity maturity assessment frameworks often lack a

Information security awareness (ISA) has become critical
in safeguarding organizational assets against the increasing
complexity and frequency of cyber threats. The importance of
ISA lies in its ability to mitigate human-related risks, which
are often the weakest link in an organization's security chain
[1], [2], [3]- A structured approach to enhancing ISA can be
achieved through the implementation of maturity models,
which provide a framework for evaluating and improving
security awareness levels systematically [4], [5]. This
systematic literature review (SLR) aims to synthesize existing
research on information security awareness maturity models,
identify gaps, and propose future research directions to
advance the field.

ISA is crucial for the effective management of information
security within organizations. Adriko and Nurse emphasize
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focus on end-to-end solutions for technology startups,
indicating a need for more tailored approaches. This is further
supported by Ukeje et al. [10], who identify significant gaps
in information security and privacy in cloud computing for
government adoption, emphasizing the importance of robust
frameworks that include awareness components. These
insights highlight the necessity for a focused SLR that
consolidates existing knowledge on ISA maturity models and
identifies areas for improvement.

Despite various maturity models, a notable lack of unified
frameworks specifically addressing information security
awareness exists. Many models, such as the Cyber Security
Maturity Assessment Framework for Technology Startups,
point out the need for comprehensive frameworks but fall
short of providing specific guidelines for security awareness
[9]. Additionally, studies by Chaudhary et al. reveal a pressing
need for research on cybersecurity awareness tailored to small
and medium-sized enterprises (SMEs), which often lack the
resources and expertise to prioritize security effectively [11].
These gaps indicate a significant opportunity to develop and
refine maturity models that focus explicitly on enhancing ISA.

Previous research has also highlighted the challenges
associated with evaluating the long-term effectiveness of ISA
initiatives. For instance, Gwenhure and Rahayu [8] identified
gaps in the long-term evaluation of gamified cybersecurity
awareness programs, suggesting the need for ongoing
assessment and adaptation of these programs to ensure
sustained effectiveness. Furthermore, Ukeje et al. [10]
emphasize the importance of addressing privacy concerns in
cloud computing, which are often overlooked in current
maturity models . These issues underline the importance of
developing comprehensive ISA maturity models that
incorporate long-term evaluation and address privacy concerns.

This SLR aims to fill the critical gap in the existing
literature by focusing exclusively on information security
awareness maturity models. While earlier studies have
explored various dimensions of cybersecurity maturity,
including technical and managerial aspects, this review
explicitly addresses the awareness component. By
consolidating and analyzing models focusing on ISA, this
SLR provides a detailed understanding of how awareness is
measured and enhanced within organizations. This focused
approach allows for identifying best practices and developing
more effective and targeted ISA programs.

Additionally, this review will highlight the differences
between existing ISA maturity models and propose
improvements based on identified gaps. For example, the study
by Rizal and Setiawan facilitates the selection of focus areas for
measuring security awareness, which can be integrated into
future models to enhance their effectiveness [7]. Similarly,
insights from Chaudhary et al. on the specific needs of SMEs can
be used to tailor ISA maturity models to address the unique
challenges faced by these organizations [11]. This SLR
consolidates existing knowledge and provides actionable
recommendations for advancing the field of ISA maturity
models.

The objectives of this SLR are to provide a comprehensive
overview of existing maturity models for information security
awareness, identify common areas, dimensions, and maturity
levels covered by these models, analyze the gaps and limitations
present in current models, propose recommendations for
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improving ISA maturity models, and highlight the practical
implications for organizations aiming to enhance their security
awareness. By achieving these objectives, this review aims to
contribute to the field of ISA by offering a detailed analysis and
synthesis of existing knowledge, identifying research gaps, and
proposing future directions for developing more effective ISA
strategies. Based on the above objectives, we formulated three
research questions:

a. What are the existing maturity models for information

security awareness?

b. What are the common dimensions and levels included

in these models?

c. What are the identified gaps and limitations in current

ISA maturity models?

Section II outlines the methodology employed in this
review, providing a comprehensive description of the
procedures and techniques used to investigate the objectives.
Subsequently, Sections III and IV present the findings and
engage in an in-depth discussion of the obtained results.
Section IV culminates the review by offering a conclusive
summary of the findings, including identifying limitations
encountered during the study and providing recommendations
for future research endeavors.

II. MATERIAL AND METHOD

A. Methodology

This systematic literature review (SLR) adheres to the
Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines. PRISMA, developed by
[12], provides a comprehensive framework for conducting
high-quality systematic reviews by emphasizing clarity in
research questions, thoroughness in literature search, and
rigor in quality assessment.

PRISMA was selected due to its robustness in ensuring
methodological rigor and transparency. It emphasizes the
importance of quality in articles chosen and encourages
researchers to develop straightforward research questions.
Furthermore, PRISMA promotes comprehensive and relevant
literature searches, ensuring that the review covers all
pertinent studies. Although PRISMA is predominantly used
in medical and health-related fields, its flexibility makes it
suitable for other disciplines, including information security
awareness maturity models. This adaptability is supported by
[7] and [8], who highlight PRISMA's suitability for diverse
research contexts.

Guided by PRISMA, this review began with formulating
research questions using the PICo method: ‘P’ for Problem or
Population, ‘I’ for Interest, and ‘Co’ for Context. The
systematic search strategy followed three phases:
identification, screening, and eligibility. A quality appraisal
process was conducted using criteria adapted from existing
literature, ensuring the inclusion of high-quality studies. The
selected articles underwent data extraction and thematic
synthesis, focusing on the primary research questions. This
systematic approach, as outlined by PRISMA, ensures the
reliability and validity of the review's findings [14].

B. Research Questions

To begin with, research questions were developed based on
the objectives of this review and insights from relevant



previous studies. The primary questions guiding this SLR are
stated in the introduction section. These questions were
formulated by established methodologies in prior SLRs and
aimed at addressing critical gaps identified in the literature.
This process ensures that the review is focused and addresses
significant issues in information security awareness maturity
models.

C. Identification Phase

Next, in conducting this systematic literature review
(SLR), a comprehensive search strategy was employed to
ensure the inclusion of relevant literature on cyber security,
information security, maturity models and awareness
programs. The main keywords identified were "cyber
security", "information security”, "maturity", "awareness",
“model” and “framework”. To diversify these keywords,
synonyms and related terms were incorporated, such as
"cybersecurity maturity," "information security maturity,"
"security awareness," and "cybersecurity awareness." This
process involved consulting online thesauruses, previous
studies, and expert opinions to enrich the keyword list.

The search strategy utilized Boolean operators, truncation,
and phrase searching across two primary databases: Scopus
and IEEE Xplore. These databases were chosen due to their
extensive coverage of high-quality research in computer
science and information security. The search string used in
Scopus and IEEE Xplore is detailed as follows; ("cyber
security maturity” OR "cybersecurity maturity" OR
"information security maturity" OR '"cyber security
awareness" OR "cybersecurity awareness" OR "information
security awareness" OR "security awareness" OR “security
maturity”’) AND ("maturity framework" OR "maturity model"
OR "awareness framework" OR "awareness model" OR
"capability model" OR "capability framework"). From these
searches, 209 articles were retrieved from Scopus, and 74
articles were retrieved from IEEE Xplore.

D. Screening Phase

The screening process involved several steps to filter out
articles that did not meet the inclusion criteria. The criteria for
selecting suitable articles were based on publication date
(2019-2024), language (English), and relevance to the field of
computer science research. This period was chosen to ensure
the inclusion of the most recent and relevant studies, as the
field of information security evolves rapidly.

The initial search resulted in 283 articles from both
databases. After removing 57 duplicate articles, 226 articles
remained. These were further filtered by reviewing titles and
abstracts, excluding an additional 55 articles that did not align
with the inclusion criteria, which involved relevance to cyber
security maturity models and awareness programs. This
rigorous screening left 80 articles for full-text review.
Following a detailed assessment of these articles, 25 were
selected for the final review based on their empirical evidence
and significant contributions to the research questions posed
in this SLR.

The decision to focus on articles published between 2019
and 2024 was guided by the need to include the most recent
advancements and discussions in the field. This period
captures the latest trends, technologies, and methodologies in
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information security maturity and awareness. Limiting the
review to English language publications ensured consistency
in comprehension and analysis. To ensure the rigor and
reliability of the findings, the analysis solely encompassed
peer-reviewed scholarly articles from reputable journals and
conferences with a publication date within the last six years.
By adhering to these stringent criteria, this investigation
aimed to present a comprehensive and up-to-date
understanding of the contemporary landscape of ISA.

E. Eligibility Phase

Eligibility is the third process where the authors manually
monitored the retrieved articles to ensure all the remaining
articles after the screening process align with the established
criteria. This process involved an in-depth review of the full
texts of the articles to confirm their relevance to the maturity
model for awareness in information security, specifically
focusing on maturity levels, dimensions or areas, and the
applicable sectors or organizations.

This meticulous process excluded 55 articles. Articles were
removed if they primarily focused on vulnerabilities rather
than maturity models, emphasized general cybersecurity
without addressing maturity levels or stages, or were centered
on sectors unrelated to information security. The process
utilized for screening and evaluating the records is depicted in
the PRISMA flow diagram in Fig. 1. After this thorough
eligibility assessment, 25 articles were selected for inclusion
in the SLR.
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Fig. 1 Flow diagram of the proposed searching study



These articles provided substantial insights into various
maturity models for information security awareness, detailing
different maturity levels, stages, and dimensions such as risk,
compliance, policy, and human factors. The selected articles
also covered a range of sectors, including healthcare, public
sector, SMEs, and higher education, providing a
comprehensive overview of the current state of information
security awareness maturity models across different
organizational contexts.

F. Quality Assessment

The quality assessment was guided by the criteria
established by [15], which consists of six key questions aimed
at evaluating various aspects of each study. The measurement
tool employed for this quality assessment was a structured
evaluation matrix based on the criteria set forth by [15]. The
six criteria used to assess the quality of the articles were as
follows:

a. Ql: Is the purpose of the study clearly stated? This
criterion examines whether the study's objectives and
goals are explicitly mentioned, providing a clear
understanding of what the study aims to achieve.

. Q2: Is the interest and usefulness of the work clearly
presented? This evaluates whether the study's relevance
and practical applications are well-articulated,
highlighting its importance in the field.

. Q3: Are the concepts of the approach clearly defined?
This checks if the theoretical framework,
methodologies, and key concepts are adequately
explained, ensuring that the study's approach is
comprehensible.

. Q4: Do the findings address the stated objectives of the
study? This assesses whether the results and
conclusions are aligned with the initial objectives,
indicating the study's effectiveness in meeting its goals.

. Q5: Is the work compared and measured with other

similar work? This criterion looks at whether the study
engages in comparative analysis with existing research,
providing context and demonstrating its contribution to
the field.
Q6: Are the limitations of the work clearly mentioned?
This examines whether the study acknowledges its own
limitations, which is crucial for transparency and
guiding future research.

The quality assessment was carried out by the primary
author with the assistance of a co-author. Both reviewers
meticulously evaluated each article based on the six criteria.
For each criterion met, a score of 'Yes' (1.0 point) was
assigned. If a criterion was partially met, a score of 'Partial’
(0.5 points) was given, and for unmet criteria, a score of 'No'
(0 points) was recorded.

Based on the quality assessment criteria, each article was
evaluated against six specific questions to determine its
suitability for inclusion in the systematic literature review
(SLR). Articles were deemed of high quality and included in
the SLR if they achieved a total score of 3.0 or above,
indicating that at least 50% of the quality criteria were met.
This threshold ensures that only robust and methodologically
sound studies are considered. Table I presents the updated
results, including the total score for each article. All 25
articles scored above the threshold, with most achieving the
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maximum score, demonstrating their strong alignment with
the assessment criteria.

TABLEI
QUALITY ASSESSMENT SHORTLISTED ARTICLES

Reference Q1 Q2 Q3 Q4 Q5 Q6 Total Score
A0l 1 1 1 1 1 1 6
A02 1 1 1 1 1 1 6
A03 1 1 1 1 1 1 6
A04 1 1 1 1 1 1 6
A05 1 1 1 1 1 1 6
A06 1 1 1 1 1 1 6
A07 1 1 1 1 1 1 6
A08 1 1 1 1 1 1 6
A09 1 1 1 1 I 05 5.5
Al10 1 1 1 1 I 05 5.5
All 1 1 1 I 05 1 5.5
Al2 1 1 1 1 I 05 5.5
Al3 1 1 1 1 1 1 6
Al4 1 1 1 1 1 1 6
Al5 1 1 1 1 1 1 6
Al6 1 1 1 1 1 1 6
Al7 1 1 1 1 1 1 6
Al8 1 1 1 1 1 1 6
Al9 1 1 1 1 1 1 6
A20 1 1 1 1 I 05 5.5
A21 1 1 1 1 1 1 6
A22 1 1 1 1 1 1 6
A23 1 1 1 1 1 1 6
A24 1 1 1 1 1 1 6
A25 1 1 1 1 1 1 6

III. RESULTS AND DISCUSSION

This section aims to synthesize the findings from selected
literature on Information Security Awareness (ISA) maturity
models. This study addresses the following research
questions: What are the existing maturity models for
information security awareness? What are the common
dimensions and levels included in these models? What are the
identified gaps and limitations in current ISA maturity
models? This discussion highlights findings from 25 articles
to provide a comprehensive overview of current models,
focus areas and the standards or frameworks guiding the
development.

A. Existing Maturity Model for ISA

The ISA maturity models identified in the literature
encompass diverse sectors, objectives, and methodologies.
These models range from those designed for specific
industries, such as healthcare and finance, to more generalized
frameworks applicable across different organizational
contexts. Key models include the Maturity Model for
Information Security Awareness (MMISA) by [16], which is
tailored for Hungarian organizations and emphasizes strong
risk assessment mechanisms and organizational structure.
Another significant model is the Balanced Information
Security Maturity Model (BISM) by [17], which integrates
controls from ISO/IEC 27001 and O-ISM3, offering a flexible
and adaptable approach to ISMS maturity.

In addition, several models focus on specific sectors, such
as the Cybersecurity Maturity Model for the Protection and
Privacy of Personal Health Data by [18], which addresses the
unique challenges in healthcare organizations, and the Cyber
Security Maturity Assessment Framework for Technology



Startups by [9], designed to assess and enhance cybersecurity
maturity in technology startups. Other models, like the
Holistic Evaluation Model for Cybersecurity Awareness
Programs by [19], offer comprehensive assessments that
integrate knowledge and behavioral aspects of cybersecurity
awareness. This model is particularly noteworthy for using
machine learning (ML) algorithms to identify risky behaviors
and recommend effective CSA programs.

Furthermore, the Requirements Engineering Security
Maturity Model (RESMM) by [20] focuses on secure
requirements engineering, while the National Cyber Security
Maturity Model by [21] provides a comprehensive evaluation
of cyber security maturity at the national level.

The MMISA model by [16] is robust in providing practical
controls and audit evidence, supporting risk assessment and
organizational structure in ISA. However, its regional focus
on Hungary limits its applicability in broader contexts. This
model's strength lies in its detailed and structured approach,
making it ideal for organizations seeking a comprehensive
evaluation of maturity levels. The BISM model by [17] stands
out for its flexibility and adaptability. Integrating ISO/IEC
27001 and O-ISM3 controls provides a balanced approach to
ISMS maturity. However, while the model shows high
compliance values, it requires further validation across
diverse organizational contexts to confirm its effectiveness
beyond the initial study.

Alharbi’s [19] holistic model is innovative in combining
passive (survey-based) and active (log file-based) data
collection techniques. Using ML algorithms to analyze
behavior adds a layer of sophistication to the model.
Nonetheless, relying on ML may limit its accessibility for
organizations lacking advanced technical capabilities.
Further, the need for empirical validation in real-world
environments is a critical limitation. The RESMM [20] offers
a well-structured framework for secure requirements
engineering, making it a valuable tool for software
development organizations. However, its narrow focus on the
software industry may limit its applicability.

In contrast, the National Cyber Security Maturity Model by
[21] provides a more generalized approach, focusing on cyber
security at the national level. While comprehensive in scope,
its reliance on expert opinions and the need for empirical
validation in broader contexts are significant limitations.
Other models, such as the Cybersecurity Maturity Model to
Prevent Cyberattacks on Web Applications by [22] emphasize
specific domains, in this case, web applications. This model
integrates NIST and ISO 27032 standards, and its automated
assessment tool makes it highly practical. However, like other
models, its broader applicability requires further testing in
diverse settings.

The Cybersecurity Culture Maturity and Deriving
Verifiable Improvement Measures model by [23] addresses
the human factors in cybersecurity, focusing on improving
cybersecurity culture. While effective in enhancing specific
dimensions of cybersecurity culture, the reliance on self-
reported data may introduce biases, and the model's
applicability in different organizational contexts needs
exploration. Similarly, Fertig et al.'s [24] model for Maturity
Model for Information Security Awareness uses rigorous
statistical methods to identify strengths and weaknesses in
ISA. Although the model is well-structured, its sample size
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and specific organizational contexts limit the
generalizability of its findings.

In the healthcare sector, Barnes and Daim's [14]
Information Security Maturity Model for Healthcare
Organizations provides a hierarchical decision model (HDM)
that helps prioritize resources to mitigate significant threats.
While this model effectively addresses healthcare-specific
challenges, broader validation across different healthcare
settings must confirm its applicability.

The Maturity Level Assessments of Information Security
Controls by [25] focuses on improving the accuracy of
practitioners' security maturity level assessments. Although it
identifies critical gaps in assessment capabilities, the model's
reliance on hypothetical scenarios may not fully capture real-
world complexities. Other models, such as the Cyber Security
Maturity Model Capability at The Airports by [26], highlight
the sector-specific needs of airports, emphasizing the
importance of addressing significant gaps in cybersecurity
practices. While insightful, the study's geographic focus on
Australia may limit its generalizability.

The Data Leakage Prevention Maturity model by [27]
effectively adapts the C2M2 framework for data leakage
prevention (DLP) in the financial sector. Its holistic approach
demonstrates potential, though broader validation across
different sectors would enhance its generalizability. The
Cybersecurity Maturity Model for Providing Services in the
Financial Sector by [28] successfully integrates cloud security
and privacy capabilities, showing high acceptance levels in
pilot studies. However, its applicability beyond the financial
sector in Peru needs exploration.

When comparing the effectiveness and applicability of
these models, it becomes evident that no single model can
address all organizational needs. The BISM model [17] and
the MMISA model [16] provide structured approaches
suitable for organizations seeking detailed assessments, while
the holistic model by [19] and the cybersecurity culture model
by [23] offer more flexible approaches that address behavior
and culture.

Sector-specific models, such as those designed for
healthcare [14], [18] and financial services [27], [28], provide
valuable insights tailored to the unique challenges of these
industries. However, their applicability outside these sectors
remains a challenge. The models focusing on national and
sectoral levels, such as the National Cyber Security Maturity
Model [21] and the Cyber Security Maturity Model Capability
at The Airports [26], highlight the need for broader validation
to ensure their effectiveness across different contexts.

The existing models focus on various aspects of
information security awareness, including risk assessment,
policy compliance, cultural transformation, and technological
integration. These focus areas are illustrated in Table II,
which highlights the summary concentration of these areas
and guides standard across the reviewed models. The models
are guided by several standards and frameworks that ensure
their effectiveness and applicability. Most reviewed models
incorporate internationally recognized standards such as
ISO/IEC 27001, NIST frameworks, and COBIT. For instance,
the BISM model utilizes ISO/IEC 27001 and O-ISM3, while
the RESMM is based on CMMI v1.3 and Sommerville’s
practices [20]. The National Cyber Security Maturity Model
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incorporates ISO/IEC 27001:2013 and the NIST SP800
framework, emphasizing its comprehensive approach [21].

The MMISA model [16] is robust in providing practical
controls and audit evidence, supporting risk assessment and
organizational structure in ISA. However, its focus on
Hungarian organizations limits its broader applicability.
Similarly, the BISM model [17] effectively merges detailed
controls from ISO/IEC 27001 with process-based approaches
from O-ISM3, making it flexible across diverse contexts.
However, it requires further validation in different settings.

The reviewed maturity models for information security
awareness provide various approaches, each with distinct
strengths and weaknesses. While some models offer
flexibility and adaptability across various organizational
contexts, others are more rigid and tailored to specific sectors
or regions. The BISM and MMISA models stand out for their
structured approaches, while Alharbi’s [19] holistic model
and the cybersecurity culture model by [23] emphasize
behavior and culture. Sector-specific models address unique
challenges but require further validation to ensure broader
applicability. Integrating recognized standards like ISO/IEC
27001 and NIST frameworks ensures robustness and
applicability. However, the models' effectiveness often
depends on their validation and adaptability.

B. Dimensions and Levels

The analysis in this sub-section addresses the research
question: What are the standard dimensions and levels
included in these models? Through a synthesis of these
models, the discussion will highlight strengths, weaknesses,
and applicability, drawing on the content from the selected
articles. The maturity models reviewed in the literature reveal
several recurring dimensions critical to assessing ISA
maturity. These dimensions include risk management,
organizational culture, training programs, policy compliance,
and technical measures. These dimensions serve as
foundational elements in guiding organizations toward
improving their information security awareness and overall
security posture.

Risk management is a predominant dimension across
multiple models. For instance, the Maturity Model for
Information Security Awareness (MMISA) by [16] and the
Cybersecurity Maturity Model to Prevent Cyberattacks on
Web Applications by [22] both emphasize risk management
as a critical factor in determining maturity. These models
underscore the importance of identifying, assessing, and
mitigating risks as essential components of a robust ISA
framework. Similarly, the SME Information Security
Maturity Model (SME ISMM) by [29] and the Cyber Security
Maturity Assessment Framework (CMAF) by [30]
incorporate risk management as a core dimension,
highlighting its role in establishing a secure and resilient
information security environment.

Organizational culture is another key dimension in the ISA
maturity models. The Holistic Evaluation Model for
Cybersecurity Awareness Programs by [19] and the
Cybersecurity Culture Maturity model by [23] emphasize the
role of organizational culture in fostering a security-conscious
environment. These models recognize that a culture of
awareness and commitment to security is essential for
successfully implementing and sustaining ISA practices.

1743

Organizational support is also a significant dimension in
models such as [14] and [24], where leadership and
organizational commitment are pivotal in driving security
awareness and compliance.

Training programs are frequently highlighted as essential
for improving ISA maturity. Models like the Cybersecurity
Maturity Model for the Protection and Privacy of Personal
Health Data by [18] and the Maturity Model for Information
Access Management by [35] focus on developing and
implementing effective training programs to enhance
awareness and behavior change among employees. The
importance of continuous education and skill development is
further emphasized in models like [26] and [27], which both
include training as a critical dimension for ensuring that
employees are equipped to handle evolving security
challenges.

Policy compliance and technical measures are also
consistently identified as vital dimensions in the reviewed
models. The Balanced Information Security Maturity Model
(BISM) by [17] and the National Cyber Security Maturity
Model by [21] include policy compliance as a key component,
reflecting the necessity of adhering to established standards
and regulations to achieve higher maturity levels. Technical
measures, including security controls, incident response, and
access management, are equally emphasized in models such
as [34] and [38]. These models stress the importance of
implementing robust technical solutions to protect
organizational assets and ensure compliance with security
standards.

The maturity levels across these models vary in
terminology but generally follow a progression from basic or
initial stages to advanced or optimized stages. This
progression reflects the increasing complexity and
effectiveness of the ISA measures implemented as
organizations move up the maturity ladder. In many models,
the initial stages are characterized by ad hoc or non-existent
practices. For instance, the SME ISMM by [29] and the
Security Maturity Model by [31] describe the early stages as
"Non-existent" or "Ad hoc," where organizations have
minimal or inconsistent ISA practices in place. Similarly, the
Cyber Security Maturity Model Capability at The Airports by
[26] and the Cybersecurity Maturity Model to Prevent
Cyberattacks on Web Applications by [22] start with basic
levels that signify limited security awareness and controls.

As organizations progress through the maturity levels, the
models introduce more structured and defined processes. The
CMAF by [30] and the Cybersecurity Maturity Model for
Providing Services in the Financial Sector by [28] include
stages like "Managed" and "Defined," where processes
become standardized, documented, and more consistently
applied across the organization. These levels indicate a
growing commitment to ISA, with organizations actively
working to embed security awareness into their operations.
The advanced stages of maturity are often described as
"Optimized" or "Continuously Improved," where
organizations have fully integrated ISA practices into their
culture and operations. For example, [38] and [24] culminate
in stages where ISA is maintained continuously evaluated and
enhanced to adapt to new threats and challenges. These stages
reflect a proactive approach to ISA, where organizations
prioritize ongoing improvement and resilience.



Each dimension and maturity level offers specific strengths
and weaknesses depending on the context of the organization
and the maturity model being applied. For example, risk
management as a dimension is universally recognized as
critical for ISA. However, the effectiveness of this dimension
often depends on the organization's ability to accurately
assess and mitigate risks. Models like the MMISA by [16] and
the CMAF by [30] that emphasize risk management provide
robust frameworks for identifying and addressing risks, but
they may require significant resources and expertise to
implement effectively.

TABLE I
SUMMARY OF EXISTING MATURITY MODEL
Model Name Areas Standards/Model  Ref
MMISA Public sector, SANS Maturity [16]
SMEs, healthcare, Model, ISO/TEC
higher education standards
BISM Various ISO/IEC [17]
organizations 27001:2013, O-
ISM3
Holistic General work National [19]
Evaluation Model  environments frameworks, ISO,
for CSA HIPAA, NIST
RESMM Software CMMI v1.3, [20]
development Sommerville’s
practices
National Cyber Public sector ISO/IEC [21]
Security Maturity 27001:2013, NIST
Model SP800 framework
CMAF Public sector NIS Directive, [30]
ISO/IEC 27001
SME ISMM SMEs ISO/IEC 27002 [29]
Security Maturity  Public sector, ISM3, ISO/IEC [31]
Model telecommunications 27001
Cyber Security Technology ISO/IEC 27001, [32]
Maturity for startups, FinTech NIST, COBIT,
Startups C2M2
National National level CERT-RMM, [33]
Cybersecurity C2M2, ISO/IEC
Maturity 27001
Cyber Security Technology NIST, ISO 27001,  [9]
Maturity for startups COBIT 5, C2M2,
Startups CMMI
Cyber Security Airports CMMC [26]
Maturity at
Airports
Cybersecurity Critical NIST CSF, CIS [34]
Maturity infrastructures Controls v8,
Assessment ISO/IEC 27002
Design
Cybersecurity for ~ Financial sector NIST framework [28]
Financial Sector
Cybersecurity for ~ Health sector C2M2, [18]
Health Data
Cybersecurity for ~ Web applications NIST, ISO 27032 [22]
‘Web Applications
Cybersecurity General IPCA framework [23]
Culture Maturity organizations
Developing ISA Various Integrated [24]
organizations Behavioral Model,
Rasch model
IS Maturity for Healthcare HDM [14]
Healthcare
Maturity Level Various COBIT, ISO/IEC [25]
Assessments organizations 27002
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Model Name Areas Standards/Model  Ref

Information IT service providers  ISO/IEC [35]

Access 27001:2022,

Management CMMI

IS Security in Private banks SSE-CMM, [36]

Private Banks ISO/IEC 27001

Data Leakage Financial sector C2M2 [27]

Prevention

Maturity

SCSAM-Elderly Elderly population Security [37]
Awareness Model,
ISAPM

M2HCS Healthcare NIST, ISO/IEC [38]

27000 series

Organizational culture is a powerful driver of ISA maturity,
as seen in models like the Holistic Evaluation Model by
Alharbi [19] and the Cybersecurity Culture Maturity model
by [23]. A strong security culture can significantly enhance
the effectiveness of ISA initiatives. However, changing
organizational culture can be challenging and requires
sustained effort from leadership and management.

Training programs are essential for developing and
maintaining ISA, but their effectiveness can vary depending
on how well they are tailored to the organization's needs.
Models like the Cybersecurity Maturity Model for the
Protection and Privacy of Personal Health Data by [18]
highlight the importance of customized training programs that
address specific industry challenges. However, the success of
these programs depends on the organization's commitment to
ongoing education and the ability to measure and improve
training outcomes.

Policy compliance and technical measures are critical for
ensuring that ISA practices are aligned with industry
standards and effectively protect organizational assets.
Models like the BISM by [17] and the National Cyber
Security Maturity Model by [21] offer comprehensive
frameworks for achieving compliance and implementing
technical controls. However, these dimensions may require
significant investment in technology and expertise, which can
be a barrier for smaller organizations.

Most models structure the progression through maturity
levels well, with clear indicators of advancement. However,
the terminology and specific criteria for each level can vary
significantly between models, which may lead to confusion or
difficulties in comparing the maturity levels across different
frameworks. Additionally, reaching the highest maturity
levels often requires substantial resources, making achieving
these stages challenging for some organizations.

The standard dimensions and maturity levels analysis
across various ISA maturity models reveals a broad consensus
on the key elements necessary for enhancing information
security awareness. Risk management, organizational culture,
training programs, policy compliance, and technical measures
are integral to building a robust ISA framework. The maturity
levels provide a structured pathway for organizations to
develop and refine their ISA practices, although the specific
terminology and criteria can vary between models. While
these models offer valuable guidance for improving ISA, their
effectiveness depends on the organization's ability to
implement and sustain the necessary practices.



C. Gaps and Limitations in Current Models

This sub-section aims to identify and analyze the gaps and
limitations in current Information Security Awareness (ISA)
maturity models, as highlighted in the literature. This analysis
seeks to answer the research question: What gaps and
limitations are identified by the current ISA maturity models?
By synthesizing the findings from all 25 articles, the
discussion will explore the implications of these gaps and
limitations and offer comparisons across different models
regarding their effectiveness and applicability.

A consistent theme across the reviewed models is the lack
of tailored ISA maturity models for specific organizational
contexts. For instance, while the Maturity Model for
Information Security Awareness (MMISA) by [16] Its
structure is robust and predominantly focused on Hungarian
organizations, limiting its applicability to other regions or
industries. Similarly, the Balanced Information Security
Maturity Model (BISM) by [17] is designed with flexibility in
mind but may not fully address the unique needs of smaller
organizations, such as SMEs or start-ups. These models often
lack the specificity needed for practical implementation in
varied organizational environments, such as technology start-
ups or financial institutions [9], [28].

Another significant limitation is the reliance on broad and
generic frameworks that do not adequately address sector-
specific challenges or emerging threats. For example, [19]
holistic model, while comprehensive, does not provide
detailed guidance for specific sectors, such as healthcare or
financial services. The Security Maturity Model by [31] and
the Cybersecurity Maturity Assessment by [34] similarly lack
the granularity needed to address the nuances of different
industries, resulting in models that may be too generalized to
be fully effective in all contexts.

The reliance on self-reported data and expert opinions is
another pervasive issue, which can introduce potential biases
and variability in the reliability of these models. For instance,
the National Cyber Security Maturity Model by [21] and the
Cyber Security Maturity Model Capability at The Airports by
[26] both depend heavily on expert judgment. While expert
insights are valuable, they may vary significantly depending
on the expertise and perspective of the individuals involved,
potentially leading to inconsistencies in applying these
models. Ensuring empirical validation through additional
quantitative or empirical testing could enhance the robustness
and generalizability of the findings.

Moreover, many models fail to integrate both technical and
managerial aspects comprehensively. The Requirements
Engineering Security Maturity Model (RESMM) by [20] and
the Maturity Model for Information Access Management by
[35] primarily focus on technical measures without fully
incorporating the crucial behavioral and cultural dimensions
for effective ISA. This lack of a holistic approach can result
in gaps in implementing ISA practices, where adequate
management practices or employee engagement do not
support technical solutions.

Furthermore, several models lack practical improvement
measures and risk quantification. This gap is particularly
evident in models designed for smaller or more agile
organizations, such as the SME ISMM by [29] and the Cyber
Security Maturity Model for Technology Startups by [32].
These models often struggle to provide actionable steps for
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organizations to progress through maturity, especially when
resources are limited. Additionally, the Cybersecurity
Maturity Model to Prevent Cyberattacks on Web Applications
by [22] highlights the need for improved risk assessment
capabilities within these frameworks, as many existing
models do not adequately quantify the risks associated with
different maturity levels.

The identified gaps and limitations have several important
implications for developing and applying ISA maturity
models. Firstly, organizations aiming to implement or
improve their ISA maturity models must consider adopting
more tailored frameworks that are specific to their industry
and organizational context. For instance, healthcare
organizations might benefit from models like the Information
Security Maturity Model for Healthcare Organizations by
[14], designed to address the unique security challenges in the
healthcare sector. However, this model requires further
refinement to integrate the latest technological advancements
and fully address emerging threats.

Additionally, integrating both technical and behavioral
dimensions is essential for creating a comprehensive
approach to ISA maturity. Models focusing solely on
technical measures without addressing the human factors
involved will likely fall short of achieving sustained
improvements in information security awareness. Therefore,
models such as the Developing a Maturity Model for
Information Security Awareness by [24] and the
Cybersecurity Maturity Model for the Protection and Privacy
of Personal Health Data by [18] should be further developed
to include more robust behavioral assessments alongside
technical controls.

For regulatory bodies and policymakers, the findings
suggest the need to promote the development of standardized
cybersecurity frameworks that are flexible enough to
accommodate different organizational sizes and sectors.
These frameworks should emphasize compliance with
established standards such as ISO/IEC 27001 while also
encouraging the adoption of advanced technologies like
machine learning for data analysis and risk assessment, as
seen in models like the CMAF by [30]. Moreover,
policymakers should encourage collaboration between the
public and private sectors to enhance the development and
implementation of effective ISA maturity models adaptable to
various organizational contexts.

Developing ISA maturity models specifically tailored for
the public sector is crucial due to the unique challenges and
responsibilities these organizations face. Public sector entities
often handle sensitive information and are subject to stringent
regulatory requirements. Therefore, a maturity model that
integrates comprehensive risk management, policy
compliance, and regular training programs is essential. The
use of an updated version of the ISO 27000 series can provide
a robust framework for ensuring that public sector
organizations maintain high standards of information security
awareness and preparedness [21]. The importance of using
updated versions of standards and frameworks, such as the
ISO 27000 series, cannot be overstated. As cyber threats
evolve, ISA maturity models must incorporate the latest best
practices and guidelines. This ensures that organizations are
well-equipped to handle new and emerging threats and
maintain high security and resilience [32], [33].



IV. CONCLUSION

This systematic literature review has identified and
evaluated various Information Security Awareness (ISA)
maturity models, highlighting strengths and limitations. Key
findings indicate that while these models offer valuable
frameworks for enhancing ISA, many fail to meet the specific
needs of different organizational contexts. Several models are
designed for broad applicability but lack the specificity for
healthcare, finance, and the public sector. Additionally, a
significant gap exists in the comprehensive integration of
technical and managerial aspects, which is essential for a
holistic approach to ISA. The review also points out the heavy
reliance on self-reported data and expert opinions in
numerous models, potentially introducing biases and
compromising the reliability of assessments. This reliance
underscores the need for more empirical validation to ensure
the robustness and generalizability of these models.
Furthermore, several models do not sufficiently address the
need for practical improvement measures and risk
quantification, particularly for smaller or more agile
organizations like SMEs and technology start-ups.

These findings are significant as they guide the future
development of ISA maturity models. Addressing identified
gaps, such as the need for sector-specific tailoring,
comprehensive integration of technical and managerial
aspects, and rigorous empirical validation, can lead to more
effective and adaptable models. This is particularly crucial for
the public sector, where the unique challenges of regulatory
compliance, resource constraints, and safeguarding sensitive
information necessitate a tailored approach to ISA maturity.
An appropriately designed maturity model for the public
sector can significantly enhance security practices and
maintain public trust. Moreover, adopting updated
international standards, such as the ISO 27000 series, is vital.
These standards offer a current and globally recognized
foundation for information security management, ensuring
alignment with the latest best practices. Integrating these
standards into ISA maturity models will improve
effectiveness and relevance in a rapidly evolving
cybersecurity landscape.

In conclusion, this review emphasizes the necessity for
continuous refinement and innovation in ISA maturity
models. Developing models that are tailored, empirically
validated, and aligned with updated standards can
significantly enhance security posture and better protect
organizational assets across all sectors.
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