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Abstract

The practice of cyber security behaviour is the act of protecting digital devices and oneself
from cyber threats. Cases of cyber threats increasing year by year have negatively affected
the victims, such as loss of money, properties and emotional disturbance. Furthermore,
teenagers are the most internet users at risk of being exposed to cyber threats. By using the
Technology Threat Avoidance Theory, the Knowledge, Attitude, and Practice Model, and the
Theory of Planned Behaviour, this study explores the problem of cyber threats that occurs to
high school students who follow the MyDigital Maker Champion program in Putrajaya,
Malaysia, understanding the students' cybersecurity behaviour practices as well as exploring
methods of overcoming the problem of cyber threats among students. Next, this study
proposes a cybersecurity behavioural framework with components to solve cyber threats
among the students. This study uses an interpretive paradigm with a case study design.
Qualitative data was obtained through interviews, focus groups, and archival document
analysis of cyber security experts, teachers, school counsellors, and high school students who
followed the MyDigital Maker Champion program. Data were analysed by conducting a
thematic analysis. The study's findings show that there are four types of cyber threats, from
the point of view of 1) the Information Technology Policy Act, 2) media content, 3) writing,
and 4) psychology. In addition, there are two forms of cyber security behaviour practices,
which are 1) strict cyber security practices and 2) being ethical in surfing cyberspace. This
study also found three methods to overcome the problem of cyber threats, namely 1)
awareness campaigns, 2) receiving support from subjective norms, and 3) implementing cyber
security laws specifically for the teenagers. The findings of this study also form a framework
of cyber security behaviour that help to overcome the problem of cyber threats that occurs
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among high school students. In conclusion, the findings of this study can guide students,
teachers, and the Malaysian Ministry of Education to improve the solution method in facing
cyber threats among high school students through education and produce a future learning
system that is more advanced, quality and guaranteed security from any form of cyber-attack.
Keywords: Cybersecurity, Behavioural Practices, High School Student, Mydigital Maker
Champion, Putrajaya

Introduction

Malaysia has grown by 155 per cent of internet users since 2016, when there was a rise of
18.4 per cent, and by 47 per cent in 2020 (MCMC, 2020). Teenagers represent most internet
users, accounting for more than 70% of all users globally (ITU, 2021). According to Statistica
(2019), it is utilised by 73.4 per cent of secondary school students. Malaysia had a 974-case,
or 11 per cent, rise in cyber threats between 2020 and 2021. This statistic means that cyber
threats are becoming severe and worrying. The growing use of the internet increases an
individual's vulnerability to cyber-attacks. In contrast to other states in Malaysia, Putrajaya
has the highest percentage of internet users (DOS, 2021). Hence, the study has four specific
objectives: (1) Explore the problem of cyber threats for high school students who follow the
MyDigital Maker Champion program in Putrajaya, Malaysia. (2) Understanding the cyber
security behaviour practices of high school students who follow the MyDigital Maker
Champion program in Malaysia. (3) Exploring methods to overcome the problem of cyber
threats among high school students who follow the MyDigital Maker Champion program in
Putrajaya, Malaysia and (4) Forming a cyber security behaviour framework that has
components of steps to solve the problem of cyber threats occurring among secondary
schools' students that follow the MyDigital Maker Champion program in Putrajaya, Malaysia.

Since most secondary school students already own smartphones (Zahri et al., 2017), they are
more likely to utilise the Internet (Zulkifli et al., 2020). If people don't know how to employ
cyber security in their daily lives, they are more likely to be subjected to assaults (Rahman et
al., 2020). It is crucial to practice cyber security behaviour, in the purpose of protecting
computers and smartphones from cyber threats like viruses, malware, ransomware, wormes,
trojans, adware, phishing (Egelman et al., 2016), fraud and theft through cyberspace (Pitchan
& Omar, 2019). Firstly, device security (device security) - (that is, using passwords on devices,
installing antivirus software, and blocking fire) is one of the four basic categories of cyber
security behaviour practice requirements, according to Egelman and Peer (2015). The second
need is password creation, which refers to always utilising a password. The third requirement
is proactive awareness, which refers to being aware of cyber-attacks or knowing how to
defend against them. The fourth and last requirement is upgrading (updating), which refers
to constantly updating antivirus software and passwords.

Therefore, to control the occurrence of cyber threats to secondary school students, several
methods of overcoming cyber threats need to be done, such as providing a cyber security
module (Rahim, 2019), the role of parents (Pitchan, 2017), the existence of cyber security laws
need to be disseminated to the general public (Pitchan, 2017) and the importance of cyber
security education knowledge in schools needs to be applied as early as possible (Aguayo,
2020; Aguayo et al., 2019; Li & Kulkarni, 2016; Malecki, 2018; Pencheva et al., 2020; Rahman
et al., 2020). In addition, school-organized programs (Rahman et al., 2020; Zulkifli et al., 2020)
emphasize that education through module learning (Zahri et al., 2017), gamification (Aguayo
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et al., 2019; Jian & Kamsin, 2021; Li & Kulkarni, 2016) and competition (Bashir et al., 2017) are
methods of overcoming cyber threats that are reported to be effective.

Methods

The interpretive paradigm is used as the research paradigm in this study since it relates to
qualitative analysis (Merriam & Tisdell, 2016). The researcher used the qualitative research
methodology because it is consistent with the primary goal of this study, which is, to
investigate the cyber security behavioural practices involving the cyber world that occur
among high school students in Malaysia who participate in the MyDigital Maker Champion
programme, forming a final framework of students' cyber security behavioural practices. The
case study method is used in this investigation. This study uses the case study approach
because it refers to a unique explanation of a design, experience, and information that can be
gathered from the interview with distinct informants.

Results and Discussion
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Figure 1: The final framework of the study (Researcher, 2023)

Figure 1 depicts the study's final framework, which includes the research findings. According
to the study's conclusions, there are four sorts of cyber threats: 1) the Information Technology
Policy Act cyber threats, 2) media content cyber threats, 3) writing cyber threats, and 4)
psychology cyber threats. Most informants agree that hacking is the most widespread cyber
risk issue among high school students. On the other hand, the love scam was the cyber threat
most frequently mentioned by informants and discovered in most archive document
research. According to the sources, foul language has become a common internet hazard in
the lives of teenagers and high school pupils. Aside from that, cyberbullying is the most
common hazard faced by high school students.

Furthermore, there are two types of cyber security behaviour practices: 1) follow stringent
cyber security practices, and 2) be ethical when surfing cyberspace. Informants frequently
communicate cyber threats through offensive content, vocal hate speech, and online games
with criminal aspects. Privacy setting is the most effective and often discussed security
screening technique, according to the informants. Other than that, most informants think that
the most critical cyber security behavioural habit for high school children or teenagers to
establish is visiting trustworthy websites.

This study also discovered three ways to deal with the issue of cyber threats: 1) awareness
campaigns, 2) getting support from subjective norms, and 3) implementing cyber security
laws specifically for teenagers. The informants most typically suggest growing cyber security
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knowledge and following cyber security programmes. Adopting cyber security protection
technology is another technique in tackling the problem of cyber dangers among high school
students. Other than that, most interview agreed that a teen's ability to obtain family
assistance is essential for overcoming the cyber threats. Finally, enacting rules specifically for
teenagers is one strategy in tackling the problem of cyber hazards that affect high school
students.

The results of this study also help to create a framework for cyber security behaviour practices
that aid in addressing the cyber dangers which affect high school students who participate in
Malaysia's MyDigital Maker Champion programme. As shown in Figure 1, this framework
combines the themes drawn from the study questions and incorporates them with models
and theories.

Conclusions

In a nutshell, the Malaysian Ministry of Education (MoE) may enhance the cyber security
curriculum. Cybersecurity Malaysia can suggest special teen rules, the Multimedia
Communications and Malaysia Commission (MCMC) can give new researchers access to
reference material, and the Malaysian Digital Economy Corporation (MDEC) can improve
students’ learning materials. This study also contributes new knowledge by incorporating
educational technology to the Technology Threats Avoidance Theory, Theory of Planned
Behaviour, and Knowledge, Attitude, and Practice Model. In addition, the study's findings can
help students, teachers, and the Malaysian Ministry of Education to improve the way they
deal with cyber threats among high school students through instruction, leading to the
creation of a future learning system that is more sophisticated of higher quality, and assured
to be secure from all types of cyber-attacks.
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