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The manipulation of biometric data has become a prominent topic, leading to 

the development and exploration of methods for detecting such manipulation. 

This study utilizes a combination of Benford’s law, an image quantization to 

analyze the fingerprint images processing associated with biometric data. The 

aim is to propose a mechanism for detecting data manipulation, particularly 

when one biometric sample is substituted for another in an application, 

whether intentionally or unintentionally. The study focuses on differentiating 

between biometric samples and investigating the modification of fingerprint 

images. To achieve this, the Benford legal difference scale is applied to 

fingerprints digitally obtained, industrially created fingerprints, contactless 

acquired fingerprints to search for separation modes. Benford’s law has been 

successful in determining the alteration of landscape images in previous 

studies, and this study combines Benford’s law elements with a SVM (Support 

Vector Machine) to identify malicious alterations in JPEG fingerprint images. 

The proposed strategy is intended to safeguard against internal threats. 
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Manipulasi data biometrik telah menjadi topik yang menonjol, membawa 

kepada pembangunan dan penerokaan kaedah untuk mengesan manipulasi 

tersebut. Kajian ini menggunakan gabungan hukum Benford, pengkuantitian 

imej untuk menganalisis pemprosesan imej cap jari yang berkaitan dengan 

data biometrik. Tujuannya adalah untuk mencadangkan mekanisme untuk 

mengesan manipulasi data, terutamanya apabila satu sampel biometrik 

digantikan dengan yang lain dalam aplikasi, sama ada secara sengaja atau 

tidak sengaja. Kajian ini memberi tumpuan kepada membezakan antara 

sampel biometrik dan menyiasat pengubahsuaian imej cap jari. Untuk 

mencapai matlamat ini, skala perbezaan hukum Benford digunakan pada cap 

jari yang diperoleh secara digital, cap jari yang dibuat secara industri, cap jari 

yang diperoleh tanpa sentuhan untuk mencari mod pemisahan. Hukum 

Benford telah berjaya dalam menentukan pengubahan imej landskap dalam 

kajian terdahulu, dan kajian ini menggabungkan elemen hukum Benford 

dengan SVM (Mesin vektor sokongan) untuk mengenal pasti pengubahan 
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berniat jahat dalam imej cap jari JPEG. Strategi yang dicadangkan bertujuan 

untuk melindungi daripada ancaman dalaman. 

Kata Kunci: Cap jari, JPEG, SVM, Undang-undang Benford 
 
SDG: MATLAMAT 9: Industri, Inovasi, dan Infrastruktur, MATLAMAT 11: 
Bandar dan Komuniti Lestari, MATLAMAT 17: Perkongsian untuk Matlamat. 
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CHAPTER 1 

1 INTRODUCTION 

1.1 Premise 

Biometric authentication has become ubiquitous in our daily lives, granting 

access to everything from smartphones to secure buildings. This widespread 

adoption hinges on the inherent uniqueness of individual biometric data (e.g., 

fingerprints, iris patterns). While the convenience and security benefits of 

biometrics are undeniable, the sensitive nature of this data necessitates robust 

verification methods. Ensuring the integrity of biometric systems is paramount 

to safeguarding personal information and financial security. 

This study investigates the impact of different image compression techniques 

on the efficacy of biometric recognition systems. A biometric image, initially 

stored in the secure Tag Image File Format (TIFF), will be subjected to 

compression using various Joint Photographic Expert Group (JPEG) 

compression algorithms. The goal is to determine the optimal balance 

between image quality, essential for accurate biometric identification and file 

size reduction for efficient storage and transmission. 

Rapid advancements in technology have made biometric systems an essential 

part of our everyday existence. For identification or authentication purposes, 

these systems rely on the intrinsic uniqueness of our biological traits, such as 

iris scans, fingerprints and facial features. Due to each fingerprint's or iris's 

uniqueness and high level of dependability for identification, biometrics' 
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fundamental distinctiveness serves as its main strength. However, biometric 

systems security is critical. Robust security measures are necessary to 

guarantee the integrity of the system and prevent unauthorized access, 

especially considering the sensitive nature of the data they manage. One of 

the most important facets of biometric security is brought to light by this study 

on image compression. We can provide a path towards the creation of more 

resilient and secure biometric systems by merging these insights with cutting-

edge algorithms such as Support Vector Machines (SVMs) and anomaly 

detection methods through Benford’s law. 

In the domain of biometrics, where unique biological characteristics are utilized 

for identification and verification purposes, the ability to distinguish between 

various fingerprint types holds paramount importance. Fingerprint analysis 

serves two primary functions: 

a) Verification (1: 1 matching): This process establishes whether a 

claimed identity aligns with the presented fingerprint. In simpler terms, 

it confirms if an individual is indeed who they purport to be. 

b) Identification (1: N matching): This method identifies an individual or 

determines the source of a captured biometric sample by comparing it 

against a vast database containing numerous fingerprint records. 

 

It is crucial to navigate these applications while prioritizing data privacy 

concerns. Furthermore, fingerprints possess the potential for broader 

applications beyond identification and verification. Optically captured 

fingerprints, for instance, can be utilized to construct a comprehensive 

biometric database for a nation. This database can then be leveraged to 
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bolster national security by expediting criminal investigations and potentially 

minimizing the overall crime rate. 

This study investigates the application of Benford’s law for analyzing and 

differentiating between various biometric image formats. The research focuses 

on both grayscale and color images compressed using the JPEG technique. 

Benford’s law, introduced by Frank Benford in 1938, offers a well-established 

method for data assessment and tamper detection. Also known as the first-

digit law or the "odd-numbers" law, it specifically examines the leading digit 

(most significant digit [MSD]) of numerical data. This law suggests a 

logarithmic distribution for the leading digit probabilities within a set of natural 

numbers (1 to 9). As described by Iorliam et al. (2022), natural data sets exhibit 

a logarithmic distribution for the leading digit frequencies. Critically, this law is 

expected to hold true for authentic organically occurring numerical data. 

Conversely, manipulated data or random values are likely to deviate from this 

expected distribution. 

While traditionally associated with forensic accounting, Benford’s law has 

recently demonstrated potential in image forensics. Existing research 

suggests that pixel-domain image representations may not adhere to the law, 

while those transformed into the DCT domain exhibit better alignment. This 

finding, as highlighted by Gonzalez-Garcia and Pastor (2009), represents a 

significant advancement in the application of Benford’s law for image analysis.  
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This study aims to build upon these findings by examining the applicability of 

Benford’s law to various biometric image formats, particularly those 

compressed using JPEG. The analysis will explore potential correlations 

between image format and leading digit distribution, with a focus on identifying 

potential indicators of image tampering. 

1.2 Study Background 

Biometric data alteration by digital means poses a serious risk that may be 

used for a variety of unlawful actions, both online and offline. The basis for 

many criminal and terrorist operations is this manipulation. Biometric 

identifiers, which are extremely distinctive to each person and are used to 

confirm ownership of legal documents or access to certain services, include 

fingerprints and iris scans. Particularly targeting these identifiers, criminals and 

terrorists modify them to enable illicit actions that may have detrimental effects 

on public safety and financial security. 

Using counterfeit fingerprints to obtain unauthorized access to systems or data 

while hiding the real identity of the offender is a frequent strategy. In order to 

identify and avoid fingerprint manipulation, researchers are including more 

electronic elements into fingerprint recognition systems, especially in 

electronic Machine-Readable Travel Documents (e-MRTDs) (Satapathy, 

2020). The same essential ideas are still communicated in this updated form, 

which makes use of simpler, clearer language. Additionally, it offers a citation 

to back up the assertion of improvements in e-MRTD security. 
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The increasing sophistication of digital manipulation techniques poses a 

growing challenge to the security of biometric identification systems, 

particularly fingerprints stored in e-MRTDs. Recent research suggests that 

incorporating double-identity biometrics into e-MRTDs could be a promising 

approach to thwart attempts to bypass security through altered fingerprints 

(Hildebrandt & Dittmann, 2015). This method involves correlating and 

comparing a single biometric template with data from two individuals. For 

instance, double-identity facial recognition could detect inconsistencies 

indicative of tampering. However, it's important to acknowledge the limitations 

of this approach. A recent study demonstrated the creation of specialized 

synthetic fingerprints, known as double-identity fingerprints, that could be 

enrolled in e-MRTD systems (source to be added). These fingerprints are 

meticulously crafted by combining features from two separate individuals. 

Notably, a successfully enrolled double-identity fingerprint grants access to the 

system without revealing the identities of those involved in the forgery. 

Additionally, alternative methods of tampering with fingerprint sensors exist, 

potentially leading to inconclusive readings or bypassing identification 

altogether. 

To enhance fingerprint identification and combat forgeries, researchers are 

turning to Benford’s law, a statistical fingerprint of real data. This approach 

capitalizes on the natural distribution of leading digits found in genuine 

fingerprints. Studies like those by Hildebrandt & Dittmann (2015) have shown 

success in detecting manipulated data using Benford’s law divergence values. 

Satapathy (2020) further explored its potential by tackling the emerging threat 
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of "double-identity fingerprints," which combine elements from multiple 

individuals. Their solution, integrating generalized Benford’s law with a 

Support Vector Machine, analyzes leading digit distributions in fingerprint data. 

This method is particularly attractive due to its simplicity, as it leverages readily 

available features and avoids complex pre-processing, making it a time-

efficient weapon against sophisticated forgery techniques. 

The discipline of computational image processing is always looking for novel 

approaches to identify changes and tampering with biometric fingerprints. In 

an attempt to detect forgeries, previous studies have investigated a variety of 

picture formats. Nevertheless, combining machine learning methods with 

generalized Benford’s law is a very interesting line of inquiry. Researches have 

shown how successful this method is for a variety of image processing 

applications. Continuing this pace, this work examines changes to optically 

derived biometric fingerprints. Here, our special goal is to differentiate real 

fingerprints from those that have been artificially created. By concentrating on 

optically obtained data, we may take use of the innate statistical 

characteristics. 

1.3 Problem Statement 

The significant problem of identifying faked and manipulated biometric 

fingerprints is examined in this thesis. This issue is becoming more and more 

serious and threatens the integrity of security systems. Traditional biometric 

verification systems, especially those that use fingerprints in e-MTDs, are 

becoming more and more susceptible to hacking due to the widespread use 
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of sophisticated digital manipulation techniques. By concentrating on the vital 

problem of distinguishing between real and artificially created fingerprints, this 

study seeks to strengthen detection techniques. In order to accomplish this 

goal, a brand-new strategy that combines sophisticated machine learning 

methods—SVM in particular—with a revised application of generalized 

Benford’s law is presented. The accuracy of biometric identification systems 

might be greatly improved by using this combination strategy.  

1.4 Objectives 

Based problem statement, three objectives are proposed which are illustrated 

as follows: 

a) To enhance the generalized Benford’s law for optically acquired 

fingerprints and synthetically generated double identity fingerprints. 

b) To obtain the DCT coefficients in the spatial domain for the fingerprints. 

c) To implement SVM to enhance the accuracy of the system. 

 

1.5 Significance of Research 

This study is aimed to highlight features of double identity fingerprints, which 

can be used to detect the alterations, tampering and fraud in optically 

generated fingerprints. Therefore, the findings of this study will be helpful in 

various real-life application, such as e-MRTD fingerprint processing, biometric 

fingerprint devices and other forensic application of fingerprint analysis. 
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1.6 Scope of Research 

The aim of the research is to detect the alterations for optically acquired 

fingerprints and synthetically generated double identity fingerprints by applying 

generalized Benford’s law incorporated with support vector machine algorithm, 

thereby some specific important parameters for defining the scope of research 

are:-  

a) Acquired fingerprints will only be of index finger and thumb, since these 

are the mostly used approach in majority of the electronic 

documentation.  

b) Fingerprints will be acquired from the students associated with 

University of Putra Malaysia (UPM).  

c) The double identity fingerprints (synthetically generated fingerprints) 

will be generated by combining two different person’s fingerprints from 

the optically acquired fingerprints.  

d) Standard definition of generalized Benford’s law is used in order to 

avoid any confusion.  

e) Computational facilities of the research include UPM computational 

laboratory and personal computer. 

f) For Result validation, comparison and evaluation has been realized 

using internationally recolonized and publicly available data set 

“FVC2000”. 

 

 
 
 
 



© C
OPYRIG

HT U
PM

 

 
9 

1.7 Organization of Research 

Chapter 1 is the prologue to the postulation. It discusses the issue foundation, 

issue articulation, targets and related research questions.  

Chapter 2 presents a survey of the writing, zeroing in on the biometric legal, 

improvement and ramifications of Benford's regulation as well as a detail 

conversation into the fingerprints examination.  

In Chapter 3 the exploration system has been examined. It incorporates the 

information assortment strategy, populace and test choice systems, review 

variable and examination instrument legitimacy and information investigation 

techniques. 

Chapter 4 presents an itemized survey of the information examinations, 

including distinct insights and inferential investigations. The distinct 

measurements will be nitty gritty on reaction rate and segment qualities of the 

review. In the meantime, the pre-test examinations, factor examination, 

structure condition demonstrating and the numerous mediating tests by Hayes 

and Scharkow (2013) will be introduced.  

Chapter 5 is the last part of this thesis that highlights examination and 

discusses the future and scholastic meaning of the exploration both in 

hypothetical and commonsense field. At last, the suggestions and restrictions 

of the review will likewise be introduced in this section 
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