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Quantum computer is a revolution in the realm of cryptography, as it can break
conventional cryptographic hard problems such as RSA and DLP. Transitioning
to post-quantum cryptography requires new hard problems that resist to quantum
computer attacks, such as the multivariate quadratic problem (MQP). MQP is a hard
problem in multivariate cryptography, where one needs to find a solution to a system
of multivariate quadratic equations. This thesis focuses on attacking MQP under four
distinct cases. In these scenarios, the rogue certificate authority (RCA) intervenes
during the key generation of multivariate public key cryptosystems (MPKC). The
first case considers polynomials in MQP can be expressed as multiples of other
polynomials within the same system. By inheriting these characteristics, MQP can
be resolved by finding a solution to only one polynomial from MQP system of
equations. The second case considers polynomials in MQP can be expressed as
additions of two other polynomials within the same system. The second case of
MQP is solvable by finding a solution to any two polynomials within the same MQP
system of equations. The first and second cases are vulnerable to forgery due to the
potential for RCA to generate weak public keys with characteristics inherited from
both cases. Therefore, two strategies to identify the generated weak public key by
RCA are laid out for the users. The assumption in the third case is, after generating
the public-private key pair the RCA computes one solution vector, prior handing
over the key pair to the owner. An adversary who receives the solution vector
can produce a valid forged signature for any message. The fourth case assumes
that the public key system is constructed from slightly modified secret keys based
on quadratic factorisation formula. By substituting one designated value for the
first variable, one can solve the whole public key system. This forgery mechanism
allows an adversary to produce many forged signatures for any message. To identify
the forged signatures of the third and fourth cases is still an open question. The forgery
mechanisms that are based on the four cases are executed on two significant
multivariate signature schemes, namely UOV and Rainbow. We show that UOV
signature scheme is vulnerable in all four cases since the form of secret central map
is easy to satisfy. Whereas Rainbow signature scheme is safe from forgery in the



first, second and fourth cases. It is only vulnerable to the third case as the forgery
strategy does not involve any amendment on either the public key or the private key.
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Komputer kuantum adalah suatu revolusi dalam dunia kriptografi, kerana ia boleh
menyelesaikan masalah kriptografi konvensional yang sukar seperti RSA dan
DLP. Peralihan kepada kriptografi pasca-kuantum memerlukan masalah-masalah
sukar yang baru yang ampuh terhadap serangan komputer kuantum, seperti
masalah kuadratik pelbagai-pembolehubah (MKP). MKP adalah masalah yang
sukar dalam kriptografi pelbagai-pembolehubah, di mana seseorang perlu mencari
penyelesaian bagi sebuah sistem persamaan kuadratik pelbagai-pembolehubah.
Tesis ini memfokuskan penyelesaian MKP di bawah empat kes berbeza. Senario
tersebut melibatkan campur tangan dari penguatkuasa sijil yang jahat (PSJ) ketika
menjana kunci untuk sistem kriptografi kekunci awam pelbagai-pembolehubah.
Kes pertama mempertimbangkan keadaan di mana polinomial dalam MKP boleh
ditulis dalam bentuk gandaan polinomial lain dalam sistem yang sama. Apabila
polinomial tersebut mempunyai kriteria seperti ini, MKP dapat diselesaikan dengan
mencari penyelesaian hanya pada satu polinomial dari sistem persamaan MKP.
Kes kedua mempertimbangkan polinomial dalam MKP boleh ditulis dalam bentuk
hasil tambah dua polinomial lain dalam sistem yang sama. Kes MKP kedua
boleh diselesaikan dengan mencari penyelesaian kepada sebarang dua polinomial
dalam sistem persamaan MKP yang sama. Kes pertama dan kedua rentan
terhadap pemalsuan kerana kemungkinan RCA akan menghasilkan kunci awam yang
lemah yang mempunyai ciri-ciri daripada kedua-dua kes tersebut. Oleh itu, dua
strategi untuk mengenal pasti kunci awam yang lemah yang dihasilkan oleh RCA
diperkenalkan untuk pengguna. Andaian dalam kes ketiga adalah, sebelum PSJ
tersebut menyerahkan sepasang kunci awam-rahsia yang dijana kepada pengguna,
mereka mempunyai satu vektor penyelesian. Seorang musuh yang menerima vektor
penyelesaian tersebut daripada PSJ boleh menggunakannya untuk menghasilkan
tandatangan palsu untuk sebarang mesej. Kes keempat mengandaikan bahawa system
kekunci awam dibina daripada kekunci rahsia yang telah diubahsuai berdasarkan



formula pemfaktoran kuadratik. Dengan menggantikan satu nilai yang ditentukan
untuk pembolehubah pertama, seseorang dapat menyelesaikan keseluruhan sistem
kekunci awam. Mekanisma pemalsuan ini membenarkan seseorang musuh untuk
menghasilkan banyak tandatangan untuk sebarang mesej. Untuk mengenalpasti
tandatangan palsu yang dihasilkan daripada sistem ini pula masih menjadi suatu
tanda tanya. Mekanisma pemalsuan berdasarkan keempat-empat kes tersebut
dijalankan ke atas dua skema tandatangan pelbagai-pembolehubah yang penting,
iaitu UOV dan Rainbow. Kami tunjukkan bahawa skema tandatangan UOV adalah
tidak selamat dalam keempat-empat kes kerana bentuk peta pusat senang untuk
dipenuhi. Manakala, skema tandatangan Rainbow selamat daripada pemalsuan bagi
kes pertama, kedua dan keempat. lanya menjadi tidak selamat di bawah kes ketiga
kerana strategi pemalsuan tersebut tidak melibatkan pengubahsuaian ke atas mana-
mana kunci awam atau kunci rahsia.
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CHAPTER 1

INTRODUCTION

1.1 The Art of Secrecy

Secret writing falls into two methodologies, namely steganography and cryptogra-
phy. Steganography aims to hide a message or information in various ways, such
as embedding the message into a picture without altering its meaning. Whereas
cryptography does not hide the message, it uses mathematical techniques to
transform plaintext into ciphertext, making it appear as unreadable text. A different
mathematical technique is required to recover the original form.

Cryptography enables users to openly distribute processed information without the
need to hide it in any manners. The intended recipient must possess the secret
knowledge on how to unseal the information. In short, cryptography ensures secure
data transfer between two entities who want to communicate without third-party
interference. Practically, most secret conversations today happen in the realm of
internet, involving encryption and decryption of data.

Secret writing falls into two methodologies, namely steganography and cryptogra-
phy. Steganography aims to hide a message or information in various ways, such
as embedding the message into a picture without altering its meaning. Whereas
cryptography does not hide the message, it uses mathematical techniques to
transform plaintext into ciphertext, making it appear as unreadable text. A different
mathematical technique is required to recover the original form.

Cryptography enables users to openly distribute processed information without the
need to hide it in any manners. The intended recipient must possess the secret
knowledge on how to unseal the information. In short, cryptography ensures secure
data transfer between two entities who want to communicate without third-party
interference. Practically, most secret conversations today happen in the realm of
internet, involving encryption and decryption of data.

Cryptology is the study of mathematical cryptography, which aims to achieve
four specific goals in securing the exchange of information against malicious
threats.  Firstly, cryptography should ensure confidentiality, ensuring that the
message’s contents are known only to the sender and the intended recipient, even
when transferred through insecure channels like the internet. Secondly, it should
ensure authenticity, allowing users to validate the identities of entities present in
ongoing communication; otherwise, a foe might pretend to be an ally in order to



gain confidential information from its target. Thirdly, cryptography must ensure
data integrity to prevent unwanted alterations by outsiders during information
transmission, preserving the message’s contents. Lastly, it should support non-
repudiation, preventing any entities involved in the communication from denying
their actions of sending and receiving data.

1.2 Symmetric Encryption

There are two main operations in cryptography, namely encryption and decryption.
Encrypting a message transforms original state of data or plaintext into a ciphertext.
Meanwhile, decrypting ciphertext will recover plaintext. Both encryption and
decryption require an encryption-decryption key and an encryption-decryption
mechanism, which involve well-defined mathematical algorithms.

fffffffffffffffffffffff Seeurcilili=--gr -~ -2 ehiE T "~
Sender Distribution ! Receiver
Method

|
|
|
|
|
:
. |
plain ciphertext 1 plain
-text i Insecure ! -text
i Distribution 1
******************* ' Method “----""-----------------

Figure 1.1: Symmetric Encryption

In symmetric encryption, the secret key to encrypt and decrypt is identical.
Therefore, all parties wishing to communicate securely must share the same key. Key
distribution problem arises as more people involve in the confidential conversation
and the key distribution distance becomes impractical. Among famous traditional
symmetric cryptography are stream ciphers and block ciphers. Examples of stream
cipher are Caesar cipher and Vigenere cipher whereas Hill cipher and playfair
cipher are among block cipher. Modern symmetric cryptography, such as Data
Encryption Standard (DES) and Advanced Encryption Standard (AES), encapsulates
their symmetric keys using asymmetric algorithms. Key encapsulation mechanism
(KEM) makes encryption of long messages faster via symmetric encryption, and the
exchange of symmetric keys becomes more efficient via asymmetric algorithm.



1.3 Public Key Cryptography

Two significant applications in public key cryptography are public key encryption
and digital signature. The keys used for encryption and decryption, or signing and
verification are not identical. One of them can be publicly announced and another
one should be kept secret.

1.3.1 Public Key Encryption

Asymmetric encryption, or public key encryption, follows a different approach in
terms of key generation. One way function, which is easy to compute but hard
to reverse, is a fundamental component in asymmetric encryption. One uses an
encryption key to compute the one function and uses a different key to reverse the
computation. Hence, individuals can publish their encryption keys on the internet,
allowing anyone worldwide to send messages encrypted with the public key. The
only thing the sender must keep secret is decryption key. Decryption key is generated
corresponding to the public encryption key. In other words, decryption key is a secret
trapdoor information to one-way function that makes the computation for its inverse
becomes relatively easy.

Bob’s Public Key Encryption Decryption Alice’s Public Key

Alice’s Public Key e Bob’s Public Key
Tl i

Bob’s Private Key Alice’s Prlvate Key

@:D Alice’s Public Key Alice’s Private Key

Figure 1.2: Asymmetric Encryption
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1.3.2 Digital Signature

Confidentiality of data information can be achieved by encryption either with
symmetric or asymmetric encryption. Encryption protects information content from
being read by an adversary unless the adversary successfully gains the knowledge
of trapdoor information. Other cryptographic requisites: authenticity, integrity and
non-repudiation are provided through digital signature.



Two major components in digital signature are signing and validating. Both signing
and validating processes of a digital document are mathematical procedures that can
prove the identity of entities in communication, prevent entities from denying their
actions, as well as preserving the contents of the document. The holder of public
key and private key are switched; the sender will sign the document using his or her
private key and the verification key is publicize. An adversary will attempt to forge a
signature that can pass through verification process, in other words, produce a valid
signature by any means.

1.4 Rogue Certificate Authority (RCA)

A certificate authority (CA) is responsible for generating public-private key pairs
and serves as a trusted third parties who validates the identity of entities who receive
public key certificates issued by CAs. An adversary might target the CA to obtain an
equivalent key pair of anyone by impersonating the person so that the CA is tricked
and issues the certificate to the adversary. On the darker side, as defined by Dong
et al. (2016) a rogue certificate authority (RCA) could join hands with the adversary
to generate weak key pairs where the weaknesses are only known to the RCA, thus
making forgery easier. Despite inheriting weaknesses, the key pairs appear and work
perfectly fine and satisfy security requirements, making it challenging for users to
detect rogueness in the certificates.

1.5 Post-Quantum Cryptography

1994 remarked the biggest possible threat on traditional cryptography as Peter Shor,
an american mathematician proved that hard problems such as Integer Factorization
Problem (IFP) and Discrete Log Problem (DLP) are solvable in polynomial time in
the presence of quantum computers.

An algorithm to find prime factors of integers by quantum computation was
submitted by Shor (1999) and is widely known as Shor’s algorithm. The ability
of a quantum computer being in superposition makes solving IFP and DLP feasible.
As a result, public-key cryptosystems such as RSA (Rivest et al., 1978), classical
Diffie-Hellman key exchange (Hellman, 1976) and Elliptic Curve Diffie-Hellman
key exchange (Barker et al., 2017) are at risk.

In continuation to the events, cryptographers aim to study for new hard problems that
are resistant to quantum computers. Post-quantum cryptography candidates include
multivariate cryptography, hash-based cryptography, lattice-based cryptography and



code-based cryptography. The National Institute of Standards and Technology
(NIST) also takes part in preparing for the post-quantum computing era. An
announcement by NIST (2016) was made globally requesting for public key post-
quantum cryptographic algorithms nominations. The proposed algorithms need to
go through continuous evaluations and standardization by NIST. Up till November
2022, Classic McEliece (Albrecht et al., 2020), CRYSTALS-Kyber (Bos et al.,
2018), NTRU (Chen et al., 2019) and SABER (D’ Anvers et al., 2018) are the finalists
for encryption algorithms that have passed the Third Round and become the finalist
candidates for Round 4. Meanwhile, the finalists for digital signature algorithms
in Round 3 are CRYSTALS-DILITHIUM (Ducas et al., 2018), FALCON (Fouque
et al., 2018) and Rainbow (Ding and Schmidt, 2005). The intersection attack and
the rectangular MinRank attack on Rainbow signature scheme were proposed by
Beullens (2021) can highly reduce the key recovery cost causing the failure of
parameter sets to meet the security requirements. Beullens completely broke the
Rainbow signature scheme when he presented another key recover attack in Beullens
(2022). Despite the attacks, Rainbow is still qualified to be the candidate for Round
4 after Cartor et al. (2022) suggested to add an internal perturbation in the scheme.

1.6 Problem Statement

MQP for underdetermined system is utilised in digital signature so it is important
to study its security in order to prevent forgery. The existing algorithms to solve
underdetermined MQP only run in polynomial time under the finite fields with even
characteristics. The algorithm by Miura et al. (2013) has a narrow applicable range
and runs in exponential time for odd finite fields. If there exists a polynomial time
algorithm for solving underdetermined MQP given any number of equations and
variables, producing a valid forged signature is an easy task.

1.7 Research Objectives

The objectives of this research are:

1. to solve MQP in polynomial time for even and odd finite fields,

2. to extend the applicable range for all type of classes: underdetermined system,
determined system and over determined system,

3. to design a forgery strategy upon multivariate signature schemes.



1.8 Research Methodologies

1. We study the behaviour of multivariate quadratic polynomials under two cases:

(a) when polynomials in &7 can be written into multiple of other equations,

(b) when polynomials in & can be written into addition of two other
equations.

Based on these conditions, we observe the patterns of solutions and able to
solve MQP in polynomial time. Our attacks work for any number of equations
and variables.

2. We design four forgery strategies: DSFM1, DSFM2, DSFM3 and a forgery
via quadratic structures. Then, the forgery strategies were implemented on
UOV and Rainbow signature schemes. We are able to show that both schemes
are vulnerable to our attacks in the presence of RCA. Additionally, one of the
forgery mechanisms does not require the RCA to generate weak public keys
i.e. polynomials in & are totally random.

1.9 Thesis Outline

This thesis consists of seven chapters and is laid out as follows.

Chapter 1 provides insight into the motivation behind this research by explaining
crucial topics in cryptography, including symmetric encryption, public key cryptog-
raphy, rogue certificate authority, and post-quantum cryptography. Additionally, this
chapter highlights the problem statement and research objectives.

Chapter 2 explains the fundamentals of multivariate cryptography, including
mathematical expressions, hard problems, the general workflow of multivariate
cryptosystems as well as two important multivariate signature schemes in this
research, namely UOV and Rainbow.

Chapter 3 recalls pivotal researches related to solving the hard problem of
multivariate cryptography, specifically the multivariate quadratic problem (MQP).
The complexities and applicable ranges proposed in these research studies are
compared. Based on the studies, the research problem is formulated, with the aim of
developing more efficient strategies.

Chapter 4 presents a collection of useful theorems and lemmas essential for solving
MQP. Two strategies for solving MQP in polynomial time are introduced under
specific conditions, where the system &’ can be expressed as p(/) = kjp(l) or



p(j ) = p(i) + p(h). Subsequently, three forgery mechanisms for multivariate signature
schemes, namely DSFM1, DSFM2, and DSFM3, are discussed. DSFM3 works
without having to generate weak public key. Additionally, two strategies are
provided for users to identify public keys generated via DSFM1 and DSFM2.

Chapter 5 extends the results from Chapter 4 by attacking two well-known signature
schemes in multivariate cryptography, UOV and Rainbow, via DSFM1, DSFM2 and
DSFM3. The research demonstrates that UOV is vulnearable to all three forgery
mechanisms, while Rainbow is only susceptible to DSFM3. Additionally, the
explanation on how the structure of the Rainbow central map prevents the RCA
from generating weak public key via DSFM1 and DSFM2 is given at the end of this
chapter.

Chapter 6 highlights the potential of utilising the quadratic factorisation formula for
forgery in multivariate signature schemes. MQP with the underlying mathematical
operation, is easy to solve. Furthermore, the private and public keys generated from
these mathematical elements are found to be applicable to UOV since the key pairs
satisfy the key security requirements of UOV.

Chapter 7 serves as the concluding chapter, summarising the research work and
contributions. Finally, it offers insights into potential future research directions.
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