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The elliptic curve cryptosystem (ECC) is applied to meet the requirement for
public-key cryptosystem, mainly because ECC has shorter key lengths, and its
algorithms are more efficient than Rivest-Shamir-Adleman (RSA) cryptosystem.
The elliptic curve point multiplication (ECPM) operation in ECC faces, however,
major computational efficiency issue. The primary objective of this study is to
improve the performance of ECPM algorithm of ECC using the elliptic net (EN)
method in affine coordinate over binary and prime fields. In particular, this study
looked into point and field arithmetic levels over the elliptic curve. The literature
depicts that point multiplication (PM) can be computed using double (DBL) and
double add (DBLADD) via binary method (BM), but this method rely on the
Hamming weight of scalar. As a consequence, PM computation via BM is costly.
The EN method is an alternative in ECPM computation since the first DBL and
DBLADD via EN in the literature appear to dismiss the Hamming weight of scalar.
In this study, the proposed DBL and DBLADD algorithm using the Karatsuba
method for non-supersingular Koblitz curve over m bits binary field with gcd(2™-
1, 3)=1 that incorporates eight blocks of EN with three temporary variables saved
two multiplications or 9.09% in DBL and DBLADD algorithms, in comparison to
the recent literature pertaining to EN. For safe curves of 283, 409, and 571 bits
over binary field, upon comparison with BM algorithm, the developed ENPM
algorithm to enhance computational efficiency of ECC displayed better
performance in overall multiplications based on the following average values;
8.70%, 8.79%, and 8.85% respectively, thus successfully speeding up the
running time by an average of 9.00%. The designed ENPM algorithm over binary
field gained 9.06%, 9.07%, and 9.07% respectively, and 9.06% average rapid
time in comparison to eight blocks of EN method. The proposed DBL and
DBLADD algorithm via EN using Karatsuba method for Twisted Edwards curve
over p prime field with gcd(p—1, 3)=1 that embeds seven blocks of EN and three
temporary variables saved two multiplications and squaring or 12.5%
multiplication and 20% squaring in DBL, while one multiplication and two
squaring or 6.25% multiplication and 20% squaring in DBLADD, in comparison



to EN with 10 temporary variables. For safe curves of 384 and 512 bits, the
developed ENPM algorithm over prime field outperformed the BM algorithm in
terms of overall multiplications with 57.60% and 59.16% average running time.
The developed ENPM method performed better than eight blocks of EN for short
Weierstrass curve with averages of 31.26% and 31.02%. The designed ENPM
algorithm also exhibited better performance in terms of overall multiplication and
running time by averages 13.17% and 13.22%, in comparison to EN with 10
temporary variables for short Weierstrass curve.
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Sistem kripto keluk eliptik (ECC) digunakan untuk memenuhi keperluan sistem
kripto kekunci awam, terutamanya kerana sistem ECC memiliki kunci yang lebih
pendek dan algoritma-algoritma yang lebih berkesan berbanding sistem kripto
Rivest-Shamir-Adleman (RSA). Namun begitu, operasi pendaraban titik keluk
eliptik (ECPM) dalam sistem ECC menghadapi masalah kecekapan pengiraan.
Objektif utama kajian ini adalah untuk menambahbalik prestasi algoritma ECPM
menggunakan kaedah jejaring eliptik (EN) dalam koordinat afin ke atas medan
binari dan perdana. Kajian ini secara khusus menyasar pada tahap aritmetik titik
dan aritmetik medan ke atas keluk eliptik. Berdasarkan kajian lepas, pendaraban
titik (PM) boleh dikira menggunakan kaedah berganda (DBL) dan penambahan
berganda melalui binari (BM), tetapi kaedah ini bergantung kepada pemberat
Hamming skalar. Oleh itu, pengiraan PM melalui BM mempunyai kos pengiraan
yang tinggi. Kaedah EN adalah alternatif kepada pengiraan ECPM
memandangkan kaedah pertama yang dibangunkan dalam kajian lepas tidak
bergantung kepada pemberat Hamming skalar. Dalam kajian ini, algoritma DBL
dan DBLADD yang dicadangkan melalui EN menggunakan kaedah Karatsuba
melalui keluk Koblitz tak-super-tunggal untuk medan binari dengan bit m
berserta pst(2™ — 1, 3)=1 yang menggunakan lapan blok EN dengan tiga
pembolehubah sementara telah menjimatkan kos sebanyak dua pendaraban
atau 9.09% dalam algorithma DBL dan DBLADD berbanding dengan kajian EN
yang lepas. Untuk keluk selamat bagi 283, 409, dan 571 bit ke atas medan
binari, ENPM yang dibangunkan bagi meningkatkan kecekapan pengiraan ECC
menunjukkan prestasi lebih baik berbanding kaedah binari (BM) bagi
keseluruhan pendaraban berdasarkan nilai purata masing-masing sebanyak
8.70%, 8.79%, dan 8.85% serta berjaya mempercepatkan masa dengan purata
9.00%. Jika dibandingkan dengan kaedah lapan blok EN, algoritma ENPM yang
direka bentuk ke atas medan binari masing-masing memperolehi 9.06%, 9.07%,
dan 9.07% dengan purata masa yang lebih laju sebanyak 9.06%. Algoritma DBL
dan DBLADD yang dicadangkan melalui EN menggunakan kaedah Karatsuba



ke atas keluk Twisted Edwards untuk medan perdana p berserta pst(p — 1, 3)=1
berdasarkan tujuh blok EN dengan tiga pembolehubah sementara telah
menjimatkan kos dua operasi pendaraban dan dua operasi kuasa dua iaitu
sebanyak 12.5% pendaraban dan 20% kuasa dua dalam DBL, manakala satu
operasi pendaraban dan dua operasi kuasa dua atau 6.25% pendaraban dan
20% kuasa dua dalam DBLADD, berbanding dengan EN bersama 10
pembolehubah sementara. Untuk keluk selamat bagi 384 dan 512 bit, algoritma
ENPM yang dibangunkan ke atas medan perdana mengatasi algoritma BM bagi
keseluruhan pendaraban dengan purata tempoh perlaksanaannya sebanyak
57.60% dan 59.16%. Pada panjang bit yang serupa, bagi jumlah pendaraban
dan masa perlaksanaan, algorithma ENPM yang dibangunkan berprestasi lebih
baik daripada lapan blok EN keluk Weierstrass pendek dengan purata sebanyak
31.26% dan 31.02%. Algorithma yang direka bentuk juga menunjukkan prestasi
lebih baik bagi keseluruhan pendaraban dan masa perlaksanaan dengan purata
sebanyak 13.17% dan 13.22%, berbanding dengan lapan blok EN bersama 10
pembolehubah sementara untuk keluk pendek Weierstrass.
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CHAPTER 1

INTRODUCTION

1.1 Overview

The internet is the most effective and valuable knowledge-sharing platform used
for communication purposes. To date, not only conventional computers are
connected to the internet, but devices such as televisions, tablets, electrical
appliances, automobiles, and smartphones are also substantially
heterogeneous. The rapid progress of electronic commerce platforms, such as
Lazada and Shopee, contributes to the widespread use of online banking
transactions. Online transmission of information demands protection due to
lurking cyber threats. One method that ascertains data security is secret writing
or algorithm known as cryptography.

Cryptographic algorithms are high-performance and safe engines that require
considerable design space. If countermeasures are included to thwart intrusion
threats, the demands for space and memory further increase. Therefore,
cryptographic algorithms have traditionally been incorporated into hardware,
including smart cards and 8-bit chips as proprietary designs (Awaludin et al.,
2021; Seo et al., 2015).

Practically, algorithms initiated by the crypto communities must meet the
fundamental principles of security in terms of confidentiality, availability, integrity,
authentication, and non-repudiation (Hankerson et al., 2004; Jesus et al., 2018;
Menezes et al., 1997). Cryptographic algorithms are composed of asymmetric
and symmetric schemes (Zhang, 2021). The variance between these schemes
lies in the key management during the encryption and decryption processes. The
encryption process converts plaintext to ciphertext, while the decryption process
recovers plaintext from ciphertext. Asymmetric cryptography, or public-key
cryptography, uses two keys; one public key to encrypt and one private key to
decrypt. Symmetric cryptography uses one single key for both encryption and
decryption processes (Zhang, 2021).

Modern cryptosystems are designed mathematically based on several
fundamental principle problems. For instance, the RSA cryptosystem (Rivest et
al., 1983) depends on integer factorization problem. Hasan et al. (2021) asserted
that attack in cryptography is one way to solve an issue. The goal of an attack is
to devise a quick solution to a problem that relies on an encryption algorithm (Xu
et al., 2020). This means; the difficulty of attacking RSA is based on the difficulty
of identifying the prime factors of a composite number.



The ElGamal cryptosystem (ElGamal, 1985) is designed based on discrete
logarithm problem (DLP). Let x = g" mod p. The DLP refers to the problem used
to determine the value of n. On the other hand, the ElGamal model works by
integrating the discrete logarithm and integer factorization problems (Dijesh et
al., 2020). Elliptic curve cryptosystem (ECC) was introduced by Koblitz (1987)
and Miller (1986b). The cryptosystem was developed based on elliptic curve
discrete logarithm problem (ECDLP). Consider an elliptic curve E over a finite

field Fq, a given point P e E(Fq) of order N, and Qe E(F,). A problem that is

used to determine an integer n where 0<n<N_ -1 such that Q =nP is known
as ECDLP (Adj et al., 2018).

A well-known method of attacking an elliptic curve is DLP, whereby it works
slowly for all curves and makes encryption practicable based on the problem
(Zargar et al., 2017). For any elliptic curve E over a prime field F,, the base point

in E(F,) must adhere to several properties so that the problem to solve ECDL
turns difficult. A crucial property denotes that the elliptic curve group E(F,) must
possess a large subgroup of prime order N, and a bit length of ~ 160 or above
with a small co-factor c;. According to Scholl (2017), the next property is

avoiding weak curves, such that the ECDLP can be solved within short time and
the curve must have a large embedding degree to prevent Menezes, Okamoto,
and Vanstone attack.

The ECC generates both public and private keys, apart from enabling two parties
to communicate in a secure manner. Essentially, a 256-bit key in ECC enables
approximately the same safety as a 3072-bit key with RSA (Keerthi &
Surendiran, 2017; Wronski, 2016). Mahto and Yadav (2017) reported that in
order to obtain 112 bits of security level, ECC only requires a key size of 224 bits
and RSA needs 2048 bits of key size. Since ECC required shorter key length,
then this attracted researchers to explore more on ECC field.

The Advanced Encryption Standard (AES) is a symmetric block cipher chosen
by the United States government to protect classified information. Table 1.1 lists
the estimated, comparable, maximum-security strength for approved
asymmetric-key algorithms and AES key lengths (Barker, 2020), where L is
public key size, N is private key size, k is size of modulus n, fis size of N, and

N, is the order of base point.



Table 1.1: Comparable security strength of AES keys

AES Security Finite field RSA (bits) ECC (bits)
Strength

L =1024

<80 _ k =1024 f =160-223
N,=160

112 L = 2048 k = 2048 f =224-255
N, =224 =
L =3072

128 _ k =3072 f =256-383
N,=256

192 L = 7080 k = 7680 f =384-511
N, =384 =

256 - e k =15360 f =512+
N,=512 =

Referring to Table 1.1, ECC requires a key length of more than 512 bits to be as
strong as 256-bit AES. The performance of ECC relies on the efficiency of
computing nP operation, which is also known as ECPM.

The compression techniques of elliptic curve representation have been patented
by the United States National Security Agency held by Certicom (Brown, 2010a).
As a provider of wireless security applications and services for information
protection, Certicom keeps a patent on efficient multiplication over the binary
field in normal representation. Several elliptic curves applied in ECC protocols
can be classified to several standards and field sizes. The National Institute of
Standard and Technology (NIST) (Standard curve database, 2020a), Brainpool,
and Microsoft Nothing Up My Sleeve (NUMS) (Standard curve database, 2020b)
are some ECC standards that are considered secure for cryptographic
applications. In particular, the ECC domain parameters are given in the following:

q Field size

G Base point

b1, bz, be Elliptic curve coefficients of type y* +bxy = x* +b,x* +D,
a, d Elliptic curve coefficients of type ax”+ Yy’ =1+dx’y’

Np Order of base point

X,y Coordinates of x and y for P

1.2 Problem Statement

Point multiplication (PM) is the most vital and expensive operation to implement
ECC (Alkhudhayr et al., 2021). Therefore, enhancing the performance of ECPM
has always been the most important focus in cryptography. The ECPM is defined
as follows:



Definition 1.1. ECPM refers to the operation of computing n-multiple of an

element in a group of elliptic curves. The computational process is expressed as

Q=nP=P+P+---+ P, where n is a positive integer called scalar, while P and Q
n times

are points on the curve.

The conventional method to compute ECPM is the binary method (BM), which is
based on chord and tangent or points addition and doubling. From Definition 1.1,
the PM via BM works as a scalar n is decomposed to a binary number where 2P
denotes DBL, and 2P + P refers to DBLADD process. According to Miller
(1986b), ECPM can be calculated by using division polynomials in polynomial
time. This method also known as elliptic net of rank one. Kanayama et al. (2014)
had adapted this concept to yield the first ENPM on short Weierstrass curve over
prime field to enhance PM. After that, the algorithm was improved by deploying
the temporary variables method (Rao et al., 2019). The first ENPM over binary
field was proposed by Chen et al. (2017). The PM via elliptic net (EN) following
Definition 1.1 but both DBL and DBLADD processes are based on EN. Given
points P and Q, scalar n must be computationally difficult to calculate. Hence,
reducing the number of operations in DBL and DBLADD methods can generate
faster ENPM and consequently efficient ECC. In fact, many studies have looked
into ways to speed up this operation over binary or prime fields (see
AbdulRaheem et al., 2019; Al-Saffar & Said, 2015; Bafandehkar et al., 2016; Rao
et al., 2019).

Several cryptographic curves have been proposed to provide efficient points
addition or doubling, such as Koblitz (Koblitz, 1991), Huff (Orhon & Hisil, 2018),
Holm (Alberto, 2016), and Twisted Edwards curves (Bernstein et al., 2008). As
for ENPM, the non-supersingular Koblitz curve from the elliptic curve of
char(K) =2 and the recent elliptic curve of characteristic char(K) = 2,3 namely

Twisted Edwards curves can be applied to compare these alternative curves.
This is because; the division polynomials of the non-supersingular Koblitz and
the Twisted Edwards curves satisfy the fundamental relations of EN values (Rao,
2016, 2017), and the curves contain change of variables from Weierstrass
(Bernstein & Lange, 2011; Koblitz, 1991; Moloney & McGuire, 2009, 2011). More
details on EN are discussed in Chapter 2 (see Section 2.8.2).

The ECPM can be operated in three levels of computation; scalar, point, and
field arithmetics. All levels of computation were employed in this present study.
At the first level, DBL and DBLADD methods are proposed with equivalent
sequences in EN algorithm over binary and prime fields using eight and seven
blocks, respectively. At the second level, point operations based on DBL and
DBLADD processes in the new ENPM algorithms over binary and prime fields
were enhanced. At the final level, field operations were improved by assessing
the expected running time of the designed ENPM algorithms.



1.3 Research Objectives

The primary objective of this study is to improve the performance of PM using
EN method. Thus, the research objectives are stated as follows:

Non-supersinqular Koblitz curve over binary field

1. To propose DBL and DBLADD algorithms using Karatsuba method for
non-supersingular Koblitz curve over binary field with equivalent

sequences of W (2) =1.

2. To design the ENPM algorithm upon Koblitz curve using the proposed
DBL and DBLADD in order to improve the computational efficiency of
ECC over binary field.

Twisted Edwards curve over prime field

1. To propose DBL and DBLADD algorithms using Karatsuba method for
Twisted Edwards curve over prime field with equivalent sequences of
W (2)=1.

2. To design the ENPM algorithm upon Twisted Edwards curve using the

proposed DBL and DBLADD in order to enhance the computational
efficiency of ECC over prime field.

Essentially, this study attempt to answer the following research questions: (1)
How do DBL and DBLADD via EN method confirm fast PM over binary and prime
fields? and (2) Is the cost of PM via EN independent of the Hamming weight of
scalar?

1.4 Research Contributions
The following lists the significant contributions of this study:

New DBL and DBLADD algorithms via EN over binary field

In the EN method over binary field, the first DBL and DBLADD algorithms were
structured using eight terms block, together with equivalent sequences and the
Karatsuba method. The cost of the proposed method was evaluated based on
the number of DBL and DBLADD, and was later compared with the cost of DBL
and DBLADD in Chen et al. (2017).



New DBL and DBLADD algorithms via EN over prime field

The DBL and DBLADD algorithms with equivalent sequences over prime field
were formulated using the Karatsuba method based on seven blocks of EN. The
second proposed method was evaluated based on the number of DBL and
DBLADD, and was later benchmarked with Kanayama et al. (2014) and Rao et
al. (2019).

New PM algorithm via EN over binary field

A new ENPM algorithm was designed for the non-supersingular Koblitz curve
over binary field using the first proposed method. This algorithm applied the
binary form to represent the scalar, as well as both DBL and DBLADD containing
eight terms with equivalent sequences, along with the explicit formulae of the
Karatsuba method and multiple points on non-supersingular Koblitz curve. Point
operation, field operation, and running time of the proposed algorithms were
evaluated for the new ENPM over binary field. The analysis was benchmarked
for BM Koblitz and EN Chen.

New PM algorithm via EN over prime field

A new ENPM algorithm was constructed for the Twisted Edwards curve over
prime field by using the new DBL and DBLDD formula via EN method. These
algorithms represented the scalar in binary form, while DBL and DBLADD were
used with equivalent sequences that had seven terms of EN block, explicit
formulae of Karatsuba method, and multiple points on the Twisted Edwards
curve. The designed algorithm over prime field was analysed based on field
operation and running time. After that, the analysis was benchmarked with BM
Twisted and EN Kanayama.

1.5 Scope and Thesis Organisation

The research scope and thesis organisation are stated in the following sections:

1.5.1 Scope of this Study

This study had focused on the ENPMs upon Koblitz curves over binary field and
Twisted Edwards curves over prime field in the affine coordinate system. To
implement the computation over binary field, three bases can be considered,
namely polynomial, subfield, and normal bases. However, only polynomial base
had been included for the computation of ENPM in this study. The ENPM
algorithm over binary and prime fields had been computed by using properties
of non-linear recurrence relations, while the experimental calculations were
conducted in Python language using Sagemath via Intel Core i-7 8565 CPU 1.80
Ghz, 8 GB memory, and 64-bit operating system. In the computational analysis,
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only secure non-supersingular Koblitz curves over binary field namely sec283k1,
sec409k1, and sec571k1 curves (Barker, 2020) and secure Twisted Edwards
curve over prime field namely nums384t1 and nums512t1 (Bos et al., 2016) are
utilised. Some Sagemath references used in this study were Dulhare and Ahmad
(2019), Finch (2011), and Zimmerman et al. (2018).

1.5.2 Thesis Organisation

The organisation of this thesis is stated in the following:

Chapter 1 begins with the introduction of this study and is followed by the
overview, problem statement, research objectives, research contributions, and
research scope.

Chapter 2 presents the group structure and finite fields. A comprehensive review
of short Weierstrass, Koblitz, and Twisted Edwards curves are included. The
review further looked into the division polynomial properties of the curves,
multiple points, addition and doubling properties, as well as their affine
coordinate systems. The review continues to describe PM via BM and EN.

Chapter 3 outlines the three phases of the research methodology which are
problem identification, design, and implementation, and lastly the phase analysis
and results. This chapter also explains computational analyses methods and the
running environments that will be used during implementations.

Chapter 4 proposes new DBL and DBLADD using the Karatsuba method via
eight blocks of EN over binary field. The explicit formulae of ENPM based on the
non-supersingular Koblitz curve is introduced. An experimental calculation of
ENPM using Koblitz’s division polynomials in the polynomial base is depicted.
Then, a new ENPM over binary field using proposed DBL and DBLADD is
designed.

Chapter 5 highlights the new DBL and DBLADD using seven blocks of EN for
Twisted Edwards curve over prime field. The explicit formulae of ENPM over
prime field with equivalent sequences was obtained. The experimental
calculation was provided starting from the EN initial values using Twisted
Edwards division polynomial until the block centred at n-multiple points. Then, a
new ENPM algorithm based on the Twisted Edwards curve over prime field is
designed.

Chapter 6 presents the cost analysis of DBL and DBLADD, the costs of point
and field operations, as well as the expected running time of the proposed ENPM
algorithms over binary field. Additionally, the proposed ENPM algorithm was

7



compared with BM and ENPM algorithm over binary field reported in the
literature.

Chapter 7 outlines the computational analysis of DBL and DBLADD costs, point
and field operations, as well as the timing of the proposed ENPM algorithm over
prime field. The proposed ENPM algorithm over prime field was benchmarked
with BM and ENPM algorithm reported in the literature.

Finally, Chapter 8 concludes this study and lists several suggestions for future
research endeavour.
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