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Blockchain technology offered a technical aspect that ultimately transforms the existing 

personal health record (PHR) systems into decentralised networks to decrease the 

possibility of a single point of security failure. However, such technology possesses some 

drawbacks, such as issues in privacy and storage capacity. By contrast, storing vast 

medical data significantly affects the repository storage of blockchain. This study bridges 

the gap between PHRs and blockchain by offloading the vast medical data into the 

InterPlanetary File System (IPFS) storage and establishing an enforced cryptographic 

authorisation and access control scheme searching on outsourced encrypted medical data. 

In the literature, the most promising solution technique to provide such a search on 

encrypted outsourced data is the searchable encryption schemes. Consequently, the 

advantages over the other searchable encryption scheme in the construction of secure, 

searchable fine-grained access control for outsourced encrypted data. However, the 

existing CP-ABSE schemes still ciphertext-policy attribute-based searchable encryption 

CP-ABSE has significant suffered from several issues. First, the key escrow in the trusted 

private key generator (PKG). Second, expensive computational operations in its data 

outsource and retrieval aspects. Third, secure conjunctive keyword search mechanisms. 

Fourth, support on-demand users and attribute revocation for dynamic policy updates. 

These concerns have not been addressed in the decentralised storage repository (IPFS) 

to exchange personal health records over the blockchain environment. This thesis aims 

to ensure patient data security by proposing a new two-fold fine-grained search access 

control policy for outsourcing encrypted medical data in normal and revocable situations. 

 

This thesis proposed a new provable lightweight cryptographic concept named 

blockchain-based attribute-based searchable encryption BC-ABSE by extending 

ciphertext-policy attribute-based encryption (CP-ABE) and searchable symmetric 

encryption (SSE) and by leveraging the technology of smart contracts to achieve an 

effective and secure searchable access control scheme. The (BC-ABSE) cryptographic 
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concept is capable of achieving the following vital aspects: (1) Efficient and secure 

multikeyword searchable fine-grained access control of data over IPFS (2) 

Confidentiality of data by eliminating a trusted private key generator (PKG). Based on 

the decisional bilinear Diffie Hellman (DBDH) hardness assumptions and the discrete 

logarithm (DL) problems, the rigorous security analysis shows that the proposed scheme 

is secure against the chosen-keyword attack (SCKA) and keyword secrecy in the standard 

model. Besides, the user collusion attacks are prevented, and the tamper-proof resistance 

of data is ensured. Furthermore, security validation is verified by simulating a formal 

verification scenario using Automated Validation of Internet Security Protocols and 

Applications (AVISPA), thereby unveiling that BC-ABSE is resistant to man-in-the-

middle (MIM) and replay attacks. The experimental analysis utilised real-world datasets 

to demonstrate the efficiency and utility of BC-ABSE in terms of computation overhead, 

storage cost, and communication overhead. The proposed scheme is also designed and 

developed to evaluate throughput and latency transactions using a standard benchmark 

tool known as Caliper. Lastly, simulation results show that BC-ABSE has high 

throughput and low latency, with an ultimate increase in network life compared with 

traditional healthcare systems 

 

This thesis also proposed new efficient and secure user revocation and attributes policy 

update mechanism throughout BC-ABSE in the case of users revoking or upgrading their 

attributes in the system. Therefore, proxy re-encryption and lazy revocation are modelled 

on smart contracts to effectively revoke the attribute without needing an authentication 

centre and any additional communications between any authority. The security analysis 

shows that the indirect revocation model in BC-ABSE is able to prevent forward and 

backward attacks. The asymptotic complexity comparison and implementation results 

indicate that the proposed scheme can balance the security goals with practical 

computation efficiency. The proposed revocation mechanism simulation results on the 

blockchain network have high transaction throughput and guarantee reasonable 

transaction latency compared to the existing conventional revocation mechanism. 
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Teknologi blockchain menawarkan aspek teknikal yang akhirnya mengubah sistem 

rekod kesihatan peribadi (PHR) sedia ada kepada rangkaian terdesentralisasi untuk 

mengurangkan kemungkinan satu titik kegagalan keselamatan. Walau bagaimanapun, 

teknologi sedemikian mempunyai beberapa kelemahan, seperti isu dalam privasi dan 

kapasiti storan. Sebaliknya, menyimpan data perubatan yang luas sangat mempengaruhi 

penyimpanan repositori blockchain. Kajian ini merapatkan jurang antara PHR dan 

teknologi blockchain dengan memunggah data perubatan yang luas ke dalam storan 

Sistem Fail InterPlanetary (IPFS) dan mewujudkan kebenaran kriptografi yang 

dikuatkuasakan dan skim kawalan akses mencari pada data perubatan disulitkan luar. 

Dalam literatur, teknik penyelesaian yang paling menjanjikan untuk menyediakan carian 

sedemikian pada data penyumberan luar yang disulitkan ialah skim penyulitan yang 

boleh dicari. Akibatnya, penyulitan boleh carian berasaskan atribut teks-sifir CP-ABSE 

mempunyai kelebihan yang ketara berbanding skim penyulitan boleh carian lain dalam 

pembinaan kawalan capaian berbutir halus yang selamat dan boleh dicari untuk data 

disulitkan luar. Walau bagaimanapun, skim CP-ABSE sedia ada masih mengalami 

beberapa isu. Pertama, eskrow kunci dalam penjana kunci persendirian yang dipercayai 

(PKG). Kedua, operasi pengiraan yang mahal dalam aspek sumber luar dan pengambilan 

datanya. Ketiga, mekanisme carian kata kunci konjungtif yang selamat. Keempat, 

menyokong pengguna atas permintaan dan pembatalan atribut untuk kemas kini dasar 

dinamik. Kebimbangan ini belum ditangani dalam repositori storan terdesentralisasi 

(IPFS) untuk menukar rekod kesihatan peribadi melalui persekitaran blockchain. Tesis 

ini bertujuan untuk memastikan keselamatan data pesakit dengan mencadangkan dasar 

kawalan capaian carian terperinci dua kali ganda baharu untuk penyumberan luar data 

perubatan yang disulitkan dalam situasi biasa dan boleh dibatalkan. 

 

Tesis ini mencadangkan konsep kriptografi ringan yang boleh dibuktikan baharu yang 

dinamakan penyulitan boleh carian berasaskan atribut berasaskan blokchain BC-ABSE 

dengan memperluaskan penyulitan berasaskan atribut dasar teks sifir (CP-ABE) dan 
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penyulitan simetri boleh carian (SSE) dan dengan memanfaatkan teknologi kontrak 

pintar. untuk mencapai skim kawalan capaian boleh carian yang berkesan dan selamat. 

Konsep kriptografi (BC-ABSE) mampu mencapai aspek penting berikut: (1) Kawalan 

capaian berbutir halus berbilang kata yang cekap dan selamat bagi data melalui IPFS (2) 

Kerahsiaan data dengan menghapuskan penjana kunci persendirian (PKG) yang 

dipercayai . Berdasarkan andaian kekerasan bilinear Diffie Hellman (DBDH) keputusan 

dan masalah logaritma diskret (DL), analisis keselamatan yang ketat menunjukkan 

bahawa skim yang dicadangkan selamat terhadap serangan kata kunci terpilih (SCKA) 

dan kerahsiaan kata kunci dalam model standard. Selain itu, serangan pakatan sulit 

pengguna dihalang, dan rintangan kalis gangguan data dipastikan. Tambahan pula, 

pengesahan keselamatan disahkan dengan mensimulasikan senario pengesahan rasmi 

menggunakan Pengesahan Automatik Protokol dan Aplikasi Keselamatan Internet 

(AVISPA), sekali gus mendedahkan bahawa BC-ABSE tahan terhadap serangan man-

in-the-middle (MIM) dan main semula. Analisis percubaan menggunakan set data dunia 

sebenar untuk menunjukkan kecekapan dan utiliti BC-ABSE dari segi overhed 

pengiraan, kos penyimpanan dan overhed komunikasi. Skim yang dicadangkan juga 

direka bentuk dan dibangunkan untuk menilai transaksi daya pengeluaran dan 

kependaman menggunakan alat penanda aras standard yang dikenali sebagai Caliper. 

Akhir sekali, hasil simulasi menunjukkan bahawa BC-ABSE mempunyai daya 

pemprosesan yang tinggi dan kependaman rendah, dengan peningkatan muktamad dalam 

hayat rangkaian berbanding dengan sistem penjagaan kesihatan tradisional 

 

Tesis ini juga mencadangkan mekanisme pengemaskinian dasar dan dasar 

pengemaskinian dasar pengguna yang cekap dan selamat di seluruh BC-ABSE sekiranya 

pengguna membatalkan atau menaik taraf atribut mereka dalam sistem. Oleh itu, 

penyulitan semula proksi dan pembatalan malas dimodelkan pada kontrak pintar untuk 

membatalkan atribut dengan berkesan tanpa memerlukan pusat pengesahan dan sebarang 

komunikasi tambahan antara mana-mana pihak berkuasa. Analisis keselamatan 

menunjukkan bahawa model pembatalan tidak langsung dalam BC-ABSE mampu 

mencegah serangan ke hadapan dan ke belakang. Perbandingan kerumitan asimptotik 

dan hasil pelaksanaan menunjukkan bahawa skim yang dicadangkan boleh mengimbangi 

matlamat keselamatan dengan kecekapan pengiraan praktikal. Keputusan simulasi 

mekanisme pembatalan yang dicadangkan pada rangkaian blockchain mempunyai daya 

pemprosesan transaksi yang tinggi dan menjamin kependaman transaksi yang 

munasabah berbanding dengan mekanisme pembatalan konvensional sedia ada 
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    CHAPTER 1 

1 INTRODUCTION 

The potential of blockchain technology provides a tremendous advantage to transform 

the current infrastructure systems into decentralised networks due to its unique concepts 

such as immutability, cryptography, consistency, consensus protocols, and smart 

contracts. This thesis focused on the Ethereum blockchain platform to develop a secure 

access control scheme for sharing personal health records. Ethereum blockchain is 

considered an unpermissioned ledger when nodes interconnected to the network are 

accessible to anyone via the Internet. Accordingly, any network member can validate a 

transaction and participate in the approval process through the consensus algorithm, such 

as proof of work or proof of authority. A blockchain is primarily designed to securely 

eliminate centralised authority in a digital asset scenario exchange. A block of chains is 

established in P2P transactions to ensure decentralisation. Each transaction is linked to 

the previous transaction through the cryptographic hash Merkle tree as a block of the 

chains prior to being entered into the immutable database of the system. Therefore, the 

blockchain transaction ledger is compatible and synchronisation with every node in the 

network. Anyone with a computer and Internet connection will be allowed to register as 

a node and be offered a complete blockchain record. The repetition of synchronised 

public blockchains with each node in the network makes the system completely secure. 

In recent years, the combination of Ethereum blockchain with PHR together has emerged 

as a preferable platform for developing trustworthy distributed medical applications.  

This new unique computing paradigm raises new challenges in terms of security and 

privacy. These concerns arise from the lack of a secure access control system to avoid 

data interference with confidential data to the general public on blockchain networks. 

However, the large scale distributed nature of medical databases requires limited 

computational and storage capabilities. The traditional access control schemes are not 

immediately applicable due to the unique paradigm and properties of the PHR-based 

blockchain. 

The sharing of personal health records (PHRs) is vital for diagnosis and disease care to 

facilitate patients' treatment by various medical professionals. PHR systems have become 

the standard technology that handles the proliferation of generated medical records whilst 

maintaining the required quality of services. Furthermore, potential blockchain 

technology enablers, such as decentralised networks, transactions, consensus 

mechanisms and smart contracts, can improve security and integrity. However, issues 

that concern private blockchain such as Ethereum is related to privacy and storage 

capacity. The development of PHR applications on the Ethereum blockchain network 

may enable anyone to access transaction data due to the blockchain's transparent feature. 

This feature has raised privacy concerns regarding HIPAA requirements and the ability 

of patients to participate in the publication of their personal information in the Ethereum 

blockchain network. By contrast, Ethereum blockchain requires considerable storage to 

record whole transactions in the network; such requirement can be a problem for 

restrictive nodes that send data to the network. Ethereum Blockchain can ensure that the 

stored and shared PHRs are not manipulated, unforgeable and verifiable but can 

effectively suffer from storage requirements of large-scale distributed data. Recent 
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findings tend to resolve the above issues by storing medical databases on offline storage, 

such as cloud servers, and by setting up an access control scheme to prevent unauthorised 

users from manipulating data through leveraging the attribute-based cryptosystem 

reproxy encryption and smart contracts to control the users' privilege. At the same time, 

other researchers have attempted to offload the actual large-scale distributed data into the 

InterPlanetary File System (IPFS) storage without setting up any enforced cryptographic 

access control. Consequently, the outsourcing of databases on IPFS decentralised storage 

eliminates the unreliable storage of third parties. Nevertheless, IPFS has a noticeable 

security flow that anyone with the hash of the file stored therein can easily retrieve it due 

to IPFS native workflow. In conclusion, the health data generated by patients are not well 

suitable for being stored in IPFS unless data are encrypted individually prior to 

outsourcing to the IPFS. Therefore, providing security and privacy to PHR systems with 

fine-grained access control is essential to support a technique that searches for encrypted 

data on the IPFS storage.  

 

In this chapter, Sections 1.1 presents the background. The research motivation presents 

in section 1.2. The research problem, research questions, research objectives, research 

scope and the contributions of this thesis are introduced in Sections 1.3, 1.5, 1.5, 1.6 and 

1.7, respectively. The outline of the thesis organisation is presented in Section 1.8. 

 

1.1 Background  

 

Health care is a vital area of information technology (IT) because this sector has 

substantially evolved through personal health records (PHR), remote patient monitoring 

(RPM), and population health management tools. The medical data generated from these 

sources are vast and cumbersome, thereby leading to problems with the quality of 

medical data, such as complicated analysis, diagnosis, and prediction, and data 

confidentiality risk due to the increasing number of cybercrime cases (Schwartz et al., 

2012). The personal health records system (PHR) has proven its importance to patients 

because of the valuable asset recorded in consonance with their point of view. Although 

sharing patient information amongst various healthcare providers through the system 

may boost diagnostic accuracy, the health information repository may become a single 

point of security failure. It may be targeted by attackers resulting in ransomware attacks 

or denial of services (Rezaeibagha et al., 2015). Therefore, data security is an important 

component of healthcare applications and plays a crucial role in protecting sensitive data. 

Healthcare data include patient details, which should not be disclosed to any untrusted 

third-party because of safety issues and information misuse. This type of data comprises 

a list of patient information in medical repositories gathered from the beginning of patient 

illness to recovery. Such data also include a series of time-bound information recorded 

by hospitals (see Figure 1.1). However, healthcare data or clinical information are spread 

amongst different medical repositories. Consequently, this feature may lead to the 

disclosure of patients' data. It may not fulfil the legal requirements of the Health 

Insurance Portability and Accountability Act of 1996 (HIPAA) (Abouelmehdi et al., 

2018). However, sharing and accessing medical records in the PHR system is extremely 

significant for receiving intelligent and advanced medical services (Alonso et al., 2019).  
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Figure 1.1 : Personal health record cycle (Bennett, 2018) 

 

Emerging technological breakthroughs in blockchain and smart contracts are expected to 

provide promising solutions to secure patient data despite being shared and accessed 

through multiple healthcare providers. The concepts of shared health information 

exchange (HIE) rely on blockchain technology is to remove restrictions that separate 

independent healthcare providers and make personal health records universal and 

shareable. The integration of the blockchain technology into the application of personal 

health records (PHRs) application content of three layers, as shown in Figure 1.2.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.2: General architecture of blockchain in sharing of personal health 

(Bennett, 2018) 
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The patient users' layer is a group of patients connected to the sensors to monitor their 

health conditions for diagnostic purposes, such as surgery, hospital visits, and monitoring 

of elderly patients at home.  The blockchain network layer is responsible for storing, 

sharing, updating the healthcare players' entities.  The medical users are a group of health 

professionals, such as physicians, hospitals, health insurance, medical organisations, who 

seek better and more accessible treatment for patients using the blockchain network. This 

integration provides meaningful contributions to human health and wellbeing. Evidently, 

smart contracts can approve multiple signatures amongst patients and healthcare 

providers, thereby allowing only authorised users or devices to access or attach recorded 

data in the system. This feature ensures that patients can verify the authenticity of the 

data recorded in the system whilst maintaining the anonymity of their real identity. Smart 

contracts also enable interoperability through collaborative version control to maintain 

record consistency. Additionally, smart contracts can provide researchers with access to 

personal health information (PHI) and enable automatic micropayments to benefit 

patients and healthcare providers involved in the blockchain network. However, issues 

that concern blockchain or smart contract are related to security, privacy and storage 

capacity (Feng et al., 2018; X. Li et al., 2017; Yli-Huumo et al., 2016). The development 

of personal health records (PHR) applications on the blockchain network may enable 

anyone to access transaction data due to the blockchain's transparent feature. This feature 

has raised privacy concerns regarding HIPAA requirements and the ability of patients' 

participation to publish their personal information in the public blockchain network 

(Bennett, 2018). On the other side, the blockchain requires significant storage to record 

whole transactions in the network, which can be a problem for restrictive nodes that send 

data to the network. Blockchain can ensure that the stored and shared personal health 

records are not manipulated, unforgeable, and verifiable but can effectively suffer from 

large-scale distributed data storage requirements (Rouhani, 2019; Sun et al., 2018).  

 

A significant detail to be considered is to examine the advantages and disadvantages of 

using blockchain technology for PHR against a range of perspectives, such as security, 

privacy, and storage capacity. The latest findings tend to resolve the issues mentioned 

above by storing the medical databases on offline storage such as cloud server and setting 

up an access control scheme to preventing unauthorised users from manipulating data by 

leveraging the attributes-based cryptosystem (Iqbal et al., 2019; Pournaghi et al., 

2020),re-proxy encryption (Hylock & Zeng 2019; Thwin & Vasupongayya 2019) and 

smart contracts (Khatoon, 2020; Hui Li et al., 2018; Xia et al., 2017; Yongbin Zhang et 

al., 2019) to control the users' privilege. At the same time, other researchers attempt to 

offload the actual large-scale distributed data into the InterPlanetary File System (IPFS) 

storage without setup any enforced cryptographic access control (Naz et al., 2019; 

Steichen et al., 2018). Meanwhile, the idea beyond the outsourced blockchain database 

on cloud storage addresses the scalability problem. However, it decreases the extent of 

protection of blockchain toward a single point of security failure.  

 

Cryptographic primitives' methods are considered to be the appropriate solution for the 

confidentiality of data. However, traditional cryptographic primitives' methods, such as 

symmetric-key encryption and public-key encryption, are unable to maintain effective 

access control over encrypted data. The ciphertext-policy attribute-based searchable 

encryption (CP-ABSE) has significant advantages over the other encryption scheme in 

constructing secure, searchable fine-grained access control for outsourced encrypted 
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data. The CP-ABSE is a suitable scheme for storing medical data in the IPFS node by 

enabling fine-grained access control in an encrypted electronic format to control user 

privilege and support one-to-many scenarios. This scheme is capable of supporting 

expressive access policies by determining any access structures. This scheme also 

provides a high data flexibility level because the data consumers' secret keys can be 

generated at once and can be used to decrypt all the reverent ciphertext. 

 

1.2 Motivation  

 

The emergence of PHR sharing systems using cloud technology can provide patients 

with a complete and accurate online personal medical history, which can benefit patients, 

research institutions, pharmaceutical companies, and the entire healthcare system. Under 

these circumstances, the patient's PHRs are often outsourced to a third party, such as the 

cloud service provider, to achieve resource sharing and reduce the data centre's 

maintenance costs. This situation leads to security issues on how to ensure the security, 

privacy and searchability of PHRs. To overcome this problem, some researchers are 

attempting to combine searchable symmetric encryption and ciphertext-policy attribute-

based encryption. However, this hybrid encryption scheme requires centralised key 

management in a cloud server, leading to a single point of security failure because the 

cloud platform may not be credible due to employee corruption or a threat to the 

authorisation centre. Fortunately, the use of blockchain technology and smart contracts 

can easily and securely manage key management and distribution. The concept of 

creating a permanent and decentralised way to store and share files on IPFS can be 

perfectly aligned with the blockchain for the provision of a decentralisation 

infrastructure. Additional blockchain features, such as unforgeable and tamper-proofing 

of stored data, are also an advantage.  

 

1.3 Research Problems  

 

The traditional (CP-ABSE) encryption schemes require a key generation centre (KGC) 

acting as a third-party authority to initialise and distribute a secret key to users. The PKG 

may cause serious issues with user data ownership, such as key misuse and data leakage. 

The data ownership cannot control their data due to PKG's ability to decrypt all 

outsourced data stored on the server. Meanwhile, the current (CP-ABSE) scheme has 

been suffered by expensive computational operations in its data outsourcing and retrieval 

aspects. While the current SSE schemes require crucial and costly key distribution and 

cannot support one-to-many encryption. SSE schemes use a single keyword to check all 

encrypted files and compare these files to the searched keyword to see whether the 

keyword is present in the scanned files. However, it is inefficient, particularly when the 

data size is massive, and it is only secure against a chosen-plaintext attack (CPA). SSE 

is an inefficient performance by high computational complexity that burdens user 

experience due to expensive pairing operations , (Alderman, Martin, & Renwick, 2017; 

Emura, Ito, & Ohigashi, 2020; C. Liu, Zhu, & Chen, 2017). SSE is impractical since data 

is often updated, even when stored on a remote server. The server cannot update the 

encrypted data without decrypting it. When the consumer who searches through the data 

is also the one who produces it, this configuration is insufficient. Nevertheless, it lacks 
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functionality since it can only be used with a single user scenario. Furthermore, the access 

patterns are leaked by the majority of SSE schemes , (Sheng Cao, Zhang, Liu, Zhang, & 

Neri, 2019; L. Chen, Lee, Chang, Choo, & Zhang, 2019; Yi Chen, Ding, Xu, Zheng, & 

Yang, 2018). 

 

The personal health records (PHRs) system based on the cloud server is unreliable. This 

is due to the weakness of centralised systems. It is incapable of protecting both the 

confidentiality and integrity of users' sensitive information in uploading and sharing 

patient data among multiple health providers (Jin et al., 2019). In recent years, the 

blockchain technology has considerable attention in many industrial and academia 

aspects. In the healthcare industry, the blockchain has played a significant role in 

transforming the network infrastructure into a stable, auditable, and decentralised 

environment (Abu-elezz et al., 2020; Hasselgren et al., 2020). However, there are some 

technical barriers facing blockchains platforms, such as restricted storage and privacy 

concerns (de Haro-Olmo et al., 2020; Sharma et al., 2020). In the literature, the most 

promising solution to the above problems is to set up an access control scheme based on 

ciphertext-policy attribute-based searchable encryption (CP-ABSE) to outsource the 

medical data on the offline server storage such as cloud computing, or IFPS. The 

concepts of outsourced storage of the blockchain database on honest-but-curious third-

party storage, such as cloud servers, are considered a double-edged sword technique that 

resolves the scalability storage issue but reduces the level of security of blockchain 

against fully decentralised infrastructure. At the same time, the IPFS decentralised 

storage is required the medical data to be encrypted individually prior to outsourcing 

therein. On the other side, the ciphertext-policy attribute-based searchable encryption 

(CP-ABSE) cryptographic primitive is an effective and appealing technique to provide a 

strict access policy for outsourced encrypted data. The CP-ABSE scheme permits the 

data owner to set attributes for their data. Search control policies can encrypt it prior to 

outsourced encrypted data to the server. Despite the notable significance of the existing 

CP-ABSE schemes, limitations are still observed in maintaining the desired security 

resistance, expensive computational operations, and capabilities to support users' 

revocation. Specifically, this thesis considered the above issues towards integration with 

blockchain and personal health records (PHR) system together over IPFS decentralised 

storage by addressing the following drawbacks: 

 

• The first challenge of the current CP-ABSE that impedes its usability in certain 

practical applications, such as personal health records (PHRs), is the central 

authority (CA) known as the key generation centre (KGC). This centre is 

responsible for generating private keys for users by adding KGC master secret 

keys to the corresponding users' attribute set. The downside of KGC is a key 

escrow problem in which the curious KGC has the ability to decrypt the 

ciphertext stored in the server (Yang Chen, Wen, Li, Zhang, & Jin, 2018; Hur, 

Koo, Hwang, & Kang, 2013; Lin, Hong, & Sun, 2017; Sultan, Barbhuiya, & 

Sarma, 2017). This process violates users' privacy and degrades the security 

level of outsourcing encrypted over IPFS storage and may not fulfil the data 

owners' right for their sensitive PHRs to be decrypted by only authorised entities 

with specified attributes. The single-keyword search in CP-ABSE is a trivial 

procedure by performing each keyword separately resulted in inefficient queries 

and leaked some information to the server. While the multi-keywords keyword 

search allows a user to obtain encrypted data over the sever by attached several 
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keywords during one single query. Moreover, the design of a secure multi-

keywords searchable mechanism without compromising the security resistance 

against chosen keyword attack, and keyword secrecy, in the standard model 

under the decisional bilinear Diffie Hellman (DBDH) hardness assumption 

remains to be challenged task (Bösch, Hartel, Jonker, & Peter, 2014; R. Zhang, 

Xue, & Liu, 2018; Zhou, Li, Tian, An, & Wang, 2020).  

 

• The second challenge faced by CP-ABSE is an inefficient performance by high 

computational complexity that burdens user experience in key generation, token 

generation, data outsourcing, and data retrieval due to expensive pairing 

operations (Belguith, Kaaniche, & Hammoudeh, 2019; Pirretti, Traynor, 

Mcdaniel, & Waters, 2010; Yinghui Zhang et al., 2020; Q. Zheng, Xu, & 

Ateniese, 2014). The vast number of pairing operations employed in CP-ABSE 

is the main cause of its low-performance efficiency. This high computation can 

be a bottleneck for the users to upload and share medical data over an IPFS 

storage in a blockchain environment. 

 

• The third challenge is revocation mechanism for CP-ABSE schemes that 

delegate honest-but-curious third-party servers such as a proxy server to 

conduct the revocation and attribute revocation for the re-encrypted ciphertext 

and re-generate a new secret key respectively. However, the reliance on 

untrusted servers to perform this update is a drawback of these schemes (Al-

Dahhan et al., 2019; Edemacu et al., 2019; P, P, & P.J.A., 2018). This process 

violates the privacy of the medical data stored in IPFS because the proxy server 

is capable of exposing the sensitive information of users (J. Sun et al., 2020). 

Moreover, the security issues that hinder the existing revocation are forward 

and backward attacks. In the case of a forward attack, the users who have been 

revoked from the system should not be able to access the subsequent ciphertext 

stored in the IPFS storage over blockchain environment by using their old 

version of the secret key. In the case of backward attacks, the newly joined user 

into the system should access the previously stored ciphertext in IPFS storage 

over blockchain environment if and only if the new user attribute set has been 

satisfied with the access policy embedded into ciphertext. 

 

1.4 Research Questions 

 

This thesis proposes an enhancement to the security of the ciphertext-policy attribute-

based encryption with a keyword search by redesigning the scheme to be support user 

access control for sharing personal health records over the blockchain. As a result, the 

thesis' main outcomes can be concluded as the following formulation research questions 

 

(1). How to design secure ciphertext-policy attribute-based encryption with 

keyword search scheme to support a multi-keyword searchable fine-grained access 

control for sharing personal health records in blockchain over IPFS? 

 

(2). How to ensure the proposed scheme achieves a higher level of security with less 

computational complexity costs than other existing state-of-the-art schemes? 
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(3). How to design a secure user revocation and attributes revocation without 

compromising users' privacy and reducing the computation costs? 

 

1.5 Research Objectives  

 

This research generally aims to design a new two-fold secure multikeywords searchable 

access control mechanism based on the attribute-based encryption schemes in normal 

and revocable situations over blockchain-based personal health records (PHR) system. 

This enables the patient users to store and share their medical records in a decentralised 

storage repository (IPFS) while preventing unauthorised users from disclosing medical 

data. In details, this can be described throughout the following objective: 

 
1) To propose a new provable secure cryptographic primitive named blockchain 

attribute-based searchable encryption (BC-ABSE) by extending ciphertext-policy 

attribute-based encryption (CP-ABE) and searchable symmetric encryption (SSE) 

and by leveraging the technology of smart contracts for designing secure access 

control scheme for sharing personal health records over decentralised IPFS storage. 

 

2) To propose a new mechanism that minimises the high pairing complexity to 

reduce the user's computation burden in key generation, data outsourcing, token 

generation, and data retrieval in CP-ABSE schemes. 

 

3) To propose a secure user and attributes revocations mechanism throughout BC-

ABSE by leveraging re-encryption and lazy revocation technique without relying on 

the proxy server. 

 

1.6 Research Scope  

 

This thesis mainly concentrates on the access and store of medical data in IPFS 

decentralised storage over the blockchain environment under the scenario of personal 

health records systems to ensure security and privacy.  The main concern of this research 

is the most promising solution to develop an access control scheme based on ciphertext-

policy attribute-based searchable encryption (CP-ABSE) where enhancements are made 

by proposing a new lightweight cryptographic primitive. The newly proposed 

cryptographic primitive BC-ABSE enables the patient-user to outsource the encrypted 

medical data on the storage of IFPS under a defined set of attributes by formulating 

search control policies. Moreover, only the data user consumer who attributes satisfy the 

access policy can decrypt the medial data. Figure 1.3 conceives an evident and 

comprehensive description of the research scope. Besides, the proposed scheme revisited 

and resolved the issues associated with conventional approaches CP-ABSE in the design 

of an efficient and secure, multikeyword searchable fine-grained access control, and 

realised on-demand user attribute revocation, and policy update. 
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Figure 1.3 : Thesis research scope  

 

This thesis proposed a new lightweight cryptographic concept called blockchain 

attribute-based searchable encryption BC-ABSE through combining CP-ABE, SSE, 

smart contract, and IPFS storage. The proposed scheme BC-ABSE eliminates the need 

for a key generation centre (KGC) from the system by allowing the data owner to 

distribute secret keys to data users in order to control their outsourced encrypted data 

stored in IPFS, which would be more effective than the traditional CP-ABSE schemes. 

At the same time, the smart contract in the blockchain is being used to maintain the secret 
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key of users, and the problem of key management in the traditional CP-ABE schemes 

has been resolved. The proposed scheme (BC-ABSE) has supported the user's revocation 

using proxy re-encryption technique in the decentralised blockchain environment over 

IPFS that does not require a central authority. This scheme also addressed the burden of 

computation complexity users by requiring less communication and computation costs 

due to the use of few pairing operations. This new BC-ABSE scheme solves the current 

problems of developing personal health records (PHR) application based on blockchain 

technology by designing new two-fold a secure and efficient authorisation and access 

control mechanism for normal and revocable situations to allow patients to store and 

share their medical record in a decentralised storage repository (IPFS) while preventing 

unauthorised users from disclosing medical data.  

 

1.7 Research Contributions 

 

The significant contribution of this research is an improvement towards the CP-ABSE to 

strengthen its capabilities in aspects of security and efficiency. It also expands its 

functionality of supporting multi keyword searchable mechanisms and user revocation 

to be more suitable cryptographic primitives for blockchain-based personal health 

records (PHR) systems over IPFS decentralised storage. Therefore, this thesis has been 

proposed a new cryptographic concept named Blockchain Attribute-based searchable 

Encryption (BC-ABSE) to support regular and revocable user's access control. The main 

contributions of the thesis are as subsequent: 

 

• Scheme BC-ABSE removed central authority (CA) by achieves high privacy 

protection of users to generate a secret key. This study addresses the drawbacks 

of all single authority systems and some multi-authority schemes in aspects of 

single points of security failure. In addition, there is no such entity that has 

complete control over all data in scheme. This respective solution resolves the 

shortcomings of the most relevant schemes of ABE works by enhancing the 

degree of data privacy. The proposed scheme BC-ABSE supports secure 

multikeyword searchable fine-grained access control to remedy the trivial 

current method to handle a wide range of searchable attributes on outsourced 

encrypted data medical data over IPFS decentralised storage. The proposed 

scheme BC-ABSE is proven to be secure against chosen-keyword attack 

(SCKA), and keyword secrecy (KS) under the hardness assumptions of DBDH 

and DL problems, respectively, in the standard model. In addition, the semantic 

security proof indicted that the user collusion attacks are prevented, and the 

tamper-proof resistance of data is ensured. Moreover, the formal security 

verification method using the Automated Validation of Internet Security 

Protocols and Applications (AVISPA) tool verifies that the reinforced security 

validation of the proposed scheme withstands replay and MITM attacks. 

 

• The lightweight key generation algorithm is proposed in the BC-ABSE scheme 

in comparison with other existing schemes due to reducing the number of 

pairing operations in which it is a more constant secret key.  A lightweight 

encryption algorithm was proposed in data outsourcing by implementing 

symmetric key encryption (AES) to turn into constant ciphertext. In aspects of 

the data retrieving, a lightweight token generation algorithm was proposed by 
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shifting almost all of the pairing operations' computational complexity 

processes to the search part of the IPFS storage entity. Generally, the encryption 

and decryption of the medical data do not depend on the number of attributes in 

the access control policies. 

 

• The mechanism in BC-ABSE allows on-demand user/attribute revocation due 

to use the lazy re-encryption algorithm without relying upon the proxy server. 
The proposed scheme uses the re-key generation algorithm to allow a data 

owner to use a re-encryption key to convert encryption under one key into 

encryption under the other key of the same message. Also, when only necessary, 

the lazy re-encryption was used to update medical data stored on IPFS. The 

proposed scheme of user revocation and attribute policy update in terms of re-

key secret key generation has a lower computation complexity than relevant 

schemes due to fewer pairing operations and only one exponential operation of 

element group required. In comparison, the proposed scheme for updating 

stored medical data in decentralised storage IPFS of re-encryption only requires 

updating the symmetric key encryption (SKE) and keywords file index with a 

new access policy for the number of leaf nodes used. The proposed scheme of 

user revocation and attribute policy in BC-ABSE insured the forward and 

backward secrecy. In addition, the semantic security proof indicted that the user 

collusion attacks are prevented, and the tamper-proof resistance of data is 

ensured.  

 

1.8 Thesis Organisation  

 

This rest outline thesis is organised as follows:  

 

Chapter 2- presents the literature review. It started with a brief introduction to 

blockchain technology by determining the main components within its innovation 

characteristic. A general evaluation framework has been discussed to determine the use 

of blockchain in the personal health records system. Besides, potentials and its challenges 

of attribute-based searchable encryption in blockchain-based personal health records 

have been thoroughly discussed. The related works of designed issues in the security, 

efficiency, expand its functionality of supporting searchable mechanism, and user 

revocation are discussed and analysed accordingly 

.  

Chapter 3 - provides a brief explanation of the research methodology adopted in this 

research.  The requirement analysis for this research is discussed, and the design smart 

contract attribute-based searchable encryption BC-ABSE. The implementation stages are 

shown in detail and experimental evaluation in terms of security and efficiency and 

analysis of the proposed scheme are also highlighted. 

 

Chapter 4 - proposed a searchable encryption scheme for blockchain, namely smart 

contract Attribute-based Searchable Encryption BC-ABSE, to develop an access control 

for shared personal health records over decentralised storage. The security and 

performance analyses of the proposed scheme are provided.  
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Chapter 5 - presents a secure mechanism for user revocation with a revocation attributes 

policy mechanism for BC-ABSE. The security analysis proof against forward and 

backward attacks is discussed and analysed accordingly. The performance analysis of the 

revocation mechanism has been demonstrating with respect to relevant benchmarking 

schemes.  

 

Chapter 6 - summarises the entire thesis and provides recommendations on possible 

extensions or future work for this research. 
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