
 
 

UNIVERSITI PUTRA MALAYSIA 
 

CONTACT TRACING STRATEGY TO ISOLATE INFECTIOUS BOTS IN 
MITIGATING IOT BOTNET PROPAGATION AND PRESERVE OBJECT 

OF FORENSIC INTEREST 
 

 
 
 
 
 
 
 
 
 

MOHAMMED IBRAHIM 
 
 
 
 
 
 
 
 
 
 
 
 

FSKTM 2022 7 



© C
OPYRIG

HT U
PM

CONTACT TRACING STRATEGY TO ISOLATE INFECTIOUS BOTS IN
MITIGATING IOT BOTNET PROPAGATION AND PRESERVE OBJECT

OF FORENSIC INTEREST

By

MOHAMMED IBRAHIM

Thesis Submitted to the School of Graduate Studies, Universiti Putra Malaysia,
in Fulfillment of the Requirements for the Degree of Doctor of Philosophy

June 2021



© C
OPYRIG

HT U
PM

COPYRIGHT

All material contained within the thesis, including without limitation text, logos,
icons, photographs and all other artwork, is copyright material of Universiti Pu-
tra Malaysia unless otherwise stated. Use may be made of any material contained
within the thesis for non-commercial purposes from the copyright holder. Commer-
cial use of material may only be made with the express, prior, written permission of
Universiti Putra Malaysia.

Copyright © Universiti Putra Malaysia



© C
OPYRIG

HT U
PM

DEDICATION

To My Parent, Wife and My Children.



© C
OPYRIG

HT U
PM
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CONTACT TRACING STRATEGY TO ISOLATE INFECTIOUS BOTS IN
MITIGATING IOT BOTNET PROPAGATION AND PRESERVE OBJECT

OF FORENSIC INTEREST

By

MOHAMMED IBRAHIM

June 2021

Chairman: Professor Madya Mohd Taufik Abdullah, PhD
Faculty: Computer Science and Information Technology

The emergence of Internet of Things (IoT) can facilitate and revolutionize various
aspects of people’s lives. However, most IoT devices are vulnerable to botnet at-
tacks. To defend these devices against botnet attacks, first approach is to detect the
transmission rate of the botnet infection based on the impact of network or bot’s
parameters. The second approach is to mitigate the size of the botnet infection by
limiting the impact of the attack. The third approach is to ensures other nodes in-
teracting with the existing bots are not infected. Notably, contact tracing strategy as
an epidemic concept detects the impact of the infectious bots and isolates them from
the network, thus minimizing the size of the botnet attack. Motivated by these, this
thesis is aimed at overcoming three research gaps in line with defending IoT-WSN
against botnet attack using contact tracing strategy. adding double space adding dou-
ble space adding double space addi

In the abandon stage of the botnet life cycle, bots’ memory efficiency affect the
botmaster’s decision to select or abandon the infectious bots for onward propagation
of the attack. However, from the existing literature no work has actually studied
the impact of memory-efficient bots on IoT botnet transmission rate. Hence, the
first contribution in this thesis conceptualizes botmaster behavior with respect to the
bots’ memory availability. In this context, an abandoned class is introduced into the
epidemic model by defining an abandon rate which prioritizes the memory-efficient
bots during propagation. This model detects the impact of memory-efficient bots on
the transmission rate of the botnet infection (which is generally unknown). Results
from simulations show that the transmission rate of the botnet infection increases by
25.31% to 26.9% as the botmaster exploits the memory-efficient bots.

i



© C
OPYRIG

HT U
PM

In the absence of an effective vaccine to mitigate malware propagation, contact trac-
ing strategy is deployed to isolate the infectious nodes in order to minimize their
impact on the attack. However, available literature shows that immunization and
patching methods are predominantly used to limit the size of the IoT botnet infec-
tion. These methods are considered ineffective as the bots often update with new
exploits that make the recovered devices vulnerable to the same attack. In this the-
sis, contact tracing strategy has been adopted in mitigating IoT botnet propagation
such that infectious bots are transferred to the forensic class. To achieve this, an iso-
lation parameter based on a sensor node sleeping rate transform the infectious bots
into an inactive mode. Results obtained from simulations show that there is 25.67%
decrease in the botnet infection peak value, 2 hours delay in the infection peak period
and 33.33% delay in the propagation time. adding double space adding double space
adding double space adding double space adding double space adding double space

Similarly, with the transfer of infectious bots to the forensic class, preserving these
nodes remains a challenge due to autonomous interactions and packet collisions.
Motivated by the concept of quarantine, the third contribution in this thesis quaran-
tine the infectious bots by deriving a model that associates a safe-carrier sensing
power threshold to the forensic class which minimizes packet collision. Conse-
quently, the result shows that 66.67% of forensic nodes are preserved in the IoT
platform.

ii
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai
memenuhi keperluan untuk ijazah Doktor Falsafah

STRATEGI PENGESAN KONTAK UNTUK MENGASINGKAN BOT
BERJANGKIT DALAM MENGURANGKAN PENYEBARAN BOTNET IOT

DAN MEMELIHARA OBJEK KEPENTINGAN FORENSIK

Oleh

MOHAMMED IBRAHIM

Jun 2021

Pengerusi: Profesor Madya Mohd Taufik Abdullah, PhD
Fakulti: Sains Komputer dan Teknologi Maklumat

Kemunculan Internet of Things (IoT) boleh memudahkan dan merevolusikan pel-
bagai aspek kehidupan manusia. Walau bagaimanapun, kebanyakan peranti IoT ter-
dedah kepada serangan botnet. Untuk mempertahankan peranti ini daripada serangan
botnet, pendekatan pertama adalah untuk mengesan kadar penghantaran jangkitan
botnet berdasarkan kesan rangkaian atau parameter bot. Pendekatan kedua adalah
untuk mengurangkan saiz jangkitan botnet dengan mengehadkan kesan serangan.
Pendekatan ketiga adalah untuk memastikan nod lain yang berinteraksi dengan bot
sedia ada tidak dijangkiti. Terutama, strategi pengesanan kenalan sebagai konsep
wabak mengesan kesan bot berjangkit dan mengasingkannya daripada rangkaian,
sekali gus meminimumkan saiz serangan botnet. Didorong oleh ini, tesis ini bertu-
juan untuk mengatasi tiga jurang penyelidikan selaras dengan mempertahankan IoT-
WSN daripada serangan botnet menggunakan strategi pengesanan kenalan. adding
double space adding double space adding double space addi

Dalam peringkat meninggalkan kitaran hayat botnet, kecekapan ingatan bot mem-
pengaruhi keputusan botmaster untuk memilih atau meninggalkan bot berjangkit un-
tuk penyebaran serangan seterusnya. Walau bagaimanapun, daripada kesusasteraan
sedia ada tiada kerja yang benar-benar mengkaji kesan bot cekap memori pada kadar
penghantaran botnet IoT. Oleh itu, sumbangan pertama dalam tesis ini mengkon-
sepkan tingkah laku botmaster berkenaan dengan ketersediaan memori bot. Dalam
konteks ini, kelas terbengkalai diperkenalkan ke dalam model wabak dengan men-
takrifkan kadar terbengkalai yang mengutamakan bot cekap ingatan semasa penye-
baran. Model ini mengesan kesan bot cekap ingatan pada kadar penghantaran jangk-
itan botnet (yang umumnya tidak diketahui). Keputusan daripada simulasi menun-
jukkan bahawa kadar penghantaran jangkitan botnet meningkat sebanyak 25.31%
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kepada 26.9% kerana botmaster mengeksploitasi bot yang cekap memori. adding
double space adding double space adding double space addi

Sekiranya tiada vaksin yang berkesan untuk mengurangkan penyebaran perisian
hasad, strategi pengesanan kenalan digunakan untuk mengasingkan nod berjangkit
untuk meminimumkan kesannya terhadap serangan. Walau bagaimanapun, literatur
yang ada menunjukkan bahawa kaedah imunisasi dan tampalan kebanyakannya di-
gunakan untuk mengehadkan saiz jangkitan botnet IoT. Kaedah ini dianggap tidak
berkesan kerana bot sering mengemas kini dengan eksploitasi baharu yang men-
jadikan peranti yang dipulihkan terdedah kepada serangan yang sama. Dalam tesis
ini, strategi pengesanan kenalan telah diguna pakai dalam mengurangkan penyebaran
botnet IoT supaya bot berjangkit dipindahkan ke kelas forensik. Untuk mencapai
matlamat ini, parameter pengasingan berdasarkan kadar tidur nod sensor mengubah
bot berjangkit kepada mod tidak aktif. Keputusan yang diperoleh daripada simu-
lasi menunjukkan terdapat penurunan 25.67% dalam nilai puncak jangkitan botnet,
2 jam kelewatan dalam tempoh puncak jangkitan dan 33.33 % kelewatan dalam masa
pembiakan. adding double space adding double space adding double space adding
double space adding double space adding double space

Begitu juga, dengan pemindahan bot berjangkit ke kelas forensik, mengekalkan nod
ini kekal sebagai cabaran kerana interaksi autonomi dan perlanggaran paket. Di-
dorong oleh konsep kuarantin, sumbangan ketiga dalam tesis ini mengkuarantin bot
berjangkit dengan menghasilkan model yang mengaitkan ambang kuasa penderiaan
pembawa selamat kepada kelas forensik yang meminimumkan perlanggaran paket.
Akibatnya, keputusan menunjukkan bahawa 66.67% daripada nod forensik dipeli-
hara dalam platform IoT.
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CHAPTER 1

INTRODUCTION

1.1 Background

The interconnection of embedded smart objects into the existing internet infras-
tructure have resulted in a new era of internet application known as “Internet
of Things” or IoT. The term IoT was first coined by Kelvin Ashton in the year
1999 (Ashton et al., 2009). IoT application integrates different objects, sensors
and intelligent devices to communicate autonomously without human interven-
tion (Ambrosin et al., 2016). These intelligent devices are now deployed in a
wide range of application that include but not limited to smart grid technology,
healthcare and transport systems (Chifor et al., 2018). In addition, reliance of
IoT devices on cloud infrastructure for storing, transfer and analysis of data led to
the emergence of cloud-enabled IoT network (Mai and Khalil, 2017). However,
the heterogeneity between various devices in IoT and diversity of application
in its infrastructure posses the most tremendous challenge in its deployment.
Besides, the increasing number of IoT devices has become a major cause of
concern as several types of different malicious network (botnet) are been built by
combining large scale of available IoT devices (Hoque et al., 2015). The goal and
characteristics of each IoT botnet family is depicted in Table1.1 (Dzulqarnain, 2019)

Table 1.1: IoT botnet family Adding the double space adding double spacessss

Botnet Family Goal Characteristics

Bashlite DDoS
Infecting an IoT device by brute
forcing Telnet protocol using
known default credentials

BrickerBot DDoS
Brute-forcing Telnet credentials
on ISPs leaving port 7547

Hajime Not known yet

Using several attack methods
consist of, Telnet default
password attack and
vulnerability on ISP

New Aidra DDoS
Brute-forcing IoT device via
Telnet protocol

Mirai DDoS
Brute-forcing devices via Telnet
protocol and TCP/2323

VPNFilter Steal data
Specifically targeting router
and NAS devices via 3 stage
of infection
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Each IoT botnet family differs in characteristics that include several information
such as their target, communication with controller and types of attack vector
(Kumar and Lim, 2019). However, with the exception of Hajime and VPNFilter,
other IoT botnet family are known with an established goal of Distributed Denial of
Service attack (DDoS) attack. Lately, Mirai has deceived more than 600,000 devices
to propagate itself in order to cause series of large-scale DDoS attacks across various
countries around the globe with most of the attacks coming from South America
and South-east Asia(Antonakakis et al., 2017). Countries like Brazil, Vietnam and
Colombia appeared to constitute the most leading sources of infected devices as can
be seen in Figure 1.1 (Bursztein, 2017).

Besides Mirai penetration capability around various geo-location of the globe, IoT
malware is becoming increasingly adaptive and sophisticated with many recent fea-
tures like IPv6 support, sophisticated communication methods between bots, and
Command and Control (Angrishi, 2017). Since its first appearance in the past
decades, the spread of malware has been accounting for a significant share of fi-
nancial losses in the area of computer security (Data and Wang, 2005). Moreover,
malware in an infected device might attempt to replicate itself in nearby devices (Fa-
rooq and Zhu, 2018). In the case of wireless IoT networks, the malware may spread
among devices that are in close geographical proximity (Farooq and Zhu, 2018).

Figure 1.1: Mirai Attack Geographical Distribution Chart Adding white spaces
adding white spaces

However, such propagation is typically a challenging process to observe and detect

2
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due lack of experience of widespread implementation of new technologies that
emerge across the globe with different vulnerabilities (Acarali et al., 2019). Hence
different services or functions can serve as a propagation vector.

On the other hand, most IoT malware does not use reflection or amplification tech-
niques to launch an attack, so it is much difficult to recognize and mitigate the attack
using conventional methods (Angrishi, 2017). Consequently, some researchers used
modeling approaches. Based on their understanding of the technology and expe-
rience of historic attacks to predict propagation dynamics in order to explore the
influential factors (Acarali et al., 2019). Angrishi (2017) in their work recommend
a non-technical approaches and policies in mitigating malware propagation and the
impact of the attack thereafter. Primarily, the aim of mitigating IoT malware propa-
gation is to reduce its propagation over the IoT network infrastructure. With the cur-
rent trends, where IoT mitigation models relied on patching and immunization, bots
often update themselves with new exploits that cannot be mitigated using patching
and immunization. Potential application of IoT devices alongside their WSN back-
ground is trending across the globe. Without effective vaccines or treatment botnet
attack with its propagation potentials can become one of the main threats to the se-
curity of the IoT network. It has become pertinent to mitigate the attack propagation
in the absence of effective vaccine or treatment. To achieve this, infectious nodes
are managed as an object of forensic interest that can be isolated for further forensic
analysis.

1.2 Problem Statement

Mirai botnet is a worm-like family of malware that infected IoT devices and
corralled them into a Distributed Denial of Service(DDoS) botnet (Antonakakis
et al., 2017). To defend against IoT botnets attack, there is need for accurate
understanding of its dynamic characteristics and its mode of propagation in a
network. Although the recent study of Acarali et al. (2019) shows that Mirai
botnet propagation mimics the dynamic of a typical worm propagation, in a worm
propagation however, malicious program injects itself into the program memory of
a sensor devices and self-propagate to other nodes (Giannetsos et al., 2009). On
contrarily, in a Mirai botnet propagation, besides running the malicious program
in the bots, existing bots execute the attacker’s instruction and scan information
about the target nodes as a necessary condition to propagate the attack (Ji et al.,
2018). The mechanism employed by the Mirai botnet propagation is quite distinct
from that of worm propagation. With Mirai botnet propagation, dynamics models
of worm propagation cannot be used directly to analyze the dynamic of IoT botnet
propagation.

However, the previous approaches of Ji et al. (2018), Acarali et al. (2019), Yin et al.
(2019) and Xia et al. (2020) proposed dynamic IoT botnet propagation models for
analyzing the size of the infection scale, base on IoT-WSN and social characteristics.

3
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Common to these models, is that they only detect the size of the botnet transmission
rate from the perspective of the initial number of bots in the network (Ji et al., 2018),
bots’ energy (Acarali et al., 2019) and devices’ spreading capability (Xia et al.,
2020) without due consideration to the botnet life cycle. Besides the execution
of the attacker’s instructions, in the botnet life cycle, the attacker runs malicious
program in the bot memory and scan information about the target nodes for onward
propagation of attack (Ji et al., 2018). With this in mind, the botnet life cycle cannot
only affect the bots’ processing capability but its ability to propagate the attack.
Thus, memory-efficient bots can have aiding impact on the botnet propagation.
Based on the knowledge from literature, no work has done on detecting or defending
IoT network against memory-efficient bots. The impact of memory-efficient bots
on the botnet transmission rate and the infection scale cannot be detected from the
perspective of the botnet life Cycle. Consequently, investigating and mitigating the
impact of botnet propagation will be difficult. In an effort to mitigate the impact of
botnet and other IoT malware propagation, Jerkins and Stupiansky (2018) employed
immunization and patches approach based on inoculation method to slow down the
propagation rate and the infection peak value.

Nevertheless, devices recovered via patching are likely to be reinfected to the
same malware attack since bots frequently receive update containing new exploits
(Acarali, 2019). Hence, the recurring of infectious bots in the IoT network will
increase the propagation rate. This instead result in minimizing few number of bots
in the IoT network. However, in the absence of effective immunization, it will be
paramount to isolate the infectious bots for forensic analysis.

Similarly, with the infectious bots isolated as object of forensic interest (OOFI),
preservation of the scene is a contentious issue in digital forensic (Hegarty et al.,
2014). This is due to the collision, real and autonomous interaction that might exist
among the remaining nodes in the network. Even though hash value was employed
by Rizal et al. (2018) to preserve the forensic data by protecting all evidence data,
but according to Conti et al. (2018) preservation of scene is still a challenge in an IoT
environment.Real-time and autonomous interactions between different nodes would
make it very difficult if not impossible to identify the scope of compromise nodes
and boundaries of a crime scene (Conti et al., 2018).

1.3 Research Questions

The research problems highlighted above raises the need to address the following
questions:

• Does the memory-efficient bots have potential impact on the IoT botnet trans-
mission rate?

• How does the isolation of the infectious bots into forensic class can reduce
the botnet infection peak value and reduce the propagation rate of the botnet
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attack?

• How to preserve the infectious nodes from autonomous interaction with dif-
ferent nodes and determine the scope of the scene in an IoT platform?

1.4 Research objectives

The main objective of this research is to propose contact-based tracing strategy
model for modeling and analyzing the current issues in mitigating IoT botnet prop-
agation. Similarly the proposed model will bridge the gap between the botnet epi-
demic emergency and the vaccine availability. To achieve this, the following objec-
tives are considered:

• To propose a dynamic botnet propagation model for determining the botnet
transmission rate with a view to detects the impact of memory-efficient bots
on IoT botnet propagation.

• To propose an isolation model that can separate the infectious bots for forensic
analysis with a view to minimize the propagation rate and the botnet Infection
peak value.

• To formulate a quarantine model that can preserves the physical state of the
infectious bots from the autonomous interaction with different IoT nodes with
a view to preserve the scope of the crime scene.

1.5 Scope of the Research

This research focuses on the mitigation of IoT botnet propagation over an IoT-WSN
and does not intend to cover the network and the cloud level of an IoT infrastructure.
Particularly, this research is centered on Mirai botnet propagation. As such, emphasis
will be given to IP cameras due to their high rate of vulnerability to Mirai attack.

1.6 Summary of Contributions

To meet the objectives of this research, the main contributions are as follows:

• Proposed a novel dynamic propagation model that detects the impact of
memory-efficient bots on IoT botnet propagation while factors for determining
the most infectious bots is ascertained.

• To bridge the gap between the botnet endemic emergency and the availabil-
ity of effective vaccine, an isolation-based model has been proposed. This
proposed model together with add-on forensic class will ensure that not only
infectious nodes are identified but also mitigate the botnet infection peak value.
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• Proposed a novel quarantine model that can minimize the interaction of foren-
sic nodes with the remaining nodes in the network. As such the model will not
only preserve the forensic nodes but determine the scope of the crime scene
for the purpose of search and seizure.

1.7 Thesis Outline

The subsequent thesis chapters are structured as follows:

Chapter 2-Literature Review. The chapter 2 introduces worm and botnet propa-
gation in a wireless IoT infrastructure. The concept of contact tracing based on
epidemiology theories is discussed. Similarly, previous models on malware (worm
and botnet) propagation and its mitigation in IoT-WSN are discussed in details.

Chapter 3-Research Methodology. Overview of the research problem and the steps
applied in this research is presented. The research modeling parameters were
identified. Steps necessary in determining the model stability concerning its basic
reproductive number R0 and equilibrium conditions are presented here. The chap-
ter will also discuss the measurement used to evaluate the performance of the models.

Chapter 4-Modeling and Formalization Techniques Based on Contact Tracing
Strategy. Detail on the proposed models for Mitigating IoT botnet propagation is
presented.

Chapter 5-Result and Discussion. The outcomes of the numerical simulation results
for the proposed models in IoT botnet propagation is discussed here.

Chapter 6-Conclusion and Future Work. Conclusion and summary of the proposed
study is presented in this chapter and recommendations for future direction.
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