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Water Distribution Systems (WDS) are now controlled and monitored by 
computational systems, constituting the primary management challenge from 
both an operational and public health standpoint. Modbus/TCP networks in 
WDS were initially developed to work based on a high availability and under 
closed-networks, where security was not an issue and communications were 
performed in clear-text. The need of interoperability and financial reduction, 
triggered the evolution to opened-standard TCP/IP networks, where clear-text 
communications are no longer safe and are putting the systems into a highly-
vulnerable level. 
 
 
One of the key essential elements is the privacy of data sets; they can be 
turned publicly available and has potential to be use for the development of 
security solutions. Therefore, the first problem to be tackled is the privacy 
optimization of Modbus/TCP packet fields. In scientific literatures, packet 
anonymization is performed according to attribute types (numerical, categorical 
and hierarchical), not taking into consideration the singular characteristics of 
the Modbus packet fields, using Euclidean distance algorithms that are not 
capable to deal with binary data and may result in information loss. Another 
problematic aspect is related to the intrusion detection solutions that are based 
on machine learning cluster algorithms to learn systems’ specifications and 
extract general state-based rules for attacks identification. Such approach is 
highly dependable on the clustering algorithm parameterization, and is not 
capable to deal with the normal system’s specification changes. Different 
parameterizations achieve different results ending in high false positive alarms 
or miss-identification of real intrusions. Based on these problems, this research 
objectives are firstly to propose SCADA Modbus/TCP packet fields’ privacy 
optimization using anonymization algorithms, increasing the privacy level and 
reducing information loss, and, secondly, to propose a State-Based IDS for 
attacks identification, dedicated to SCADA Modbus/TCP in WDS, capable of 
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extracting specific rules and deal with the constant system specification 
changes, while reducing false positive rates and increasing accuracy. 
 
 
Experimental design and simulations are carried out through a quantitative 
approach, where the proposed solutions perform the anonymization of 
Modbus/TCP packet fields to achieve acceptable privacy levels for data sets 
publication and proposes a state-based IDS tailored to Modbus/TCP networks 
in WDS, taking advantage of a knowledge database and state-based rules’ 
language to control on systems states and constant specification changes. 
 
 
Experimental results show that our proposed privacy algorithm is able to work 
effectively in terms of privacy level (12.01 against 10.48), efficiency (2.74ms 
against 3.84ms) and scalability (470.15ms against 507.48ms), when dealing 
with multivariate traffic attributes. In relation to information loss, the proposed 
solution was able to achieve an average of 12.2% against 18.6% of the 
benchmark solution. Moreover, state-based IDS experimental results show a 
higher effectiveness in terms of true (99.50% against 95.75%), false positive 
rates (1.20% against 1.85%) and accuracy (98.70% against 93.68%), on the 
identification of attacks and intrusions. Over all, this research proposes a set of 
solutions to address privacy and security issues related to Modbus/TCP 
networks in WDS. Research work presented in this thesis is a significant step 
towards a safer SCADA WDS and public health. 
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Sistem Pengagihan Air (SPA) yang kini dikawal dan dipantau oleh sistem 
komputasi merupakan suatu cabaran utama kepada pihak pengurusan dalam 
memastikan tahap operasi dan kesihatan awam berada pada tahap yang 
terbaik. Rangkaian Modbus / TCP dalam SPA pada awalnya dibangunkan 
untuk kegunaan rangkaian tertutup dan kebolehsediaan tinggi, di mana 
keselamatan bukanlah menjadi isu dan komunikasi dapat dilakukan dalam 
keadaan selamat. Bagaimanapun, keperluan saling kendali dan pengurangan 
kos kewangan telah memacu evolusi dari rangkaian tertutup ke rangkaian TCP 
/ IP piawaian terbuka di mana komunikasi teks jelas tidak lagi selamat dan 
meletakkan sistem ke tahap yang sangat rentan. 
 
 
Salah satu elemen penting keselamatan adalah kerahsiaan set data; ianya 
boleh didedah kepada umum dan berpotensi digunakan untuk pembangunan 
penyelesaian keselamatan. Oleh itu, masalah pertama yang perlu diselesaikan 
adalah pengoptimuman kerahsiaan bidang paket Modbus/TCP. Dalam kajian 
saintifik, pendekatan anonimisasi paket dilakukan mengikut jenis atribut 
(berangka, berkategori dan berhierarki), tidak mengambil kira ciri tunggal 
medan paket Modbus, menggunakan algoritma jarak Euclidean yang tidak 
mampu menangani data penduaan dan boleh mengakibatkan kehilangan 
maklumat. Aspek permasalahan lain adalah berkaitan dengan penyelesaian 
kepada pengesanan pencerobohan yang berasaskan algoritma gugusan 
pembelajaran mesin untuk mempelajari spesifikasi sistem dan mengekstrak 
peraturan berasaskan keadaan umum untuk mengenal pasti serangan. 
Pendekatan sedemikian sangat bergantung kepada pemparameteran algoritma 
penggugusan dan ianya tidak mampu menangani perubahan spesifikasi sistem 
biasa. Pemparameteran yang berlainan boleh mengakibatkan hasil yang 
berlainan dan ianya boleh berakhir dengan penghasilan penggera positif palsu 



© C
OPYRIG

HT U
PM

iv 
 

yang tinggi atau ketidakupayaan untuk mengenalpasti pencerobohan sebenar. 
Berdasarkan permasalahan ini, objektif penyelidikan pertama adalah untuk 
mencadangkan algoritma anonimisasi untuk pengoptimuman kerahsiaan 
bidang paket SCADA Modbus/TCP bagi meningkatkan tahap kerahsiaan dan 
mengurangkan kehilangan maklumat; dan keduanya mencadangkan IDS 
berasaskan keadaan bagi mengenalpasti serangan khusus untuk SCADA 
Modbus/TCP dalam SPA yang mampu mengekstrak peraturan khusus dan 
menangani perubahan spesifikasi sistem yang berterusan, disamping 
mengurangkan kadar positif palsu dan meningkatkan ketepatan. 
 
 
Reka bentuk eksperimen dan simulasi dilaksanakan melalui pendekatan 
kuantitatif di mana penyelesaian yang dicadangkan melakukan anonimisasi ke 
atas bidang paket Modbus/TCP bagi mencapai tahap kerahsiaan yang boleh 
diterima untuk publikasi set data dan mencadangkan suatu IDS berasaskan 
keadaan yang disesuaikan dengan rangkaian Modbus/TCP dalam SPA dengan 
memanfaatkan pangkalan data pengetahuan dan bahasa peraturan 
berasaskan keadaan untuk mengawal keadaan sistem dan perubahan 
spesifikasi berterusan. 
 
 
Keputusan eksperimen menunjukkan algoritma kerahsiaan yang kami 
cadangkan boleh bekerja dengan lebih efektif dari segi tahap kerahsiaan 
(12.01 berbanding 10.48), kecekapan (2.74ms berbanding 3.84ms) dan 
kebolehskalaan (470.15ms berbanding 507.48ms) apabila berhadapan dengan 
atribut trafik variat berbilang. Berkaitan dengan kehilangan maklumat, 
penyelesaian yang dicadangkan mampu mencapai purata 12.2% berbanding 
18.6% daripada penyelesaian penanda aras. Selain itu, keputusan eksperimen 
IDS berasaskan keadaan menunjukkan keberkesanan yang lebih tinggi dari 
segi benar (99.50% berbanding 95.75%), kadar positif palsu (1.20% 
berbanding 1.85%) dan ketepatan (98.70% berbanding 93.68%) dalam 
pengenalpastian serangan dan pencerobohan. Secara keseluruhan, 
penyelidikan ini mencadangkan satu set penyelesaian untuk mengatasi dua 
masalah kerahsiaan dan keselamatan yang berkaitan dengan rangkaian 
Modbus / TCP dalam SPA. Hasil kerja penyelidikan yang dikemukakan dalam 
tesis ini adalah merupakan suatu langkah penting ke arah penghasilan SPA 
SCADA dan kesihatan awam yang lebih selamat.  
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CHAPTER 1  
 

INTRODUCTION 

 

1.1  Introduction 
 
 
Chapter one provides an overview of the study and outlines the structure of 
thesis. It starts with the research background focusing on the Modbus/TCP 
communication protocol and its privacy and security issues, highlighting the 
need of protection of its communications in water distribution systems through 
the use of privacy algorithms and intrusion detection, problem statement, main 
research question, research objectives, scope of the study and its significance, 
ending with the limitation of research and thesis structure. This general 
structure will guide the study in the subsequent chapters. 
 
 
1.2  Study Background 
 
 
Since the beginning of the universe, water has always been an extremely 
important element for all living creatures. Along the centuries, Man has been 
giving high attention to water in their society activities, not just because it is a 
scarce element on the planet, but also because human activities influence this 
vital resource. The absence of a proper water treatment makes it dangerous for 
human health, resulting in many different diseases caused by bacteria or 
chemical substances. In developed countries, governments and other national 
entities give main attention to the water used for human consumption, specially 
to avoid human health threats. 
 
 
Based on this concern, there were created tools and mechanisms able to make 
sure that the water is presenting a high quality and is free from elements and 
substances that can affect human beings and other animals (Martins, 2014). In 
a deeper approach, modern water distribution systems are based on cyber 
components for computation and communication, including not just physical 
components, like sensors and actuators but also the entire process control and 
communication networks. Here, vulnerabilities and other cyber-attacks are also 
a reality to this type of systems, since their supervisory control and data 
acquisition (SCADA) components are based on workstations, human machine 
interfaces and programable logic controllers, highly susceptible to attacks when 
connected to opened-standard TCP/IP networks and based on outdated 
operating systems, working 24h a day, 7 days a week. Also, because of the 
communication protocols standardization and interoperability, allowing multi-
vendor components, the system is once more exposed to cyber threats 
(Adepu, Palleti, et al., 2019; Cherdantseva et al., 2015). 
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In a deeper analysis of the communication protocols, they are still based on the 
previous implementations, being embedded in the TCP payload and keeping 
the same lack of security as in closed-proprietary networks. In the specific case 
of the Modbus (Figure 1.1), it is considered one of the most popular and used 
protocols to manage and control water distribution systems, using not just 
traditional serial communications, but also Ethernet links, while allowing 
different devices to use this protocol as their main communication method 
(Fovino, 2014; Li et al., 2014). 
 
 

 
 
Figure 1.1: Modbus/TCP Communication Packet Shape (Edmonds et al., 
2008) 
 
 
The Modbus/TCP does not have any security mechanism on itself (Figueroa-
Lorenzo et al. 2019), in order to protect the communications between the 
master device and its slaves. A good example on this lack of security, is the 
fact that it is not possible to find if a delivered message is indeed the original 
message sent from a master unit to its slave devices, or if it has been modified 
by an attacker. Moreover, there is also not included any anti-repudiation nor 
anti-replay mechanisms on Modbus/TCP, making it possible for attackers to 
easily damage the system or even take full control of the entire SCADA 
network (Parian et al. 2020). 
 
 
Based on the previous described example, it is perceptible that Modbus/TCP 
traffic data may open the system to many types of attacks, where a previous 
analysis of that traffic data gives a large knowledge and advantage to attackers 
to properly exploit the system and gain control over it. It is a recognized fact 
that sharing logs is important and one of the major tools for security research 
and improvement, however, it is also a fact that accomplishing such logs is a 
difficult task, even among small groups (Al-Malawi et al. 2016). 
 
 
Studies like (Werling, 2014), (Fahad et al., 2014) and (De Lima et al., 2018) 
focused on the need for protecting Modbus/TCP logs and traffic data, by 
applying anonymization and cryptographic algorithms, highlighting the problem 
of sensitive data exposure and the singular characteristics  of Modbus/TCP 
packets. 
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Working over TCP/IP, Modbus/TCP networks are highly vulnerable, where 
attacks and vulnerability’s exploitation have become a possibility and securing 
networks is now a necessity. The nature of SCADA in WDS, being time-critical, 
makes regular updates and patching a really difficult or even impossible 
operation and the inexistence of test environment and patching may introduce 
new unknown vulnerabilities or system failure. SCADA systems relying on old 
operating systems and old software are commonly found nowadays 
(Cherdantseva et al., 2015). Mechanisms, such as access control, VPN 
connections and Firewall appliances are already known to be efficient on 
SCADA in WDS, while cryptography and authentication mechanisms need 
special attention and must be used with special care, due to possible disruptive 
effects. Recently, intrusion detection systems, or IDSs, are being proposed to 
help network administrators to analyze the security risks and detect attacks 
against their SCADA networks and SCADA systems (Fahad et al. 2014; 
Nivethan and Papa 2016). Though, there are also some limitations in the use of 
IDS systems, making them not a generalized solution. SCADA main 
components, such as PLCs (Programmable Logic Controllers) and RTUs 
(Remote Terminal Units) have usually low computational and memory 
capabilities, making them not suitable to allocate a HIDS (Host-Based IDS) that 
must be installed on the host itself for it to be analyzed. On the other hand, 
NIDS (Network-Based IDS) sensors can be installed in a separated machine 
connected to the network to be monitored. Such approach can be easily 
integrated with the SCADA system, where it is necessary to understand and 
analyze communication protocols. 
 
 
Scholars including (Al-Malawi et al., 2016; Kaouk et al., 2019; S. J. Kim et al., 
2013; Monzer et al., 2019; Robles-Durazno et al., 2020; Schuster & Paul, 2012; 
Waagsnes, 2017) are identifying a network-based IDS with an anomaly-based 
approach as a good solution to be implemented on Modbus/TCP networks in 
water distribution systems, installing it on the network and basing its analysis 
on the network traffic itself, not overloading the communications with more IDS 
information packets. Also, this IDS type does not need high computational 
power on the monitored devices, since it may be installed on a separated 
server, connected to network and analyzing its network traffic data. 
 
 
The examples of (Al-Malawi et al., 2016), (Monzer et al. 2019) and (Robles-
Durazno et al., 2020), focus on the development of NIDS systems specific to 
Modbus/TCP networks in WDS, highlighting the lack of benchmark data sets 
and the need of simulation. Also, the authors emphasize the automatic 
extraction of state-based rules and the need of real-time anomaly monitoring 
against intrusions and attacks. 
 
 
1.3  Problem Statement 
 
 
SCADA Modbus/TCP networks in WDS were developed to work based on a 
high availability and under closed-networks. However, since their evolution to 
opened-standard networks, security became a necessity, where their clear-text 
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communications, without any security mechanism, play a major role on the 
systems’ protection (Al-Malawi et al., 2016; Fahad et al., 2014). Logged 
network data is directly connected to the development of security solutions, 
though, because communications are performed in clear-text, datasets are not 
easily obtained due to the lack of privacy and the existing ones are simulated 
with a short number of attributes. Many studies were carried out based on the 
privacy and anonymization of Modbus/TCP packets and intrusion detection 
solutions for SCADA in WDS, however, many challenges are left unsolved. The 
main gaps that motivate this research are: 
 
• Segmentation of Packet Fields: (Fahad et al., 2014) focus on the 

segmentation of the original Modbus/TCP packet into three different cluster 
attributes, separating them according to their nature (numerical, categorical 
and hierarchical), though, field’s individual characteristics are not taken into 
consideration and data may be lost when applying anonymization; 

• Transformation of Data: Also, the transformation of data (anonymization) 
is performed using the Euclidean distance clustering algorithm that is not 
adapted to binary data, used, for instance, in Modbus/TCP coil messages; 

• Minimizing the Information Loss: Furthermore, information loss is 
presented as a objective, however, when applying the same anonymization 
algorithm to all numeric Modbus/TCP fields, it, once again, may result in 
data loss or not anonymized; 

• Absent System’s Specifications: In the solution presented by (Al-Malawi 
et al., 2016), the system’s specifications are not taken into consideration 
and IDS rules are created in a general way, making them not suitable for 
all water distribution systems, since each one of them have their own 
specifications and configurations; 

• Extraction of State-Based Rules: Rules are extracted using a clustering 
algorithm that bases its identification on the radius of the neighborhood of a 
given point and the maximum number of points required to form a cluster. 
Being totally dependent on these parameters, results are different when 
the parameters are changed and may result in high false positive rates; 

• Changes in System Specifications and New Devices: Once 
implemented, the system doesn’t have any mechanism to deal with 
systems’ constant specification changes, demanding a total 
parameterization of the IDS. 

 
 
1.4  Research Objectives 
 
 
This study focuses on SCADA Modbus/TCP packet fields anonymization and 
IDS State-Based rules, assuming the following main research question (Main-
RQ): How to develop a State-based Intrusion Detection System and Privacy 
Optimization for SCADA Modbus/TCP Networks in Water Distribution 
Systems? 
 
 
As referred in problem statement, WDS network security is still not robust 
enough, where the use of open-standard TCP/IP networks is putting systems in 
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a highly vulnerable risk. To address this main research question, it is necessary 
to deeply study similar solutions on privacy optimization and intrusion detection 
systems, using them as reference and base to propose a way for Modbus/TCP 
data sets publication and a State-Based IDS for identification of intrusions and 
attacks. 
 
 
Research Objective 1: To propose SCADA Modbus/TCP packet fields’ privacy 
optimization using anonymization algorithms, aiming to increase the privacy 
level and reducing information loss in SCADA network. 
 
 
Aiming to optimize Modbus/TCP packet fields’ privacy, offering a way for 
SCADA system’s owners to feel more comfortable and safer on publishing their 
network traffic data for analysis and helping on the improvement of their 
network security levels, the first research objective (RO1) focuses on the 
development of a privacy algorithm capable to anonymize Modbus/TCP 
packets, while keeping them able to be use in researches and studies. In order 
to assure its optimization, the developed algorithm must be compared to 
existing privacy methods and anonymization tools on SCADA Modbus/TCP 
networks for water distribution systems. 
 
 
Research Objective 2: To propose a State-Based IDS for attacks 
identification, dedicated to SCADA Modbus/TCP networks in water distribution 
systems, capable of extracting specific automatic rules and deal with the 
constant system specification changes, while reducing false positive rates and 
increasing accuracy. 
 
 
Focusing on the development of State-Base IDS rules applied to SCADA 
Modbus/TCP networks used in water distribution systems, the second research 
objective (RO2) aims to improve SCADA networks’ security by the identification 
of intrusions and attacks. 
 
 
1.5 Motivation 
 
 
Water distribution systems are critical structures, spread all around the globe, 
representing the vast majority of physical infrastructure for water supplies, and 
thus constituting the primary management challenge from both an operation 
and public health standpoint (Cantelmi et al., 2021). Controlled by SCADA 
Modbus/TCP lacking of security mechanisms and working over opened-
standard TCP/IP networks, water distribution systems are put at a high-risk 
level of vulnerabilities and attacks. Cyber-attacks to SCADA systems have 
increased 100% in 2014, when compared to 2013, and the presence of a large 
number of vulnerabilities in SCADA systems, demonstrates that they are still 
not strong enough as it would be expected (Singh & Kekatos, 2021). Securing 
water distribution systems is a major factor to properly protect human health. 
 



© C
OPYRIG

HT U
PM

 6 

1.6 Research Scope and Limitation 
 
 
The proposed privacy algorithm focus on the Modbus/TCP packets fields, used 
in SCADA WDS networks, which are the most challenging and relevant part 
still working without any security mechanisms and in plain-text. At the 
communication layer, plain-text information can be hidden either by 
cryptographic or privacy algorithms or through VPN connections, thus, the main 
focus of this study is privacy optimization by the use of anonymization 
algorithms to allow Modbus/TCP data set’s publication. 
 
 
Intrusion detection systems are pointed as a good countermeasure to increase 
security on SCADA Modbus/TCP networks, where the most challenging part is 
to address the singular specifications and characteristics of a water distribution 
system. The implementation of an IDS in a water distribution system 
Modbus/TCP network may be done based on signatures or anomalies and at 
the host or networks levels. However, this research work focuses on the 
network level, through an anomaly-based approach to provide the identification 
of critical system states and recognize intrusions and attacks. 
 
 
1.7 Research Contributions 
 
 
The main contributions of this thesis are summarized as follows: 
 
1. A WDS Modbus/TCP privacy algorithm for packet fields anonymization has 

been proposed. It was formulated an optimization problem to improve 
packet’s data privacy, reducing the amount of plain-text within the packet, 
while keeping it usable for researches and other studies and prevent 
information loss; 

2. A behavioral network intrusion detection system for SCADA Modbus/TCP 
networks in water distribution systems has been proposed to improve 
network security by identifying and monitoring system’s critical states. The 
new solution focuses on a knowledge-based approach, taking advantage 
of the well-documented and described WDS and a new state-based rules’ 
language to raise alerts in case of intrusions and attacks. 

 
 
1.8 Thesis Structure 
 
 
This research is divided into six different chapters: 
 
Chapter one focuses an overview and outlines the main approached topics, 
including the study background, problem statement, research objectives, study 
scope, significance and limitations and provides a general structure to the 
subsequent chapters. 
 
 



© C
OPYRIG

HT U
PM

 7 

Chapter two highlights the three main key constructs of the study, focusing on 
SCADA Modbus/TCP networks, development of a state-based intrusion 
detection system for SCADA in water distribution systems and the privacy of 
Modbus/TCP packets, giving a vision of the literature review on existing 
anonymization and security solutions and contributing for the base of this 
research through its theoretical hypothesis. 
 
 
Chapter three highlights the methodology and the adopted methods, focusing 
on a quantitative approach through different experimental procedures, defining 
them and how can they be applied. 
 
 
Chapter four focuses on the results obtained by the privacy optimization 
process, comparing them with other studies and tools, as well as, describing 
the developed solution and its adopted anonymization algorithms. 
 
 
Chapter five also focuses on results, but this from the state-based IDS 
analysis, highlighting the IDS architecture, state-based rules’ language and 
knowledge database. Once again, results are compared, in a way of validation, 
to other similar solutions. 
 
 
Chapter six highlights the summary of findings and emphasizes the discussion 
between main key findings, summary of the study, recommendations for future 
works and conclusions. 
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