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This study has two main parts. The first part discusses side-channel attack on the
AAg cryptosystem. The encryption scheme was introduced in 2012. Hence this at-
tack is aimed to address new rooms for improvements for AAg. Side-channel attack
is an attack on the implementation of a cryptosystem by collecting physical data that
are leaked by the machines which execute the cryptosystem. The components of
side-channel attacks that are used in this study are timing attack and power attack.
We mathematically model the attacks and prove the viability of such attacks. Then
we provide solutions on how to overcome.

The second part of this thesis presents a new digital signing scheme that utilizes the
Bivariate Function hard Problem (BFHP) and Discrete Logarithm Problem (DLP)
as its underlying mathematical hard problems. BFHP is the same problem used by
AAg while DLP is the established hard problem used by one of the first public-key
cryptosystem, Diffie-Hellman cryptosystem. We study and analyze this new scheme
with respect to its security and performance when compared to other widely-used
digital signing schemes.
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Kajian ini mempunyai dua bahagian penting. Pertama, ia membincangkan mengenai
analisis/serangan saluran sisi terhadap sistemkripto AAg. Skim penyulitan ini baru
sahaja diperkenalkan pada tahun 2012. Justeru, serangan seperti ini bertujuan bagi
mencari ruang penambahbaikan pada sistemkripto ini. Serangan saluran sisi secara
amnya bermaksud serangan terhadap implementasi suatu sistemkripto dengan
mengumpul data fizikal yang akan dihasilkan oleh mesin yang mengendalikan
sistemkripto itu. Komponen serangan ini yang diguna pakai dalam kajian ini ialah
serangan melalui masa dan serangan melalui kuasa. Kami membentuk model
matematik serangan ini dan membuktikan kejayaan serangan tersebut. Kemudian
kami memberi penyelesaian untuk mengatasi serangan.

Bahagian kedua tesis ini pula membentangkan suatu skim tandatangan digital baru
yang menggunakan Masalah Sukar Fungsi Dua Pembolehubah serta Masalah Log-
aritma Diskrit sebagai masalah sukar matematiknya. MSFDP ialah masalah yang
sama digunakan oleh AAg manakala MLD pernah digunakan sebelumnya oleh salah
satu sistemkripto kekunci-awam yang pertama; sistemkripto Diffie-Hellman. Kajian
ini juga mengetengahkan analisis keselamatan serta analisis prestasi terhadap skim
baru ini berbanding dengan skim tandatangan digital sedia ada.
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CHAPTER 1

INTRODUCTION

1.1 Cryptography

Cryptography is derived from two Greek words, kryptos and graphein which means
“hidden” and “writing” respectively. The meaning of these words literally become
the main aim of cryptography. The art and science of securing writings or messages
begun since early civilization when human started to communicate and need to hide
their communication. Every encryption or ‘securing’ of the messages using a secret
key, there must be an attempt to retrieve the secrets - either the secrete messages or
the secret keys - by the adversary. The attempt or attack in most cases are rogue and
fraudulent. It is a product of a process called cryptanalysis.

Before we delve further into the topic, it is important to know first some jargon in
Table 1.1 that are widely used in cryptography.

Table 1.1: Important Jargons in Cryptography

Jargon Meaning
Plaintext Original message that needs to be secured.

. Plaintext that has been encrypted and should be

Ciphertext . .
impossible to read.
Encryfigh A process to transzrm plaintext to ciphertext
using a key.
) A process to transform back the ciphertext to

Decryption

plaintext using a key.

For a classic example of cryptography, a sender of a plaintext, known as Alice will
encrypt her plaintext then send them to her friend, Bob in the form of ciphertext.
Bob then needs to decrypt the ciphertext to read the original plaintext. The goals of
this process can be categorized into four main points:

i. Confidentiality. Nobody except Alice and Bob should know the content of
the plaintext.

ii. Authentication. Bob should be able to know that the ciphertext is truly com-
ing from Alice, not anybody else.

iii. Integrity. Bob should be able to detect if the ciphertext has been altered during
transmission.

iv. Non-Repudiation. Alice cannot deny her involvement in sending the plaintext
should any future dispute occurs.



To achieve all these goals, a proper system to conduct the process should be put into
order. This system is called cryptosystem. Definition 1.1 gives you the insight of a
cryptosystem.

Definition 1.1 (Katz and Lindell, 2007) Let m denotes the plaintext, ¢ denotes the
ciphertext and k denotes the key. A cryptosystem is defined by three algorithms:

1. Key Generation algorithm, Gen is a probabilistic algorithm to derive keys used
in the cryptosystem. In most cases, this algorithm uses pseudorandom number
generator (PRNG) to output k.

2. Encryption algorithm, Enc is a deterministic or probabilistic algorithm that
takes plaintext, m as its input and produces ciphertext, c using key, k.

Enci(m)=c

3. Decryption algorithm, Dec is a deterministic algorithm that takes ciphertext,
c as its input and gives back original plaintext, m using key, k.

Decy(Enci(m)) =m

or
Decy(c) =m

Early cryptographic applications were mostly used by governments or military to
deceive their enemies. However, in the modern cryptography world, cryptography
is used everywhere and everyday. To achieve secure electronic communication
or transaction, there must be either one or both symmetric and asymmetric key
cryptography involved.

Symmetric key cryptography uses a component of secret keys which has to be
shared between Alice and Bob. Since ancient times, cryptosystems such as Caesar
Cipher, Playfair cipher, Vigenere cipher and many more uses this fundamental
concept of key sharing to achieve confidentiality. But, towards the digital age, key
sharing can be cumbersome especially if the communication involves more than
two parties and must be done in relatively short time. Government sectors and
industrialists found that private key cryptography used to communicate securely is
ineffective. They have to distribute all the shared keys manually and this increases
the risk for the keys to be exposed to the enemy.

Therefore, circa 1970s, asymmetric key cryptography was introduced. Unlike
symmetric cryptography, asymmetric key cryptography uses two different keys
which are called public and private keys. The public key is accessible by anyone
while the private key is kept by the key’s owner only. Table 1.2 shows the difference



between symmetric and asymmetric key cryptography.

Table 1.2: Difference between Symmetric Key and Asymmetric Key Cryptog-
raphy

Differences Symmetric Key Asymmetric Key
Cryptography Cryptography
Encryption key Shared secret key, kgpareq Public key, &k,
Decryption key Shared secret key, kgqred Private key, kpyiy
1. Modular arithmetic
Modes of 1. Substitution 2. Exponentiation
Operation 2. Transposition 3. Elliptic curve
etc.

1.2 Asymmetric Key Cryptography

In 1976, Whitfield Diffie and Martin Hellman began the revolution of asymmetric
key cryptography by introducing Diffie-Hellman Key Exchange (DHKE) (Diffie
and Hellman, 1976). The significant importance possessed by DHKE is to share a
secret key without the involved parties to meet each other. The parties only need to
give their public keys to extract the shared secret key.

This solves the key management problem that has been a disadvantage of using
symmetric key cryptography. In the case of DHKE, both the keys; private and public
keys are related using a mathematical relation called modular arithmetic.

Asymmetric key cryptography have two main functions. The first is to act as an
encryption algorithm to encrypt information so it cannot be seen by the enemy. The
other one is to act as an authentication means called digital signing algorithm.

1.2.1 Encryption Algorithm

A year after DHKE was introduced, the first asymmetric key encryption scheme
called RSA was introduced (Rivest et al., 1978). RSA utilizes Integer Factorization
Problem (IFP) and the e-th root problem as its hard mathematical problem. After
that, many other asymmetric encryption schemes such as the ElGamal encryption
scheme (ElGamal, 1985), the Elliptic Curve encryption scheme and its variants
(Koblitz, 1987) and the NTRU encryption scheme (Hoffstein et al., 1998). All
the mentioned schemes are practical and their implementations are used widely in
today’s digital applications.



Since this thesis mostly covers on asymmetric key, Definition 1.2 slightly modifies
Definition 1.1 to define asymmetric key encryption scheme.

Definition 1.2 (Katz and Lindell, 2007) Let m denotes the plaintext, ¢ denotes the
ciphertext, kp,, denotes the public key and kp,;y denotes the private key. An encryp-
tion scheme, Iy is defined by three algorithms:

1. Key Generation algorithm, Gen is a probabilistic algorithm to derive both k
and kppjy.

2. Encryption algorithm, Enc is a deterministic or probabilistic algorithm that
takes plaintext, m as its input and produces ciphertext, ¢ using public key,
Kpub-

Enc(kpyp,m) = c

3. Decryption algorithm, Dec is a deterministic algorithm that takes ciphertext,
c as its input and gives back original plaintext, m using private key, kprjy .

Dec(E”C(kpubam)a kpriv) =m

or
Dec(c,kpriy) =m

Next we will move to digital signature.

1.2.2 Digital Signature

Digital signature has a very important role in the digital world today. It gives
the notion of authentication, integrity and non-repudiation in every message or
data sent. Some signature schemes are derived from its encryption scheme. For
example, the RSA digital signing scheme uses its private key to generate a signature
of a message or data while its public key to verify the signature. In general most
schemes use the same hard mathematical problem from their encryption scheme to
be embedded into its corresponding digital signature scheme.

Some of digital signature schemes that are being used today are RSA’s Public-Key
Cryptography Standards (PCKS) (Jonsson and Kaliski, 2003), DSA (Digital Signa-
ture Algorithm) and its elliptic curve variants which was endorsed by American’s
National Institute of Standards and Technology (Kravitz, 1993) and Schnorr
signature (Schnorr and Jakobsson, 2000).

As with the encryption algorithm, we will now produce a definition with regards to
the Digital Signature Scheme.



Definition 1.3 (Katz and Lindell, 2007) Let m denotes the plaintext, s denotes the
signature, kp,, denotes the public key and kpy;, denotes the private key. A signature
scheme, I, is defined by three algorithms:

1. Key Generation algorithm, Gen is a probabilistic algorithm to derive both k,,,
and kpyiy.

2. Signing algorithm, Sig is a deterministic or probabilistic algorithm that takes
plaintext, m as its input and produces a signature, s using public key, kpyiy.

Sig(kpriv,m) = s

3. Verifying algorithm, Ver is a deterministic algorithm that takes ciphertext, s as
its input and gives back original plaintext, m using private key, k.

Ver(Sig(kpr,-v,m),kpub) =m

or
Ver(s,kpup) = m

1.3 Attacks in Cryptography

While cryptography deals with building a cryptosystem, cryptanalysis tackles the
method of breaking the cryptosystem. Analysis or ‘attack’ is a very important step
not only in the academic world, but more importantly in real world application
because every successful attack will be used as a benchmark to strengthen the
security of a target cryptosystem.

Attackers or adversaries in cryptography can be classified into two (Martin, 2012):

1. Passive Attacker is an attacker who only watches, hears or monitors the com-
munication without doing any attempt to alter the communicated data. The
attacker only tries to disrupt the confidentiality of the communication.

2. Active Attacker is an attacker who actively intercepts the communicated data
and modifies it. The attacker tries to disrupt the confidentiality, authenticity
and data integrity of the communication.

Now we will look at categories of attacks that can be launched on encryption scheme:

1. Ciphertext only attack is where the adversary tries to deduce the plaintext or
decryption key by only having ciphertext during a passive attack. If a cryp-
tosystem is vulnerable to this kind of attack, it is completely insecure cryp-
tosystem.



2. Known plaintext attack is where the adversary know some of the plaintexts
with their respective ciphertexts and tries to deduce the secret part of the cryp-
tosystem.

3. Chosen plaintext attack is where the adversary has access to the encryption
oracle and can choose plaintext to be encrypted. The ciphertexts produced
and the chosen plaintext are used to deduce any previous unknown plaintexts
encrypted using the same encryption oracle. If a cryptosystem is secure against
this attack, we called it CPA-secure cryptosystem.

4. Adaptive chosen plaintext attack is similar to chosen plaintext attack but the
choices of plaintext may rely on ciphertext encrypted from the previous re-
quests to the encryption oracle.

5. Chosen ciphertext attack is where the adversary has access to the decryption
oracle thus can choose any ciphertext to be decrypted. While the adversary
has access to the decryption oracle, but it does not means the adversary has the
decryption key because the key may be stored securely in the oracle. The main
aim of this attack is to gain knowledge of plaintext of non-chosen ciphertext
and ultimately the decryption key. Side channel attack which is the focus of
this thesis falls under this category.

6. Adaptive chosen cipherext attack is similar to chosen ciphertext attack but the
choices of ciphertext may rely on plaintext decrypted from previous requests
to the encryption oracle.

We now provide the reader with fundamental categories of attack upon digital signa-
ture scheme:

1. Key-only attack is when the adversary only knows the signer’s public key or
signing key.

2. Known message attack is the same like known plaintext attack in encryption
scheme plus the adversary knows the signature generated from the messages.

3. Adaptive chosen message attack is the most severe that any adversary can
mount onto the signer. In this attack, the adversary has access to random oracle
which will sign any message passed through it. Thus, the adversary not only
can obtain signatures, si,52,---s; from the messages, m,my,---m;, the ad-
versary chooses, but also request signatures, s;1,S;42,-- from the messages,
Mmjy1,Mi42,- -+ which depend on my,my,---m;.

For more explanation regarding attacks on signatures, we can refer to (Goldwasser
et al., 1988). All of the stated attacks are realistically can be done in real world
implementation. Therefore, to show its security level, it is very important to provide
analysis of these attacks onto a cryptosystem.

Next, introductory details of this thesis will be given.



1.4 Research Motivation

AAg cryptosystem is a new encryption scheme. To use it without any doubt, the
cryptosytem must first be tested by several self-simulated attacks. Side channel
analysis or attack is a practical method that can be used by attackers in real-world
scenarios because it attacks the implementation of the cryptosystem. After the
analysis, if there is no successful side-channel attack that could be launched upon
the implementation of the cryptosystem, it gives a higher sense of security for
cryptosystem. However, if there is an attack that successfully retrieve the secret key
from the cryptosystem, it means the implementation should be strengthened before
the cryptosystem can be used by the public.

Another motivation is to build a signing scheme that uses BFHP as its underlying
security strength. Being a newly introduced hard mathematical problem, there is no
signing scheme that utilizes BFHP as its security strength. The advantage of using
BFHP is due to its simplicity which increases the efficiency of the signing scheme
significantly. More details about BFHP is discussed in Subsection 2.2.4.

1.5 Problem Statement

1. Is AAg cryptsystem susceptible from any side channel attack?

2. If there is a side-channel attack against AAg, what is the best preventive mea-
sure that can be conducted?

3. Can we build a new digital signing scheme based on Bivariate Function Hard
Problem (BFHP) and Discrete Logarithm Problem (DLP)?

1.6 Research Objective

1. To conduct side-channel attacks on AAg cryptosystem via timing and power
analysis.

2. To present countermeasures that can be used if the side-channel attack against
AAﬁ exists.

3. To develop a new digital signing scheme that uses BFHP and DLP.

1.7 Research Methodology

Side channel attack is categorized as chosen ciphertext attack. It focuses on the de-
cryption algorithm of a cryptosystem. Its first strategy is to collect the external data
that has been released by the software or hardware that compute the decryption al-
gorithm. Then, proper analysis can be conducted on the data to check whether it can



inadvertently expose the secret keys that embedded in the algorithm. The analysis
can be mathematical, observational and/or practically invasive. If any leakage of the
secret keys happen, the countermeasures to overcome the attack can be introduced
by inserting random parameter into the decryption algorithm or transform the opera-
tion of the algorithm to make it only releases the uniform pattern of the external data.

In this study also we choose BFHP and DLP as the hard mathematical problems to
introduce a new signing scheme. The problems act as the security strength for the
scheme. To manipulate the problem into a working algorithm, a study is held on
the established cryptosystems that utilize the same hard mathematical problem. The
new scheme then should be tested against several ad-hoc attacks and a performance
analysis to compare it with the other scheme.

1.8 Contribution of Research

* An analysis in terms of side channel attacks on AAg cryptosystem will
strengthen the security of it with respect to practical implementation.

* A new digital signing scheme that uses BFHP and DLP.

1.9 Scope and Limitation of the Study

The scope to conduct a side-channel attack against AAg focuses on the timing
attack and power attack. We will present the attack model and the assumptions
used in the model. Then we will go further into the attack itself and to find the
causes of the attack. We discuss the power attack by using figures of power traces
to explain the concept of the power analysis before the attack itself is presented. Af-
ter both attacks has been presented, the countermeasures against them will be shown.

The limitation in the study of the attack is the non-existing fully operational
implementation of AAg in any real-world cryptographic machines. This means all
the attacks that are launched are purely theoretical and simulative. That is why the
assumptions that have been made prior to the attack are important to visualize the
real attack if there exists implementation of AAg in the future.

Another scope in the study is in designing a new signing scheme. Both hard problems
(i.e BFHP and DLP) of the scheme are introduced in the early chapters. After the
scheme has been presented, we will forward security and performance analysis of
the scheme.



1.10 Overview of the Thesis

In Chapter 2, the mathematical and cryptographic concepts that are used throughout
the study will be explained. The relevant details about AAg which is the target cryp-
tosystem in this thesis will be presented in Chapter 3 before the methodology of the
attack will be shown in the next chapter, Chapter 4. Next, the attack itself are divided
into two chapters which are Chapter 5 and Chapter 6 for timing attack and power at-
tack respectively. The countermeasures against both attacks are in Chapter 7. After
that, the new digital signing scheme is detailed in Chapter 8 before the conclusion of
this thesis.
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